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Questions # 1:

Guidelines Topology Tasks R2 R3 R1 R10 R20
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Guidelines Topology Tasks R2 R3 R1 R10 R20

OSPF is partially configured on all devices. Complete the
configurations to achieve these goals:

1. Configure R2 to always be the DR in Area 10. Do not
change the router ID.

2. Configure a single command on R2 to summarize area
10 routes into a single route.

Options:

Answer
Answer:

See the solution below in Explanation:

Explanation
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Solution:

F

R2 (confiqg) #int et0/1

R2 (config-if) #ip ospf pro

R2 (config-if) #ip ospf pri

R2 (config-if) #ip ospf priority 255
S T §

confiqg) #router ospf 10
config-router)#area 10 ran
cont i{} router) $area 10 range
config-router) #

R3 (confiqg) #int etO
R3(config-1if) #1p ospf net
R3 (config-if) #ip ospf network po
R3 (config-if) #ip ospf network point-to-po
R3 (config-if) #ip ospf network point-to-point
R3(config-if) #
15 13:23:04.026: %0SPF-5-ADJCHG: Process 10, Nbr 10.
Ethernet0/1 from FULL to DOWN, Neighbor Down: Inte
or detached
13:23:04.027: %0SPF-4-NET TYPE MISMATCH: Recelvec
10.2.1.1 on Ethernet0/1 indicating a potential
HCLHd:k type mismatch

Ifl 027: $OSPF-5-ADJCHG: Process 10, Nbr 10.
H from LOADING to FULL, Loading Done
]J—-1 f} ﬂr;;._ -
config) #int et0/1
onfig-if) #ip ospf
-nTlﬁ—JT}ﬁ1“ ospf
1) #1p ospf

VERIFICATION: -

Page 3 of 34




Questions # 2:

Guidelines Topology Tasks R1 R2 R3

AS100 R4
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Guidelines Topology Tasks

Configure R1 according to the topology to achieve these results:

1. Configure eBGP using Loopback 0 for the router-id. Do not use
the address-family command to accomplish this.

2. Advertise R1's Loopback 100 and Loopback 200 networks to
AS200 and AS300.

Options:

Answer
Answer:

See the solution below in Explanation:

Explanation

Solution:

Solution on R1:

R1# copy run start

Verification:
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Questions # 3:
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Guidelines Topology Tasks

A colleague started configuring a new network. All
configurations on R11 are complete and
communication between R11 and R22 is functional.
Complete the configurations on R22 for the tasks
below.

Task 1

Extend the Finance VRF between R11 and R22 using
Tunnel 10.

Task 2

Complete the Finance VRF configuration on R22 and
configure static routing so that traffic between VLAN
111 and VLAN 222 uses Tunnel 10 exclusively.

Note: Sw22 can be used to validate traffic flow.

Options:

Answer
Answer:

See the solution below in Explanation:

Page 8 of 34



Explanation

Solution:

R22

config t

int tunnO

vrf forwarding FINANCE

ip add 10.11.22.2 255.255.255.0
tunn so e0/0

tunn dest 209.165.200.230

no shut

int et0/1

vrf forward FINANCE

ip add 10.22.22.1 255.255.255.252
no shut

ip route vrf FINANCE 10.10.111.0 255.255.255.0 tunn0

wr

Questions # 4:
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PC1 | Device | Interface | IP
R1  |e0/0 10.10.1.2
Swi  |VLAN 10 [10.10.1.1
swi  |VLAN 12 [1012.11
Swi VLAN 14 [ 10.14.1.1
pPc1  |wviaN 12 [101212
PC2 |ViAN 14 [101412

Swi

The Operations team started configuring several monitoring activities.

Complete the configurations for the tasks below.

1. Complete the Flexible NetFlow Flow Exporter configuration on R1 to
send data to the collector located at 10.10.1.110.
2. Configure a basic IP SLA HTTP GET operation on R1 to monitor the

server at 10.10.1.100 every 300 seconds.

3. Configure the switch port analyzer on Sw1 using these settings:

» Session number 7
s Mirror all traffic on EQ/O

> Direct the output to interface E1/1

Options:

Answer

Answer:
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See the solution below in Explanation:

Explanation

Solution:

R1

Config t

Flow exporter Export-NetFlowENCOR
destination 10.10.1.110

transport udp 2055

exit

flow moni Monitor-NetFlowENCOR

exit

ipslal

http gethttp://10.10.1.100

frequ 300

exit

ip sla schedule 1 life forever start-time now
wr

SW1

Config t

Monitor session 7 source interface e0/0
Monitor session 7 destination interface el/1
End

Wr

Questions # 5:
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Guidelines Topology

Tasks
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Guidelines Topology Tasks

A colleague started configuring a new network. All
configurations on R11 are complete and
communication between R11 and R22 is functional.
Complete the configurations on R22 for the tasks
below.

Task 1

Extend the Finance VRF between R11 and R22 using
Tunnel 10.

Task 2

Complete the Finance VRF configuration on R22 and
configure static routing so that traffic between VLAN
111 and VLAN 222 uses Tunnel 10 exclusively.

Note: Sw22 can be used to validate traffic flow.

Options:

Answer

Answer:

See the solution below in Explanation:
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Explanation

Solution:

R22

int tun0

vrf forwarding FINANCE

ip add 10.10.10.2 255.255.255.0

tunn source e0/0

tunnel dest 209.165.200.230

no shut

ip route vrf FINANCE 10.10.111.0 255.255.255.0 tunn0
int et0/1

vrf forwarding FINANCE

ip address 10.22.22.1 255.255.255.252
wr

Verification:-
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Questions # 6:
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@ Comment Recording

Guidelines Topology Tasks

'OSPF is preconfigured on all devices except R20.
Configure R20 to complete these tasks.

Task 1:

Configure OSPF according to the topology using these
requirements:

» Use Process |ID 20.
« Use LoopbackO for the Router ID.
« Advertise all networks into OSPF.
o Do not use network statements under the OSPF
process to accomplish this task.

Task 2:
Configure a /18 summary route for Area 40.
» Advertise only Type 3 LSAs into Area 0.
e ——————————————————————

Options:

Answer
Answer:

See the solution below in Explanation:
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Explanation

Solution:

R30

Config t

router ospf 100

router-id 10.0.1.30

int ran 1o0 , e0/0-1

ip ospf 100 a O

exit

int et0/2

ip ospf 100 a 50

exit

router ospf 30

area 50 range 10.10.0.0 255.255.192.0
area 50 range 10.50.0.0 255.255.192.0
end

wr

Questions # 7:
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Guidelines Topology Tasks

The operations team started configuring network devices for a new
site. R10 and R20 are preconfigured with the CORP VRF. R10 has
network connectivity to R20. Complete the configurations to achieve
these goals:

1. Extend the CORP VRF between R10 and R20 using TunnelO.
2. Configure static routing on R10 and R20 so that users in VLAN
100 and VLAN 101 that belong to the CORP VRF are able to
communicate with each other. TunnelO should be the only

interface used to route traffic for the CORP VRF.

OR

R20

ISP

Sw10

Sw20
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Guidelines Topology Tasks

~

The operations team started configuring network devices for
a new site. R10 and R20 are preconfigured with the CORP
VRF. R10 has network connectivity to R20. Complete the
configurations to achieve these goals:

1. Extend the CORP VRF between R10 and R20 using
TunnelO.

2. Protect TunnelO using the preconfigured profile

3. Configure static routing on R10 and R20 so that users
in VLANs100 and 101 that belong to the CORP VRF
are able to communicate with each other. TunnelO
should be the only interface used to route traffic for the
CORP VRF
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Guidelines Topology Tasks R10 R20 ISP Sw10 Sw20

ISP

10.10.1.0/24 10.10.2.0/24

e0/0
e0/0 e0/0
Swi10 Sw20

SITE | VRF | VLAN | SUBNET GATEWAY
R10 |CORP|100 |10.100.1.0/24 | 10.100.1.1
R20 |CORP | 101 10.101.2.0/24 [ 10.101.2.1

Options:

Answer
Answer:
See the solution below in Explanation:

Explanation

Solution:
R10

Tunne10
arding CORE

160:100. 10«

End with CNTL/

0 tuld
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Copy run start

R20

Copy run start

Verification:

Questions # 8:

Page 22 of 34



Guidelines Topology Tasks

Configure R3 according to the topology to achieve these results:

1. Configure eBGP using Loopback 0 for the router-id. Do not
use the address-family command to accomplish this.
2. Advertise R3's Loopback 100 and Loopback 200 networks to

AS800 and AS900.
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Options:

Answer
Answer:

See the solution below in Explanation:

Explanation

Solution:

neighbor
nel ':ﬂ' \bor

Copy run start

Verification:

b gp su

router identifier

of memory
cache entries using 0 bytes

cache entries using 0 bytes of memory

MsgRcvd MsgSent
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Questions # 9:

b Comment

Guidelines Topology lasks

OSPF is partially configured. Complete the OSPF configurations to

achieve these goals:

1. Configure R3 to always be the DR in Area 20. Do not change
the router ID.
2. Configure R2 and R10 so they do not participate in a DR/BDR

election process in Area 10,

R10

R20
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Guidelines Topology Tasks

Area 20 |102 203024

R1

101,102 0724

Options:

Answer
Answer:
See the solution below in Explanation:

Explanation

Solution:

R3

Int e0/1

Ip ospf priority 255

End
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Copy run start

R2

Int e0/1

Ip ospf network point-to-point
End

Copy run start

R10

Int e0/0

Ip ospf network point-to-point
End

Copy run start

Questions # 10:

What is the purpose of a data modeling language?

Options:
O A.

to establish a framework to process data by using an object-oriented programming approach

O B.

to specify the rules for transcoding between text and binary data encodings

o C.

to standardize the procedures that are executed when parsing sent and received data

O D.

to describe the structure and meaning of exchanged data

Answer
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Questions # 11:

An engineer is reviewing a PCAP file that contains a packet capture of a four-way handshake
exchange between a dient and AP using WPA2 Enterprise Which EAPOL message validates and
confirms that the client device has successfully Installed the GTK?

Options:

O A.
M4-Message
O B.
M3-Message
O C.
M2-Message
O D.

M1-Message

Answer

A

Questions # 12:

How is Layer 3 roaming accomplished in a unified wireless deployment?

Options:
O A.

An EolP tunnel is created between the client and the anchor controller to provide seamless
connectively as the client is associated with the new AP.

O B.
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The client entry on the original controller is passed to the database on the new controller.
O C.

The new controller assign an IP address from the new subnet to the client.

O D.

The client database on the original controller is updated with the anchor entry, and the new
controller database is updated with the foreign entry.

Answer

D

Questions # 13:

An engineer must create a new SSID on a Cisco 9800 wireless LAN controller. The client has
asked to use a pre-shared key for authentication. Which profile must the engineer edit to
achieve this requirement?

Options:
O A.

RF

O B.
WLAN

O C.
Policy

O D.

Flex

Answer

Questions # 14:
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A wireless network engineer must configure a WPA2+WPA3 policy with the Personal security
type. Which action meets this requirement?

Options:

O A.

Configure the GCMP256 encryption cipher.
O B.

Configure the CCMP128 encryption cipher.
O C.

Configure the GCMP128 encryption cipher.
O D.

Configure the CCMP256 encryption cipher.

Answer

Questions # 15:

Which technique is used to protect end user devices and data from unknown file behavior?

Options:

O A.

crypto file ransomware protection using a file hash calculation

O B.

file retrospection using continuous scan and analyses

O C.

phishing file quarantine using an internal environment to store attached files

O D.
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file sandboxing using a protected environment to analyze and simulate the behavior of
unknown files

Answer

D

Questions # 16:

Which character formatting is required for DHCP Option 43 to function with current AP models?

Options:
O A.
ASCII

O B.

Hex

O C.
Base64
O D.

MD5

Answer

Questions # 17:

for key,value in args
txt="{:#<15} : {
print (txt)
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Refer to the exhibit. What is the output of this code?
O 1st_itemésatss | 6452987918
2nd_item_that_m : jlugyydt##

O 1st_item#ats | 8791871446
at_must_display : jlugyydt

O 1st_item#sssss | 645298791871446
2nd_item_that_must_display : jlugyydt##

O 645298791871446
##jlugyydt

Options:
O A.
Option A
O B.
Option B
O C.
Option C
O D.

Option D

Answer

Questions # 18:

What is a fact about Cisco EAP-FAST?

Options:

O A.
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It requires a client certificate.

O B.

It operates in transparent mode.
O C.

It Is an IETF standard.

O D.

It does not require a RADIUS server certificate.

Answer

D
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