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Questions # 1:

If you install Alibaba Cloud Security Center client on a non-Alibaba Cloud server, which of the
following statements allows you to check the server-related reports on the Security Center?
Options:

O A.

Associate the Security Center client with your Alibaba Cloud official website account.

O B.

Security Center does not support non-Alibaba Cloud servers

O C.

You need to manually install the agent on the external server, and use a verification key to
associate it with your account

O D.

You cannot check the reports on the Alibaba Cloud console.

Answer

C

Questions # 2:

Anti-DDoS Premium Service is a value-added service intended to address the problem of
service interruption caused by DDoS attack to servers

including non-Alibaba Cloud hosts)

Users can configure a protected IP address so that the attack traffic can be redirected to this
IP address, thereby ensuring the stability and reliability of the origin site. When a user
configures Anti-DDoS Premium Service and imports an HTTPS certificate, the system prompts
an "incorrect parameter format" error Which of the following is NOT the reason of this error?

Options:

O A.
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The certificate contains strings like "-—"

O B.

The name of the certificate contains invalid letters
O C.

The certificate contains nonstandard content

O D.

The name of the certificate is too long to be accepted

Answer

C

Questions # 3:

In which of the following scenarios is Alibaba Cloud Security Center applicable? (Number of
correct answers 3)

Options:

O A.

Setting up web server to provide web service to public
O B.

Penetration testing

O C.

Creating an ECS with generic software

O D.

Batch server security O&M

O E.

Network security protection for ad campaigns or other activities
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Answer

B,D, E

Questions # 4:

Which of the following features are available in Alibaba Cloud Anti-DDoS Premium product?
(Number of correct answers: 3)

Options:

O A.

SQL injection Attack blocking

O B.

Web application layer DDoS protection
O C.

Transport layer DDoS protection

O D.

Malformed packets filtering

Answer

B,C, D

Questions # 5:

You applied for an SSL certificate through Alibaba Cloud's SSL Certificates Service During the
application, you selected "Manual" at the "CSR "" step. You now want to install your certificate
on a server running Apache What must you do?

Options:

O A.

You must revoke your certificate and re-apply, this time choosing "Automatic" at the "CSR
Generation" step. Otherwise, the SSL certificate cannot be downloaded
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O B.

You can download a crt file of type "Other" from the SSL Certificates Service console, then use
openssl to convert this file to pfx format for use with Apache

o C.

SSL Certificates Service doesn't support the type of certificates needed by Apache. They
cannot be used together

O D.

You can use the "generate pfx file" function built into the SSL Certificates Service to manually
generate and download the pfx file needed by Apache

Answer

Questions # 6:

Products like ECS and Server Load Balancer it will be automatically protected by Anti-DDoS
Basic service

Options:

O A.

True

O B.

False

Answer

Questions # 7:

baba Cloud security service provides in-depth defense Which of the following services is
dedicated for host security?
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Options:

O A.

Anti-DDoS pro Service
O B.

WAF

O C.

Security Center

O D.

Data Risk Control

Answer

A

Questions # 8:

Alibaba Cloud Anti-DDoS Premium Service can be used to protect against DDoS attacks larger
than 100 Gbps. It can be used to protect both Alibaba Cloud hosts and non-Alibaba Cloud
hosts

Options:
O A.
True
O B.

False

Answer

A

Questions # 9:
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After you activate the button Data Risk Control feature in Alibaba Cloud WAF. Which of the
following risk control verification modes m displayed if you directly request for a risk control
protection URL?

Options:

O A.

Slider verification

O B.

QR code verification

O C.

Image verification

O D.

Digit verification

Answer

A

Questions # 10:

The ScheduleKeyDeletion function lets you schedule a time to delete Key Management Service
(KMS) keys. How far in the future can a key deletion event be scheduled?

Options:
O A.

7 days

O B.

30 days
O C.

15 days
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O D.

60 days

Answer

C

Questions # 11:

Cross Site Script (XSS) attacks refer to a kind of attack by tampering the webpage using HTML
injection to insert malicious scripts so as to control the user's browser when the user browses
the webpage XSS vulnerabilities may be used for user identity stealing (particularly the
administrator identity), behavior hijacking, Trojan insertion and worm spreading, and also
phishing

Options:

O A.

True

O B.

False

Answer

A

Questions # 12:

When using Alibaba Cloud Anti-DDoS Service/WAF in China Mainland, you must finish ICP Filing
beforehand.

Options:
O A.

True
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O B.

False

Answer

A

Questions # 13:

User A is the system administrator of a company, who often takes business trips to Shanghai
Each time when he remotely logs on to the Shanghai an alert is reported, prompting
"Someone is remotely logging on to the server Please pay attention to your server security"
Which of the following methods can be used to quickly and automatically resolve this issue?
Options:

O A.

Open a ticket immediately to consult Alibaba Cloud engineers

O B.

Log on to the Alibaba Cloud Security Center, and add a frequent logon location to the
configuration item of Security Center.

O C.
Ask the company leaders for help
O D.

Call a friend, who is a famous hacker in the industry, for help.

Answer

Questions # 14:

Alibaba Cloud WAF cannot protect against large traffic DDoS attacks which can be solved by
Alibaba Cloud Ant-DDoS Service.
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Options:
O A.
True
O B.

False

Answer
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