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Questions # 1:

Which two outcomes are predictable behaviors for HSRP? (Choose two)

Options:
O A.

The two routers share a virtual IP address that is used as the default gateway for devices on
the LAN.

O B.
The two routers negotiate one router as the active router and the other as the standby router
O C.

Each router has a different IP address both routers act as the default gateway on the LAN, and
traffic is load balanced between them.

D The two routers synchronize configurations to provide consistent packet forwarding
O D.

The two routed share the same IP address, and default gateway traffic is load-balanced
between them

Answer

A B

Questions # 2:

which IPv6 address block forwards packets to a multicast address rather than a unicast
address?

Options:
O A.
2000::/3

O B.
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FCO00::/7
O C.
FE80::/10
O D.

FFOO0::/12

Answer

Questions # 3:

Which protocol prompts the Wireless LAN Controller to generate its own local web
administration SSL certificate for GUI access?

Options:

O A.

HTTPS

O B.

RADIUS

O C.

TACACS+

O D.

HTTP

Answer

A
Explanation

You can protect communication with the GUI by enabling HTTPS. HTTPS protects HTTP
browser sessions by using the Secure Sockets Layer (SSL) protocol. When you enable
HTTPS, the controller generates its own local web administration SSL certificate and
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automatically applies it to the GUI. You also have the option of downloading an externally
generated certificate.

[Reference:
https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-0/configuration-guide/b_cg80/
b cg80 chapter 011.html, , ]

Questions # 4:

Which type of traffic is sent with pure iPsec?

Options:
O A.

broadcast packets from a switch that is attempting to locate a MAC address at one of several
remote sites

O B.

multicast traffic from a server at one site to hosts at another location
O C.

spanning-tree updates between switches that are at two different sites
O D.

unicast messages from a host at a remote site to a server at headquarters

Answer

D
Explanation

“The original poster makes a correct observation that EIGRP does not work in a pure IPSEC
environment. IPSEC was designed to process unicast traffic.

Questions # 5:

What is a characteristic of private IPv4 addressing?
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Options:
O A.

Reduces the forwarding table on network routers
O B.

Used on the external interface of a firewall

O C.

Used by ISPs when only one IP is needed to connect to the internet

O D.

Address space which is isolated from the internet

Answer

D
Questions # 6:

Drag and drop the IPv6 address from the left onto the type on the right.

>

Options:

Answer

Answer: >

Questions # 7:

All physical cabling is in place. Router R4 and PCI are fully configured and
inaccessible. R4's WAN interfaces use .4 in the last octet for each subnet.

Configurations should ensure that connectivity is established end-to-end.

1 . Configure static routing to ensure Rl prefers the path through R2 to
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reach only PCl on R4's LAN

2. Configure static routing that ensures traffic sourced from RI will take

an alternate path through R3 to PCl in the event of an outage along

the primary path

3. Configure default routes on Rl and R3 to the Internet using the least number of hops
Guidelines

This is a lab item in which tasks will be performed on virtual devices.

» Refer to the Tasks tab to view the tasks for this lab item.

» Refer to the Topology tab to access the device console(s) and perform the tasks.

* Console access is available for all required devices by clicking the device icon or using
the tab(s) above the console window.

* All necessary preconfigurations have been applied.

* Do not change the enable password or hostname for any device.

* Save your configurations to NVRAM before moving to the next item.

* Click Next at the bottom of the screen to submit this lab and move to the next question.
* When Next is clicked, the lab closes and cannot be reopened.

>

Options:

Answer
Answer:

See the solution below in Explanation.

Explanation

To configure static routing on R1 to ensure that it prefers the path through R2 to
reach only PC1 on R4’s LAN, you need to create a static route for the host
10.0.0.100/8 with a next-hop address of 20.0.0.2, which is the IP address of R2’s
interface connected to R1. You also need to assign a lower administrative distance
(AD) to this route than the default AD of 1 for static routes, so that it has a higher
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preference over other possible routes. For example, you can use an AD of 10 for this
route. To create this static route, you need to enter the following commands on R1’s
console:

R1#configure terminal R1(config)#ip route 10.0.0.100 255.0.0.0 20.0.0.2 10
R1(config)#end

To configure static routing on R1 that ensures that traffic sourced from R1 will take
an alternate path through R3 to PC1 in the event of an outage along the primary
path, you need to create another static route for the host 10.0.0.100/8 with a next-
hop address of 40.0.0.2, which is the IP address of R3’s interface connected to R1.
You also need to assign a higher AD to this route than the AD of the primary route,
so that it has a lower preference and acts as a backup route. For example, you can
use an AD of 20 for this route. This type of static route is also known as a floating
static route. To create this static route, you need to enter the following commands
on R1’s console:

R1#configure terminal R1(config)#ip route 10.0.0.100 255.0.0.0 40.0.0.2 20
R1(config)#end

To configure default routes on R1 and R3 to the Internet using the least number of
hops, you need to create a static route for the network 0.0.0.0/0 with a next-hop
address of the ISP’s interface connected to each router respectively. A default route
is a special type of static route that matches any destination address and is used
when no other specific route is available. The ISP’s interface connected to R1 has an
IP address of 10.0.0.4, and the ISP’s interface connected to R3 has an IP address of
50.0.0.4. To create these default routes, you need to enter the following commands
on each router’s console:

On R1: R1#configure terminal R1(config)#ip route 0.0.0.0 0.0.0.0 10.0.0.4 R1(config)#end

On R3: R3#configure terminal R3(config)#ip route 0.0.0.0 0.0.0.0 50.0.0.4 R3(config)#end

Questions # 8:

>

Refer to the exhibit. Which next hop is used to route packets to the application server at
152.168.32.857
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Options:
O A.
10.10.1.2
O B.
10.10.2.2
O C.
10.10.3.2
O D.

10.10.4.2

Answer

B

Questions # 9:

>

Refer to the exhibit. A packet sourced from 10.10.10.1 is destined for 172.16.3.254. What is
the subnet mask of the destination route?

Options:

O A.

0.0.0.0

O B.

255.255.254.0

O C.

255.255.255.0

O D.

255.255.255.255
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Answer

A

Questions # 10:

>

Refer to the exhibit. After a recent internal security audit, the network administrator decided
to block all P2P-capable devices from the selected SSID. Which configuration setting must the
administrator apply?

Options:

O A.

Set the P2P Block Action to Drop.

O B.

Select a correctly configured Layer 2 ACL.

O C.

Set the Wi-Fi Direct Client Policy to Not-Allow.

O D.

Set the MFP Client Protection to Required.

Answer

A

Questions # 11:

What is a characteristic of a Layer 2 switch?

Options:

O A.

Maintains stateful transaction information
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O B.
Responsible for sending data in a particular sequence
O C.
Makes forwarding decisions based on MAC addresses
O D.

Filters based on a transport layer protocol

Answer

C

Questions # 12:

>

Refer to the exhibit. Inter-VLAN routing is configured on SW1. Client A is running Linux as an
OS in VLAN 10 with a default gateway IP 10.0.0.1 but cannot ping client B in VLAN 20 running
Windows. What action must be taken to verify that client A has the correct IP settings?
Options:

O A.

Run the ipconfig command on client A and ensure that the IP address is within the host range
of 10.0.0.1 - 10.0.255.254.

O B.

Run the ifconfig command on client A to confirm that its IP and subnet mask fall within
255.254.0.0.

O C.

Run the ipconfig command on client A to confirm that the correct 10.0.0.1 default gateway is
used.

O D.

Run the ifconfig command on client A to confirm that the subnet mask is set to 255.255.128.0.
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Answer

B

Questions # 13:

An engineer must update the configuration on two PCs in two different subnets to
communicate locally with each other. One PC is configured with IP address 192.168.25.128/25
and the other with 192.168.25.100/25. Which network mask must the engineer configure on
both PCs to enable the communication?

Options:

O A.
255.255.255.224
O B.
255.255.255.248
O C.
255.255.255.0

O D.

255.255.255.252

Answer

C

Questions # 14:

What is a characteristic of a Layer 2 switch?

Options:
O A.

Uses routers to create collision domains
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O B.

Responsible for sending data in a particular sequence
O C.

Avoids MAC address storage for faster transmission

O D.

Uses the data link layer for communications

Answer

D

Questions # 15:

Which AP mode wirelessly connects two separate network segments each set up within a
different campus building?

Options:
O A.
mesh

O B.
local

O C.
bridge

O D.

point-to-point

Answer

Questions # 16:
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What is the purpose of the service-set identifier?

Options:

O A.

It identifies the wired network to which a network device is connected.
O B.

It identifies a wireless network for a mobile device to connect.

O C.

It identifies the wireless network to which an application must connect.
O D.

It identifies the wired network to which a user device is connected.

Answer

B

Questions # 17:

>

Refer to the exhibit. A secondary route is required on router R1 to pass traffic to the LAN
network on R2 if the primary link fails. Which command must be entered to configure the
router?

Options:

O A.

ip route 10.0.2.0 255.255.255.240 10.0.0.7 92

O B.

ip route 10.0.2.0 255.255.255.248 10.0.0.6 91

O C.

ip route 10.0.2.0 256.255.255.240 10.0.0.6 91
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O D.

ip route 10.0.2.0 255.255.255.248 null0 93

Answer

Questions # 18:

Which key function is provided by the data plane?

Options:

O A.

Making routing decisions

O B.

Originating packets

O C.

Forwarding traffic to the next hop
O D.

Exchanging routing table data

Answer

Questions # 109:

What is a characteristic of encryption in wireless networks?

Options:

O A.
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uses a unidirectional handshake for authentication
O B.

Intercepts data threats before they attack a network
O C.

uses integrity checks to identify forgery attacks

O D.

prevents intercepted data from being easily read

Answer

D

Questions # 20:

Which statement describes virtual machines?

Options:

O A.

They include a guest OS and the service.

O B.

They enable the network to become agile and hardware-centric.
O C.

They use a supervisor to provide management for services.

O D.

They facilitate local management of infrastructure devices.

Answer
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Questions # 21:

Why would a network administrator choose to implement RFC 1918 address space?

Options:

O A.

to route traffic on the internet

O B.

to provide flexibility in the IP network design

O C.

to provide overlapping address space with another network
O D.

to limit the number of hosts on the network

Answer

B

Questions # 22:

>

Refer to the exhibit. Which two commands, when configured on router R1. fulfill these
requirements? (Choose two.) ' Packets toward the entire network 2001:db8:23: :/64 must be
forwarded through router R2. ' Packets toward host 2001: db8:23::14 preferably must be
forwarded through R3.

Options:

O A.

ipv6 route 2001:db8:23: :/128 fd00:12::2

O B.

Ipv6 route 2001:db8:23::14/128 fd00:13::3

Page 16 of 42



O C.

ipv6 route 2001:db8:23::14/64 fd00:12::2 200
O D.

ipv6 route 2001:db8:23: 14/64 fd00:12::2

O E.

ipv6 route 2001:db8:23: :/64 fd00:12::2

Answer

B, E

Questions # 23:

Configure IPv4 and IPv6 connectivity between two routers. For IPv4, use a /28 network from
the 192.168.1.0/24 private range. For IPv6, use the first /64 subnet from the
2001:0db8:aaaa::/48 subnet.

1. Using Ethernet0/1 on routers R1 and R2, configure the next usable/28 from the
192.168.1.0/24 range. The network 192.168.1.0/28 is unavailable.

2. For the IPv4 /28 subnet, router R1 must be configured with the first usable host address.
3. For the IPv4 /28 subnet, router R2 must be configured with the last usable host address.

4. For the IPv6 /64 subnet, configure the routers with the IP addressing provided from the
topology.

5. A ping must work between the routers on the IPv4 and IPv6 address ranges.

> >

Options:

Answer
Answer:

See the Explanation below.
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Explanation

Answer as below configuration:
on R1

config terminal

ipv6 unicast-routing

inter ethO/1

ip addre 192.168.1.1 255.255.255.240
ipv6 addre 2001:db8:aaaa::1/64
not shut

end

copy running start

on R2

config terminal

ipv6 unicast-routing

inter eth0/1

ip address 192.168.1.14 255.255.255.240
ipv6 address 2001:db8:aaaa::2/64
not shut

end

copy running start

for test from R1

ping ipv6 2001:db8:aaaa::1

for test from R2

ping ipv6 2001:db8:aaaa::2
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Questions # 24:

Which role do predictive Al models play in network load balancing?

Options:

O A.

They anticipate future traffic spikes.

O B.

They assign IP addresses to devices.

O C.

They select correct cabling types for deployment.
O D.

They solely monitor historical traffic volumes.

Answer

Questions # 25:

>
Refer to the exhibit.

How does router R1 forward packets destined to 10.0.4.107?

Options:
O A.

via 10.0.4.2
O B.

via 10.0.0.2

O C.
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via FastEthernet0/1
O D.

via FastEthernetl/1

Answer

B

Questions # 26:

What is a similarity between global and unique local IPv6 addresses?

Options:

O A.

They are allocated by the same organization.
O B.

They are routable on the global internet.

O C.

They use the same process for subnetting.

O D.

They are part of the multicast IPv6 group type.

Answer

C

Questions # 27:

>

All physical cabling between the two switches is installed. Configure the network connectivity
between the switches using the designated VLANs and interfaces.
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1. Configure VLAN 100 named Compute and VLAN 200 named Telephony where required for
each task.

2. Configure Ethernet0/1 on SW2 to use the existing VLAN named Available.
3. Configure the connection between the switches using access ports.
4. Configure Ethernet0/1 on SW1 using data and voice VLANSs.

5. Configure Ethemet0/1 on SW2 so that the Cisco proprietary neighbor discovery protocol is
turned off for the designated interface only.

>

Options:

Answer
Answer:

See the Explanation below.

Explanation

Answer as below configuration:
on swl

enable

conf t

vlan 100

name Compute

vlan 200

name Telephony

int e0/1

switchport voice vlian 200
switchport access vlan 100
int e0/0

switchport mode access
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do wr

on sw2

Vian 99

Name Available

Int e0/1

Switchport access vlan 99

do wr

Questions # 28:

How does a network administrator securely manage an AP in lightweight mode?

Options:

O A.

using the CLI via an out-of-band connection

O B.

using the WLC GUI via HTTPS

O C.

using the AP GUI via an in-band SSH connection
O D.

using the CLI via a virtual interface with SSH

Answer

Questions # 209:

What differentiates the TCP and UDP protocols?
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Options:
O A.

TCP tracks segments being transmitted or received by assigning segment numbers, and UDP
adjusts data flow according to network conditions.

O B.

TCP establishes a connection with the device on the other end before transferring, and UDP
transfers without establishing a connection.

O C.

TCP sends data at a constant rate with error checking on upper protocol layers, and UDP
provides error-checking and sequencing.

O D.

TCP immediately transmits data without waiting for a handshake, and UDP awaits a response
from the receiver before sending additional data.

Answer

B

Questions # 30:

Which interface condition is occurring in this output?

>

Options:

O A.

duplex mismatch
O B.

queueing

O C.

bad NIC

O D.
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broadcast storm

Answer

A

Questions # 31:

What is a function of a northbound APl in an SDN environment?

Options:

O A.

It supports distributed processing for configuration.
O B.

It relies on global provisioning and configuration.

O C.

It upgrades software and restores files.

O D.

It provides orchestration and network automation services.

Answer

D

Questions # 32:

What is represented by the word "LB13" within this JSON schema?

>

Options:

O A.
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value
O B.
object
O C.
array
O D.

key

Answer

A

Questions # 33:

Where are the real-time control functions processed in a split MAC architecture?

Options:

O A.

Centralized cloud management platform
O B.

Central WLC

O C.

Individual AP

O D.

Client device

Answer
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Questions # 34:

>

Refer to the exhibit. During initial configuration testing, the Windows workstation PC1 cannot
connect with the 172.16.2.0/24 network.

Which set of actions corrects the configuration?

Options:

O A.

Change the IP address to 172.16.1.6 and change the subnet mask to 255.255.255.248.
O B.

Change the IP address to 172.16.1.6 and change the DNS servers to 172.16.1.12 and
172.16.1.13.

O C.
Change the IP address to 172.16.1.9 and change the default gateway to 172.16.1.7.
O D.

Change the IP address to 172.16.1.9 and change the DNS server to 172.16.1.12 only.

Answer

Questions # 35:

Drag and drop the IPv6 address from the left onto the type on the right.

>

Options:

Answer

Answer: >
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l

Questions # 36:

How does automation affect network management processes?

.

Options:

O A.

It interoperates with ISE to define and manage patch and update schedules.
O B.

It performs configuration updates based on user profiles.

O C.

It improves the efficiency of system lifecycle management.

O D.

It provides a reactive support model.

Answer

C
Questions # 37:

Drag and drop the characteristic from the left onto the cable type on the right.

>

Options:

Answer

Answer: >

Questions # 38:
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Which role does Al play in monitoring network data flow?

Options:

O A.

It analyzes patterns for anomaly detection.
O B.

It exclusively predicts device malfunctions.
O C.

It simplifies traffic route mapping.

O D.

It enhances data packet delivery speeds.

Answer

A

Questions # 39:

Which QoS feature drops traffic that exceeds the committed access rate?

Options:

O A.

Shaping

O B.

Policing

o C.

Weighted fair queuing
O D.

FIFO
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Answer

B

Questions # 40:

>

>

IP connectivity between the three routers is configured. OSPF adjacencies must be
established.

1. Configure R1 and R2 Router IDs using the interface IP addresses from the link that is shared
between them.

2. Configure the R2 links with a max value facing R1 and R3. R2 must become the DR. R1 and
R3 links facing R2 must remain with the default OSPF configuration for DR election. Verify the
configuration after clearing the OSPF process.

3. Using a host wildcard mask, configure all three routers to advertise their respective
Loopbackl networks.

4. Configure the link between R1 and R3 to disable their ability to add other OSPF routers.

Options:

Answer
Answer:

See the Explanation below.

Explanation

Answer as below configuration:
on R1

conf terminal

interface LoopbackO

ip address 10.10.1.1 255.255.255.255
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interface Loopbackl

ip address 192.168.1.1 255.255.255.0
|

interface Ethernet0/0

no shut

ip address 10.10.12.1 255.255.255.0
ip ospf 1 area O

duplex auto

|

interface Ethernet0/1

no shut

ip address 10.10.13.1 255.255.255.0
ip ospf 1 area O

duplex auto

|

router ospf 1

router-id 10.10.12.1

network 10.10.1.1 0.0.0.0 area O
network 192.168.1.0 0.0.0.255 area 0
|

copy run star

On R2
conf terminal
interface LoopbackO

ip address 10.10.2.2 255.255.255.255
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interface Loopbackl

ip address 192.168.2.2 255.255.255.0
|

interface Ethernet0/0

no shut

ip address 10.10.12.2 255.255.255.0
ip ospf priority 255

ip ospf 1 area O

duplex auto

|

interface Ethernet0/2

no shut

ip address 10.10.23.2 255.255.255.0
ip ospf priority 255

ip ospf 1 area 0

duplex auto

|

router ospf 1

network 10.10.2.2 0.0.0.0 area 0
network 192.168.2.0 0.0.0.255 area O
|

copy runs start

On R3

conf ter

interface LoopbackO
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ip address 10.10.3.3 255.255.255.255
|

interface Loopbackl

ip address 192.168.3.3 255.255.255.0
|

interface Ethernet0/1

no shut

ip address 10.10.13.3 255.255.255.0
ip ospf 1 area O

duplex auto

|

interface Ethernet0/2

no shut

ip address 10.10.23.3 255.255.255.0
ip ospf 1 area O

duplex auto

|

router ospf 1

network 10.10.3.3 0.0.0.0 area 0
network 192.168.3.0 0.0.0.255 area 0
|

copy run start

Questions # 41:

Which feature, when used on a WLC, allows it to bundle its distribution system ports into one
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802.3ad group?

Options:
O A.
QinQ

O B.

ISL

O C.
PAgP

O D.

LAG

Answer

Questions # 42:

Which interface is used to send traffic to the destination network?
0 10.18.75.113/27 [110/6906] via GO/6

0 10.18.75.113/27 [110/23018] via GO/3

R 10.18.75.113/27 [120/16] via GO/16

R 10.18.75.113/27 [120/14] via GO/23

Options:
O A.
G0/23

O B.
G0/3

O C.
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GO/16
O D.

GO/6

Answer

D

Questions # 43:

What is the main purpose of SSH management access?

Options:

O A.

To support DES 56-bit and 3DES (168-bit) ciphers

O B.

To enable secured access to the inbound management interface

O C.

To validate management access with username and domain name only
O D.

To allow passwords protected with HTTPS encryption to be sent

Answer

B

Questions # 44:

Which default condition must be considered when an encrypted mobility tunnel is used
between two Cisco WLCs?
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Options:

O A.

TCP port 443 and UDP 21 are used.

O B.

Control and data traffic encryption are enabled.

O C.

The tunnel uses the IPsec protocol for encapsulation.
O D.

The tunnel uses the EolP protocol to transmit data traffic.

Answer

A

Questions # 45:

What is the default interface for in-band wireless network management on a WLC?

Options:

O A.
Redundant port
O B.
Out-of-band

O C.

Service port

O D.

Wireless management
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Answer

D

Questions # 46:

>

Refer to the exhibit. The route for 10.220.100.96/27 has been very unstable. The same route
has four backups to routers A, B, C, and D via the respective methods. The routing protocol
defaults for router Y have not been changed. When the current route for 10.220.100.96/27
becomes unavailable, which router will router Y use to route traffic to 10.220.100.96/277?
Options:

O A.

router D

O B.

router B

O C.

router C

O D.

router A

Answer

D

Questions # 47:

>

Refer to the exhibit. An administrator must connect SW_1 and the printer to the network.
SW_2 requires DTP to be used for the connection to SW_1. The printer is configured as an
access port with VLAN 5. Which set of commands completes the connectivity?

Page 36 of 42



Options:

O A.

switchport mode dynamic auto
switchport private-vlan association host 5
O B.

switchport mode dynamic auto
switchport trunk encapsulation negotiate
O C.

switchport mode dynamic desirable
switchport trunk allowed vlan add 5

O D.

switchport mode trunk

switchport trunk pruning vlan add 5

Answer

Questions # 48:

How does MAC learning function?

Options:

O A.

Sends frames with unknown destinations to a multicast group.
O B.

Increases security on the management VLAN.

O C.

Rewrites the source and destination MAC address.
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O D.

Associates the MAC address with the port on which it is received.

Answer

D

Questions # 49:

Which statement describes virtualization on containers?

Options:
O A.

It is a type of operating system virtualization that allows the host operating system to control
the different CPU memory processes.

O B.

It emulates a physical computer and enables multiple machines to run with many operating
systems on a physical machine.

o C.

It separates virtual machines from each other and allocates memory, processors, and storage
to compute.

O D.

It contains a guest operating system and virtual partition of hardware for OS and requires
application libraries.

Answer

Questions # 50:

Which interface is used to send traffic to the destination network?
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10.249.210.56/25 [90/6144] via GO/15
10.249.210.56/25 [90/45053] via GO/13
10.249.210.56/25 [110/3693] via GO/16

10.249.210.56/25 [110/360] via G0/12

Options:
O A.
GO/16

O B.
GO/15

O C.
GO0/13

O D.

G0/12

Answer

Questions # 51:

>
>
>

IP connectivity and OSPF are preconfigured on all devices where necessary. Do not make any
changes to the IP addressing or OSPF. The company policy uses connected interfaces and next
hops when configuring static routes except for load balancing or redundancy without floating
static. Connectivity must be established between subnet 172.20.20.128/25 on the Internet and
the LAN at 192.168.0.0/24 connected to SW1:

1. Configure reachability to the switch SW1 LAN subnet in router R2.

2. Configure default reachability to the Internet subnet in router R1.

Page 39 of 42



3. Configure a single static route in router R2 to reach to the Internet subnet considering both
redundant links between routers R1 and R2. A default route is NOT allowed in router R2.

4. Configure a static route in router R1 toward the switch SW1 LAN subnet where the primary
link must be through Ethernet0/1. and the backup link must be through Ethernet0/2 using a
floating route. Use the minimal administrative distance value when required.

Options:

Answer
Answer:

See the Explanation below.

Explanation

Answer as below configuration:

On R2:

Enable

Conf t

Ip route 192.168.1.0 255.255.255.0 10.10.31.1
On R1:

Enable

Conft

Ip route 0.0.0.0 0.0.0.0 10.10.13.3

On R2

Ip route 172.20.20.128 255.255.255.128 e0/2
Ip route 172.20.20.128 255.255.255.128 e0/1
On R1

Ip route 192.168.0.0 255.255.255.0 e0/1

Ip route 192.168.0.0 255.255.255.0 10.10.12.2 3

Save all configurations after every router from anyone of these command

Do wr
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Or

Copy run start
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