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Questions # 1:

An alert references attacks associated with a zero-day exploit. An analyst places a bastion
host in the network to reduce the risk. Which type of control is being implemented?

Options:

 A.

Compensating

 B.

Detective

 C.

Operational

 D.

Physical

Answer

A
Explanation

A bastion host is a hardened system placed at a network boundary to absorb attacks and
limit exposure. When deployed to mitigate risks from zero-day vulnerabilities, it acts as a
compensating control. CompTIA Security+ SY0-701 defines compensating controls as
alternative safeguards used when primary controls are insufficient or unavailable—such as
when no patch exists for a zero-day.

Detective controls (B) identify issues but do not reduce exposure. Operational controls (C)
refer to procedural or human-driven processes. Physical controls (D) secure physical
environments (e.g., locks, cameras).

Because a bastion host compensates for the lack of a patch, the correct answer is A:
Compensating.

Questions # 2:
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An organization maintains intellectual property that it wants to protect. Which of the following
concepts would be most beneficial to add to the company ' s security awareness training
program?

Options:

 A.

Insider threat detection

 B.

Simulated threats

 C.

Phishing awareness

 D.

Business continuity planning

Answer

A

Questions # 3:

An organization has a new regulatory requirement to implement corrective controls on a
financial system. Which of the following is the most likely reason for the new requirement?

Options:

 A.

To defend against insider threats altering banking details

 B.

To ensure that errors are not passed to other systems

 C.

To allow for business insurance to be purchased

 D.
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To prevent unauthorized changes to financial data

Answer

D
Explanation

Detailed Explanation:

Corrective controls, such as auditing and versioning, help prevent unauthorized changes
to financial data, ensuring data integrity and compliance with regulations. Reference:
CompTIA Security+ SY0-701 Study Guide, Domain 5: Security Program Management,
Section: " Controls for Financial Systems " ​​.

Questions # 4:

While investigating a recent security breach an analyst finds that an attacker gained access by
SOL infection through a company website. Which of the following should the analyst
recommend to the website developers to prevent this from reoccurring?

Options:

 A.

Secure cookies

 B.

Input sanitization

 C.

Code signing

 D.

Blocklist

Answer

B
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Explanation

Input sanitization is a critical security measure to prevent SQL injection attacks, which
occur when an attacker exploits vulnerabilities in a website ' s input fields to execute
malicious SQL code. By properly sanitizing and validating all user inputs, developers can
prevent malicious code from being executed, thereby securing the website against such
attacks.

References = CompTIA Security+ SY0-701 study materials, particularly in the domain of
web application security and common vulnerability mitigation strategies​​.

Questions # 5:

Which of the following techniques would attract the attention of a malicious attacker in an
insider threat scenario?

Options:

 A.

Creating a false text file in /docs/salaries

 B.

Setting weak passwords in /etc/shadow

 C.

Scheduling vulnerable jobs in /etc/crontab

 D.

Adding a fake account to /etc/passwd

Answer

A
Explanation

Placing a false (decoy) text file in a sensitive location (such as /docs/salaries) is an
example of a honeytoken or deception technique. This technique is used to attract insider
attackers and monitor their actions when they attempt to access the file.

[Reference:, CompTIA Security+ SY0-701 Official Study Guide, Domain 1.1: "Honeytokens
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are decoy files or records placed in locations of interest to attract and detect insider
threats.", Exam Objectives 1.1: “Explain the importance of security concepts in an
enterprise environment.”, , , , , , , , ]

Questions # 6:

A new employee accessed an unauthorized website. An investigation found that the employee
violated the company ' s rules. Which of the following did the employee violate?

Options:

 A.

MOU

 B.

AUP

 C.

NDA

 D.

MOA

Answer

B
Explanation

An Acceptable Use Policy (AUP) defines what users are permitted and prohibited from
doing on an organization ' s systems, including website access. Accessing unauthorized
sites is a common violation of the AUP.

[Reference:, CompTIA Security+ SY0-701 Official Study Guide, Domain 5.1: "AUPs outline
what is and is not acceptable use of organizational resources.", Exam Objectives 5.1:
“Explain the importance of organizational security policies, standards, and frameworks.”, ,
, , , , , , ]

Questions # 7:
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Which of the following would be the best way to test resiliency in the event of a primary power
failure?

Options:

 A.

Parallel processing

 B.

Tabletop exercise

 C.

Simulation testing

 D.

Production failover

Answer

D

Questions # 8:

The management team reports employees are missing features on company-provided tablets,
causing productivity issues. The team directs IT to resolve the issue within 48 hours. Which of
the following is the best solution?

Options:

 A.

EDR

 B.

COPE

 C.

MDM

 D.
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FDE

Answer

C
Explanation

The best solution is Mobile Device Management (MDM), which allows IT administrators to
centrally configure, update, and push applications or settings to company-owned devices.
When employees report missing features or misconfigurations, MDM platforms enable
rapid remote remediation, policy enforcement, patch distribution, and application
deployment—all of which can be completed within the 48-hour requirement.

Security+ SY0-701 emphasizes MDM as the primary tool for ensuring consistent
configuration baselines, enforcing security restrictions, deploying apps, and preventing
unauthorized changes on mobile devices.

EDR (A) provides threat detection, not configuration restoration.

COPE (B) is a device ownership model (Corporate Owned, Personally Enabled); it does not
solve configuration issues.

FDE (D) encrypts storage, unrelated to missing features.

Therefore, C: MDM is the correct answer.

Questions # 9:

The Chief Information Security Officer wants to discuss options for a disaster recovery site that
allows the business to resume operations as quickly as possible. Which of the following
solutions meets this requirement?

Options:

 A.

Hot site

 B.

Cold site

 C.

Geographic dispersion



Page 9 of 13

 D.

Warm site

Answer

A

Questions # 10:

During a security incident, the security operations team identified sustained network traffic
from a malicious IP address:

10.1.4.9. A security analyst is creating an inbound firewall rule to block the IP address from
accessing the organization’s network. Which of the following fulfills this request?

Options:

 A.

access-list inbound deny ig source 0.0.0.0/0 destination 10.1.4.9/32

 B.

access-list inbound deny ig source 10.1.4.9/32 destination 0.0.0.0/0

 C.

access-list inbound permit ig source 10.1.4.9/32 destination 0.0.0.0/0

 D.

access-list inbound permit ig source 0.0.0.0/0 destination 10.1.4.9/32

Answer

B
Explanation

 A firewall rule is a set of criteria that determines whether to allow or deny a packet to
pass through the firewall. A firewall rule consists of several elements, such as the action,
the protocol, the source address, the destination address, and the port number. The
syntax of a firewall rule may vary depending on the type and vendor of the firewall, but
the basic logic is the same. In this question, the security analyst is creating an inbound
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firewall rule to block the IP address 10.1.4.9 from accessing the organization’s network.
This means that the action should be deny, the protocol should be any (or ig for IP), the
source address should be 10.1.4.9/32 (which means a single IP address), the destination
address should be 0.0.0.0/0 (which means any IP address), and the port number should be
any. Therefore, the correct firewall rule is:

access-list inbound deny ig source 10.1.4.9/32 destination 0.0.0.0/0

This rule will match any packet that has the source IP address of 10.1.4.9 and drop it. The
other options are incorrect because they either have the wrong action, the wrong source
address, or the wrong destination address. For example, option A has the source and
destination addresses reversed, which means that it will block any packet that has the
destination IP address of 10.1.4.9, which is not the intended goal. Option C has the wrong
action, which is permit, which means that it will allow the packet to pass through the
firewall, which is also not the intended goal. Option D has the same problem as option A,
with the source and destination addresses reversed.

References = Firewall Rules – CompTIA Security+ SY0-401: 1.2, Firewalls – SY0-601
CompTIA Security+ : 3.3, Firewalls – CompTIA Security+ SY0-501, Understanding Firewall
Rules – CompTIA Network+ N10-005: 5.5, Configuring Windows Firewall – CompTIA A+
220-1102 – 1.6.

Questions # 11:

Which of the following is the most common data loss path for an air-gapped network?

Options:

 A.

Bastion host

 B.

Unsecured Bluetooth

 C.

Unpatched OS

 D.

Removable devices
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Answer

D
Explanation

An air-gapped network is a network that is physically isolated from other networks, such
as the internet, to prevent unauthorized access and data leakage. However, an air-gapped
network can still be compromised by removable devices, such as USB drives, CDs, DVDs,
or external hard drives, that are used to transfer data between the air-gapped network
and other networks. Removable devices can carry malware, spyware, or other malicious
code that can infect the air-gapped network or exfiltrate data from it. Therefore,
removable devices are the most common data loss path for an air-gapped
network. References: CompTIA Security+ Study Guide: Exam SY0-701, 9th Edition,
Chapter 9: Network Security, page 449 1

Questions # 12:

A company uses multiple providers to send its marketing, internal, and support emails. Many
of the emails are marked as spam. Which of the following changes should the company make
to ensure legitimate emails are validated?

Options:

 A.

Disable DKIM to avoid signature conflicts.

 B.

Implement DMARC with a " reject " policy to enforce sender validation.

 C.

Replace the domain ' s MX record with the marketing provider ' s services.

 D.

Update the SPF record to include all authorized sending sources.

Answer

D
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Explanation

The best answer is D. Update the SPF record to include all authorized sending sources.

SPF (Sender Policy Framework) is used to identify which mail servers and third-party
services are authorized to send email on behalf of a domain. In this scenario, the company
uses multiple providers for marketing, internal, and support emails. If all of those sending
sources are not properly listed in the domain’s SPF record, receiving mail servers may
treat some valid messages as suspicious or spam.

Updating the SPF record to include all legitimate sending providers helps recipient
systems validate that the email came from an approved source. This directly addresses
the problem of legitimate emails being flagged.

Why the other options are incorrect:

A. Disable DKIM to avoid signature conflicts.This is incorrect because DKIM helps validate
message authenticity by using digital signatures. Disabling it would weaken email
validation rather than improve it.

B. Implement DMARC with a " reject " policy to enforce sender validation.DMARC is
important, but a reject policy can cause legitimate messages to fail if SPF and DKIM are
not configured correctly first. DMARC builds on SPF and DKIM; it does not replace the need
to authorize all sending sources.

C. Replace the domain ' s MX record with the marketing provider ' s services.MX records
control where incoming email is received, not which systems are authorized to send email.
This would not solve the validation issue for outbound messages.

From a Security+ perspective, this question focuses on email security controls and proper
configuration of SPF, DKIM, and DMARC. The most direct fix for multiple legitimate senders
is to ensure the SPF record includes every authorized provider.
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