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Questions # 1:

A growing company would like to enhance the ability of its security operations center to detect
threats but reduce the amount of manual work required tor the security analysts. Which of the
following would best enable the reduction in manual work?

Options:

O A.

SOAR

O B.

SIEM

O C.

MDM

O D.

DLP

Answer

A
Explanation

Security Orchestration, Automation, and Response (SOAR) systems help organizations
automate repetitive security tasks, reduce manual intervention, and improve the
efficiency of security operations. By integrating with various security tools, SOAR can
automatically respond to incidents, helping to enhance threat detection while reducing the
manual workload on security analysts.

References = CompTIA Security+ SY0-701 study materials, particularly in the domain of
security operations and automation technologies.

Questions # 2:

A security analyst is examining a penetration test report and notices that the tester pivoted to
critical internal systems with the same local user ID and password. Which of the following
would help prevent this in the future?
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Options:

O A.

Implement centralized authentication with proper password policies
O B.

Add password complexity rules and increase password history limits
O C.

Connect the systems to an external authentication server

O D.

Limit the ability of user accounts to change passwords

Answer

A
Explanation

Centralized authentication (such as Active Directory or LDAP) combined with proper
password policies helps prevent the reuse of the same local credentials across multiple
systems, reducing the risk of lateral movement during attacks like credential reuse or
pass-the-hash.

[Reference:, CompTIA Security+ SY0-701 Official Study Guide, Domain 3.1: "Centralized
authentication and strong password policies reduce risks associated with local account
reuse.", Exam Objectives 3.1: “Implement secure network architecture concepts.”, , ,, ]

Questions # 3:

Which of the following can a security director use to prioritize vulnerability patching within a
company's IT environment?

Options:
O A.
SOAR

O B.

CVSS
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O C.

SIEM

O D.

CVE

Answer

B
Explanation

The Common Vulnerability Scoring System (CVSS) is a standardized framework for
assessing the severity of security vulnerabilities. It helps organizations prioritize
vulnerability patching by providing a numerical score that reflects the potential impact
and exploitability of a vulnerability. CVSS scores are used to gauge the urgency of
patching vulnerabilities within a company’s IT environment.

References =

CompTIA Security+ SY0-701 Course Content: Domain 05 Security Program Management
and Oversight.

CompTIA Security+ SY0-601 Study Guide: Chapter on Vulnerability Management.

Questions # 4:

An organization is evaluating the cost of licensing a new solution to prevent ransomware.
Which of the following is the most helpful in making this decision?

Options:

O A.

ALE

O B.

SLE

O C.

RTO
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O D.

ARO

Answer

A
Explanation

ALE (Annualized Loss Expectancy) is the risk management metric most helpful when
deciding whether the licensing cost of a ransomware prevention solution is justified. ALE
calculates the expected yearly financial loss from a particular threat. It is computed as:

ALE = SLE x ARO
SLE (Single Loss Expectancy) estimates the monetary impact of one ransomware incident.

ARO (Annualized Rate of Occurrence) estimates how often the incident is expected to
happen each year.

By comparing ALE to the annual licensing cost of the new security solution, the
organization can make a financially informed decision based on cost-benefit analysis. If
ALE exceeds the solution’s cost, the purchase is justified.

RTO (C) relates to recovery time after outages, not cost justification. SLE (B) is only part of
the calculation and insufficient alone. ARO (D) shows frequency but not financial impact.

Security+ SY0-701 highlights ALE as the primary metric for evaluating security
investments.

Thus, ALE is the key factor in determining whether purchasing ransomware protection is
financially beneficial.

Questions # 5:

A company's marketing department collects, modifies, and stores sensitive customer data.
The infrastructure team is responsible for securing the data while in transit and at rest. Which
of the following data roles describes the customer?

Options:
O A.

Processor

Page 5 of 12



O B.
Custodian
O C.
Subject
O D.

Owner

Answer

C
Explanation

According to the CompTIA Security+ SY0-701 Certification Study Guide, data subjects are
the individuals whose personal data is collected, processed, or stored by an organization.
Data subjects have certain rights and expectations regarding how their data is handled,
such as the right to access, correct, delete, or restrict their data. Data subjects are
different from data owners, who are the individuals or entities that have the authority and
responsibility to determine how data is classified, protected, and used. Data subjects are
also different from data processors, who are the individuals or entities that perform
operations on data on behalf of the data owner, such as collecting, modifying, storing, or
transmitting data. Data subjects are also different from data custodians, who are the
individuals or entities that implement the security controls and procedures specified by
the data owner to protect data while in transit and at rest.

ReferencesCompTIA Security+ SY0-701 Certification Study Guide, Chapter 2: Data
Security, page 511

Questions # 6:

Which of the following methods would most likely be used to identify legacy systems?

Options:
O A.
Bug bounty program

O B.

Vulnerability scan
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O C.
Package monitoring
O D.

Dynamic analysis

Answer

B
Explanation

A vulnerability scan is the most likely method to identify legacy systems. These scans
assess an organization's network and systems for known vulnerabilities, including
outdated or unsupportedsoftware (i.e., legacy systems) that may pose a security risk. The
scan results can highlight systems that are no longer receiving updates, helping IT teams
address these risks.

Bug bounty programs are used to incentivize external researchers to find security flaws,
but they are less effective at identifying legacy systems.

Package monitoring tracks installed software packages for updates or issues but is not as
comprehensive for identifying legacy systems.

Dynamic analysis is typically used for testing applications during runtime to find
vulnerabilities, but not for identifying legacy systems.

Questions # 7:

One of a company's vendors sent an analyst a security bulletin that recommends a BIOS
update. Which of the following vulnerability types is being addressed by the patch?

Options:

O A.
Virtualization
O B.
Firmware

O C.
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Application
O D.

Operating system

Answer

B
Explanation

Firmware is a type of software that is embedded in hardware devices, such as BIOS,
routers, printers, or cameras. Firmware controls the basic functions and operations of the
device, and can be updated or patched to fix bugs, improve performance, or enhance
security. Firmware vulnerabilities are flaws or weaknesses in the firmware code that can
be exploited by attackers to gain unauthorized access, modify settings, or cause damage
to the device or the network. A BIOS update is a patch that addresses a firmware
vulnerability in the basic input/output system of a computer, which is responsible for
booting the operating system and managing the communication between the hardware
and the software. The other options are not types of vulnerabilities, but rather categories
of software or technology.

Questions # 8:

After multiple phishing simulations, the Chief Security Officer announces a new program that
incentivizes employees to not click phishing links in the upcoming quarter. Which of the
following security awareness execution techniques does this represent?

Options:

Answer

Answer:
Computer-based training
Answer:

Insider threat awareness
Answer:

SOAR playbook
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Answer:
Gamification
Answer:

DGamification refers to the use of game elements such as points, rewards, competitions,
and incentives to motivate users and enhance engagement in activities such as security
awareness training. Incentivizing employees to avoid clicking phishing links by rewarding
positive behavior is a classic example of gamification.Computer-based training (A) is
traditional online training without game elements. Insider threat awareness (B) focuses on
educating about internal threats. SOAR playbook (C) refers to automated incident
response workflows, unrelated to employee training methods.Gamification is recognized in
the Security Program Management domain as an effective technique to improve user
engagement and security behavior[]7:Chapter 5tCompTIA Security+ Practice Tests[].

Questions # 9:

Which of the following techniques would identify whether data has been modified in transit?

Options:

O A.
Hashing

O B.
Tokenization
O C.
Masking

O D.

Encryption

Answer

A
Explanation

Hashing is used to verify data integrity. By comparing the hash value of the data before
and after transmission, it is possible to determine if the data has been altered in transit. If
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the hash values match, the data has not been modified.

[Reference:, CompTIA Security+ SY0-701 Official Study Guide, Domain 1.3: "Hashing
ensures integrity by making it possible to detect unauthorized changes to data.", Exam
Objectives 1.3: “Explain the importance of cryptographic concepts.”, , , ]

Questions # 10:

Which of the following methods to secure credit card data is best to use when a requirement is
to see only the last four numbers on a credit card?

Options:
O A.
Encryption
O B.
Hashing

O C.
Masking

O D.

Tokenization

Answer

C
Explanation

Masking is a method to secure credit card data that involves replacing some or all of the
digits with symbols, such as asterisks, dashes, or Xs, while leaving some of the original
digits visible. Masking is best to use when a requirement is to see only the last four
numbers on a credit card, as it can prevent unauthorized access to the full card number,
while still allowing identification and verification of the cardholder. Masking does not alter
the original data, unlike encryption, hashing, or tokenization, which use algorithms to
transform the data into different formats.

[References: CompTIA Security+ Study Guide: Exam SY0-701, 9th Edition, Chapter 2:
Compliance and Operational Security, page 721. CompTIA Security+ Certification Kit:
Exam SYO0-701, 7th Edition, Chapter 2: Compliance and Operational Security, page 722., ,,
rr ]
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