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Questions # 1:

An organization is prioritizing efforts to remediate or mitigate risks identified during the latest
assessment. For one of the risks, a full remediation was not possible, but the organization was
able to successfully apply mitigations to reduce the likelihood of the impact. Which of the
following should the organization perform next?

Options:

O A.

Assess the residual risk.

O B.

Update the organization's threat model.

O C.

Move to the next risk in the register.

O D.

Recalculate the magnitude of the impact.

Answer

A
Explanation

After applying mitigations that reduce the likelihood of a risk’s impact, the next step is
toassess the residual risk—the risk that remains after controls are implemented. This
ensures the organization understands if the mitigation is sufficient or if further action is
needed, aligning with risk management best practices.

Option A:Correct—residual risk assessment is the logical next step to evaluate the
effectiveness of mitigations.

Option B:Updating the threat model might follow but isn’t immediate; residual risk comes
first.

Option C:Moving to the next risk skips evaluating the current mitigation’s success.

Option D:Recalculating impact magnitude is part of residual risk assessment but isn’t the
full process.

[Reference:CompTIA SecurityX CAS-005 Domain 1: Risk Management - Risk Mitigation and
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‘ Residual Risk Analysis., , , , ] ’

Questions # 2:

A vulnerability can on a web server identified the following:

* TLE 1.2 cipher suitaa:

Tha asrver accepted the following 4 cipher suites:

Which of the following actions would most likely eliminate on path decryption attacks? (Select
two).

Options:

O A.

Disallowing cipher suites that use ephemeral modes of operation for key agreement
O B.

Removing support for CBC-based key exchange and signing algorithms

O C.

Adding TLS_ ECDHE_ECDSA _WITH_AE3 256 _GCMS_HA256

O D.

Implementing HIPS rules to identify and block BEAST attack attempts

O E.

Restricting cipher suites to only allow TLS RSA WITH AES 128 CBC SHA

O F.

Increasing the key length to 256 for TLS_RSA WITH_AES 128 CBC_SHA

Answer

B, C
Explanation

On-path decryption attacks, such as BEAST (Browser Exploit Against SSL/TLS) and other
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related vulnerabilities, often exploit weaknesses in the implementation of CBC (Cipher
Block Chaining) mode. To mitigate these attacks, the following actions are recommended:

B. Removing support for CBC-based key exchange and signing algorithms: CBC mode is
vulnerable to certain attacks like BEAST. By removing support for CBC-based ciphers, you
can eliminate one of the primary vectors for these attacks. Instead, use modern cipher
modes like GCM (Galois/Counter Mode) which offer better security properties.

C. Adding TLS_ECDHE_ECDSA WITH AES 256 GCM_SHA256: This cipher suite uses Elliptic
Curve Diffie-Hellman Ephemeral (ECDHE) for key exchange, which provides perfect
forward secrecy. It also uses AES in GCM mode, which is not susceptible to the same
attacks as CBC. SHA-256 is a strong hash function that ensures data integrity.

[References:, CompTIA Security+ Study Guide, NIST SP 800-52 Rev. 2, "Guidelines for the
Selection, Configuration, and Use of Transport Layer Security (TLS) Implementations”,
OWASP (Open Web Application Security Project) guidelines on cryptography and secure
communication, , ,,,, ]

Questions # 3:

A security analyst is reviewingsuspicious log-in activity and sees the following data in the
SICM:

Account Application ?;m\:‘n?ahnﬁ Status Risk
oo Customer ) o I T— :
SALEST manager LDAP-US BuCcCess Loy
SALEST Payroll LDAP-US Success Low
ADMIN Email LDAPRP-US Failure High
SALESAT Email LDAP-EL Unknowm Unknown
Customer -
MARKET1 manzger LDAP-LIS Sucress Lo
FIMAMNCET |Fayroll LA Linkomoawwm Linknown

O A.

O B.

O C.

Options:

Which of the following is the most appropriate action for the analyst to take?

Update the log configuration settings on the directory server that Is not being captured

properly.

Have the admin account owner change their password to avoid credential stuffing.

Block employees from logging in to applications that are not part of their business area.
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O D.

implement automation to disable accounts that nave been associated with high-risk activity.

Answer

D
Explanation

The log-in activity indicates a security threat, particularly involving the ADMIN account
with a high-risk failure status. This suggests that the account may be targeted by
malicious activities such as credential stuffing or brute force attacks.

Updating log configuration settings (A) may help in better logging future activities but
does not address the immediate threat.

Changing the admin account password (B) is a good practice but may not fully mitigate
the ongoing threat if the account has already been compromised.

Blocking employees (C) from logging into non-business applications might help in reducing
attack surfaces but doesn't directly address the compromised account issue.

Implementing automation to disable accounts associated with high-risk activities ensures
an immediate response to the detected threat, preventing further unauthorized access
and allowing time for thorough investigation and remediation.

[References:, CompTIA SecurityX guide on incident response and account management.,
Best practices for handling compromised accounts., Automation tools and techniques for
security operations centers (SOCs)., ,,,,, ]

Questions # 4:

During a security assessment using an CDR solution, a security engineer generates the
following report about the assets in me system:

Device [Type Status
s - Enabled
LMOO2 | Linux SE {unmanaged)

WINZ23 [ Windows 7 Enabled
WINZ29|(Windows 10 |Enabled (bypass)

After five days, the EDR console reports an infection on the host OWIN23 by a remote access
Trojan Which of the following is the most probable cause of the infection?

Options:

O A.
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OWI1N23 uses a legacy version of Windows that is not supported by the EDR
O B.

LNOO2 was not supported by the EDR solution and propagates the RAT

O C.

The EDR has an unknown vulnerability that was exploited by the attacker.

O D.

OW1NZ29 spreads the malware through other hosts in the network

Answer

A
Explanation

OWIN23 is running Windows 7, which is a legacy operating system. Many EDR solutions no
longer provide full support for outdated operating systems like Windows 7, which has
reached its end of life and is no longer receiving security updates from Microsoft. This
makes such systems more vulnerable to infections and attacks, including remote access
Trojans (RATS).

A. OWIN23 uses a legacy version of Windows that is not supported by the EDR: This is the
most probable cause because the lack of support means that the EDR solution may not
fully protect or monitor this system, making it an easy target for infections.

B. LNOO2 was not supported by the EDR solution and propagates the RAT: While LN0OO2 is
unmanaged, it is less likely to propagate the RAT to OWIN23 directly without an
established vector.

C. The EDR has an unknown vulnerability that was exploited by the attacker: This is
possible but less likely than the lack of support for an outdated OS.

D. OWIN29 spreads the malware through other hosts in the network: While this could
happen, the status indicates OWIN29 is in a bypass mode, which might limit its
interactions but does not directly explain the infection on OWIN23.

[References:, CompTIA Security+ Study Guide, NIST SP 800-53, "Security and Privacy
Controls forInformation Systems and Organizations", Microsoft's Windows 7 End of Support
documentation, , , , , ]

Questions # 5:
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A developer makes a small change to a resource allocation module on a popular social media
website and causes a memory leak. During a peak utilization period, several web servers
crash, causing the website to go offline. Which of the following testing techniques is the most
efficient way to prevent this from reoccurring?

Options:

O A.

Load

O B.

Smoke

O C.

Regression

O D.

Canary

Answer

C

Explanation
Step-by-Step Explanation:

Regression testing ensures that new changes do not break existing functionality. It would
have identified the memory leak before deployment, preventing downtime.

Questions # 6:

Which of the following best explains the business requirement a healthcare provider fulfills by
encrypting patient data at rest?

Options:
O A.

Securing data transfer between hospitals
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O B.

Providing for non-repudiation data
O C.

Reducing liability from identity theft
O D.

Protecting privacy while supporting portability.

Answer

D
Explanation

Encrypting patient data at rest is a critical requirement for healthcare providers to ensure
compliance with regulations such as the Health Insurance Portability and Accountability
Act (HIPAA). The primary business requirement fulfilled by this practice is the protection of
patient privacy while supporting the portability of medical information. By encrypting data
at rest, healthcare providers safeguard sensitive patient information from unauthorized
access, ensuring that privacy is maintained even if the storage media are compromised.
Additionally, encryption supports the portability of patient records, allowing for secure
transfer and access across different systems and locations while ensuring that privacy
controls are in place.

[References:, CompTIA SecurityX Study Guide: Emphasizes the importance of data
encryption for protecting sensitive information and ensuring compliance with regulatory
requirements., HIPAA Security Rule: Requires healthcare providers to implement
safeguards, including encryption, to protect patient data., "Health Informatics: Practical
Guide for Healthcare and Information TechnologyProfessionals" by Robert E. Hoyt:
Discusses encryption as a key measure for protecting patient data privacy and supporting
data portability., , , , ., , ]

Questions # 7:

An organization that performs real-time financial processing is implementing a new backup
solution. Given the following business requirements:

The backup solution must reduce the risk of potential backup compromise.
The backup solution must be resilient to a ransomware attack.

The time to restore from backups is less important than backup data integrity.
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Multiple copies of production data must be maintained.

Which of the following backup strategies best meets these requirements?

Options:

O A.

Creating a secondary, immutable database and adding live data on a continuous basis

O B.

Utilizing two connected storage arrays and ensuring the arrays constantly sync

O C.

Enabling remote journaling on the databases to ensure real-time transactions are mirrored
O D.

Setting up anti-tampering on the databases to ensure data cannot be changed unintentionally

Answer

A
Explanation

Animmutable databasepreventsmodifications or deletions, ensuring resilience against
ransomware while maintaining multiple copies of data.

[Reference:CompTIA SecurityX (CAS-005) Exam Objectives- Domain 3.0 (Security
Engineering), Section onData Protection & Backup Strategies, ,,,,,, ]

Questions # 8:

Users are experiencing a variety of issueswhen trying to access corporate resources examples
include

* Connectivity issues between local computers and file servers within branch offices
* Inability to download corporate applications on mobile endpoints wtiilc working remotely
* Certificate errors when accessing internal web applications

Which of the following actions are the most relevant when troubleshooting the reported
issues? (Select two).
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Options:

O A.

Review VPN throughput

O B.

Check IPS rules

O C.

Restore static content on lite CDN.
O D.

Enable secure authentication using NAC
O E.

Implement advanced WAF rules.
O F.

Validate MDM asset compliance

Answer

A F
Explanation

The reported issues suggest problems related to network connectivity, remote access, and
certificate management:

A. Review VPN throughput: Connectivity issues and the inability to download applications
while working remotely may be due to VPN bandwidth or performance issues. Reviewing
and optimizing VPN throughput can help resolve these problems by ensuring that remote
users have adequate bandwidth for accessing corporate resources.

F. Validate MDM asset compliance: Mobile Device Management (MDM) systems ensure
that mobile endpoints comply with corporate security policies. Validating MDM compliance
can help address issues related to the inability to download applications and certificate
errors, as non-compliant devices might be blocked from accessing certain resources.

B. Check IPS rules: While important for security, IPS rules are less likely to directly address
the connectivity and certificate issues described.

C. Restore static content on the CDN: This action is related to content delivery but does
not address VPN or certificate-related issues.
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D. Enable secure authentication using NAC: Network Access Control (NAC) enhances
security but does not directly address the specific issues described.

E. Implement advanced WAF rules: Web Application Firewalls protect web applications but
do not address VPN throughput or mobile device compliance.

[References:, CompTIA Security+ Study Guide, NIST SP800-77, "Guide to IPsec VPNs", CIS
Controls, "Control 11: Secure Configuration for Network Devices", , , , , ]

Questions # 9:

A local government that is investigating a data exfiltration claim was asked to review the
fingerprint of the malicious user's actions. An investigator took a forensic image of the VM and
downloaded the image to a secured USB drive to share with the government. Which of the
following should be taken into consideration during the process of releasing the drive to the
government?

Options:

O A.

Encryption in transit
O B.

Legal issues

O C.

Chain of custody

O D.

Order of volatility

O E.

Key exchange

Answer

C
Explanation

Chain of custody ensures that evidence is protected, documented, and accounted for from
the moment it is collected until it is presented in court or a legal proceeding. Properly
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maintaining chain of custody is critical to proving that the evidence has not been
tampered with. Although encryption protects data during transit, and legal issues are
important, without a documented chain of custody, the integrity of the evidence itself
could be challenged and invalidated.

[Reference:CompTIA SecurityX CAS-005, Domain 2.0: Apply forensic procedures for
collecting, securing, and documenting evidence to maintain chain of custody., , ,, , ]

Questions # 10:

A company wants to improve and automate the compliance of its cloud environments to meet
industry standards. Which of the following resources should the company use to best achieve
this goal?

Options:
O A.
Jenkins
O B.
Python

O C.
Ansible
O D.

PowerShell

Answer

C
Explanation

Automating compliance in cloudenvironments requires a tool that can enforce
configurations, manage infrastructure as code, and align with industry standards (e.g.,
NIST, ISO). Let’s evaluate:

A. Jenkins:A CI/CD tool for automating software builds and deployments. It's not designed
for compliance enforcement or infrastructure management.

B. Python:A programming language that can be scripted for automation but lacks built-in
compliance-focused features without significant custom development.
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C. Ansible:An automation tool for configuration management, application deployment, and
compliance enforcement. It uses playbooks to define desired states, making it ideal for
automating compliance checks and remediation in cloud environments (e.g., AWS, Azure).
CAS-005 emphasizes automation tools for security and compliance, and Ansible fits
perfectly.

[Reference:CompTIA SecurityX (CAS-005) objectives, Domain 3: Security Engineering and
Cryptography, focusing on automation for compliance in cloud environments., , ,,,, ]
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