
Page 1 of 18

Free Questions for CAS-005
Shared by Avery on Dec 2, 2025

For More Free Questions and Preparation Resources

Check the Links on Last Page



Page 2 of 18

Questions # 1:

Emails that the marketing department is sending to customers are pomp to the customers'
spam folders. The security team is investigating the issue and discovers that the certificates
used by the email server were reissued, but DNS records had not been updated. Which of the
following should the security team update in order to fix this issue? (Select three.)

Options:

 A.

DMARC

 B.

SPF

 C.

DKIM

 D.

DNSSEC

 E.

SASC

 F.

SAN

 G.

SOA

Answer

A, B, C
Explanation

To prevent emails from being marked as spam, several DNS records related to email
authentication need to be properly configured and updated when there are changes to the
email server'scertificates:

A. DMARC (Domain-based Message Authentication, Reporting & Conformance): DMARC
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records help email servers determine how to handle messages that fail SPF or DKIM
checks, improving email deliverability and reducing the likelihood of emails being marked
as spam.

B. SPF (Sender Policy Framework): SPF records specify which mail servers are authorized
to send email on behalf of your domain. Updating the SPF record ensures that the new
email server is recognized as an authorized sender.

C. DKIM (DomainKeys Identified Mail): DKIM adds a digital signature to email headers,
allowing the receiving server to verify that the email has not been tampered with and is
from an authorized sender. Updating DKIM records ensures that emails are properly
signed and authenticated.

D. DNSSEC (Domain Name System Security Extensions): DNSSEC adds security to DNS by
enabling DNS responses to be verified. While important for DNS security, it does not
directly address the issue of emails being marked as spam.

E. SASC: This is not a relevant standard for this scenario.

F. SAN (Subject Alternative Name): SAN is used in SSL/TLS certificates for securing
multiple domain names, not for email delivery issues.

G. SOA (Start of Authority): SOA records are used for DNS zone administration and do not
directly impact email deliverability.

H. MX (Mail Exchange): MX records specify the mail servers responsible for receiving email
on behalf of a domain. While important, the primary issue here is the authentication of
outgoing emails, which is handled by SPF, DKIM, and DMARC.

[References:, CompTIA Security+ Study Guide, RFC 7208 (SPF), RFC 6376 (DKIM), and RFC
7489 (DMARC), NIST SP 800-45, "Guidelines on Electronic Mail Security", , , , , , ]

Questions # 2:

A security analyst notices a number of SIEM events that show the following activity:

10/30/2020 - 8:01 UTC - 192.168.1.1 - sc stop HinDctend

10/30/2020 - 8:05 UTC - 192.168.1.2 - c:\program files\games\comptidcasp.exe

10/30/2020 - 8:07 UTC - 192.168.1.1 - c:\windows\system32\cmd.exe /c powershell

10/30/2020 - 8:07 UTC - 192.168.1.1 - powershell —> 40.90.23.154:443

Which of the following response actions should the analyst take first?
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Options:

 A.

Disable powershell.exe on all Microsoft Windows endpoints

 B.

Restart Microsoft Windows Defender

 C.

Configure the forward proxy to block 40.90.23.154

 D.

Disable local administrator privileges on the endpoints

Answer

C
Explanation

The first immediate action in an active incident iscontainment.Blocking the IP address
(40.90.23.154)at the network edge prevents further communication with the malicious
external server. Disabling PowerShell or removing local admin privileges are valid
hardening steps, but containment by network control is the highest priority during an
active compromise to stop data exfiltration or further command and control activity.

[Reference:CompTIA SecurityX CAS-005, Domain 2.0: Apply incident response techniques
focusing on immediate containment actions., , , , , ]

Questions # 3:

During a periodic internal audit, a company identifies a few new, critical security controls that
are missing. The company has a mature risk management program in place, and the following
requirements must be met:

The stakeholders should be able to see all the risks.

The risks need to have someone accountable for them.

Which of the following actions should the GRC analyst take next?
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Options:

 A.

Add the risk to the risk register and assign the owner and severity.

 B.

Change the risk appetite and assign an owner to it.

 C.

Mitigate the risk and change the status to accepted.

 D.

Review the risk to decide whether to accept or reject it.

Answer

A
Explanation

A risk register is atool commonly used in risk management to document all identified risks,
their assessment in terms of likelihood and impact, and the actions steps to manage
them. By adding the newly identified risks to the risk register and assigning an owner and
severity, the organization ensures that each risk is visible to stakeholders and has a
designated individual responsible for its management. This aligns with the company's
requirements for transparency and accountability in risk management.​

[Reference:CompTIA SecurityX CAS-005 Official Study Guide, Chapter 6: "Risk
Management," Section 6.4: "Risk Register and Risk Ownership."​, ===========, , , ]

Questions # 4:

A security administrator needs to automate alerting. The server generates structured log files
that need to be parsed to determine whether an alarm has been triggered Given the following
code function:

Which of the following is most likely the log input that the code will parse?

A)
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B)

C)

D)

Options:

 A.

Option A

 B.

Option B

 C.

Option C

 D.

Option D

Answer

A
Explanation

The code function provided in the question seems tobe designed to parse JSON formatted
logs to check for an alarm state. Option A is a JSON format that matches the structure
likely expected by the code. The presence of the "error_log" and "InAlarmState" keys
suggests that this is the correct input format.

[Reference: CompTIA SecurityX Study Guide, Chapter on Log Management and
Automation, Section on Parsing Structured Logs., , , , , , ]
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Questions # 5:

A company that uses several cloud applications wants to properly identify:

All the devices potentially affected by a given vulnerability.

All the internal servers utilizing the same physical switch.

The number of endpoints using a particular operating system.Which of the following is the
best way to meet the requirements?

Options:

 A.

SBoM

 B.

CASB

 C.

GRC

 D.

CMDB

Answer

D
Explanation

The requirements demand detailed asset tracking and inventory management. Let’s
analyze:

A. SBoM (Software Bill of Materials):Tracks software components, not hardware or network
topology.

B. CASB (Cloud Access Security Broker):Secures cloud apps but doesn’t map physical
switches or OS counts.

C. GRC(Governance, Risk, and Compliance):Focuses on risk management, not detailed
asset tracking.

[Reference:CompTIA SecurityX (CAS-005) objectives, Domain 4: Governance, Risk, and
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Compliance, covering asset management., , , , , , ]

Questions # 6:

During the course of normal SOC operations, three anomalous events occurred and were
flagged as potential IoCs. Evidence for each of these potential IoCs is provided.

INSTRUCTIONS

Review each of the events and select the appropriate analysis and remediation options for
each IoC.
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Options:

Answer

Answer:

See the complete solution below in Explanation:

Explanation

Analysis and Remediation Options for Each IoC:

IoC 1:

Evidence:

Source: Apache_httpd

Type: DNSQ

Dest: @10.1.1.1:53,@10.1.2.5
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Data: update.s.domain, CNAME 3a129sk219r9slmfkzzz000.s.domain, 108.158.253.253

Analysis:

Analysis: The service is attempting to resolve a malicious domain.

Reason: The DNS queries and the nature of the CNAME resolution indicate that the service
is trying to resolve potentially harmful domains, which is a common tactic used by
malware to connect to command-and-control servers.

Remediation:

Remediation: Implement a blocklist for known malicious ports.

Reason: Blocking known malicious domains at the DNS level prevents the resolution of
harmful domains, thereby protecting the network from potential connections to malicious
servers.

IoC 2:

Evidence:

Src: 10.0.5.5

Dst: 10.1.2.1, 10.1.2.2, 10.1.2.3, 10.1.2.4, 10.1.2.5

Proto: IP_ICMP

Data: ECHO

Action: Drop

Analysis:

Analysis: Someone is footprinting a network subnet.

Reason: The repeated ICMP ECHO requests to different addresses within a subnet indicate
that someone is scanning the network to discover active hosts, a common reconnaissance
technique used by attackers.

Remediation:

Remediation: Block ping requests across the WAN interface.

Reason: Blocking ICMP ECHO requests on the WAN interface can prevent attackers from
using ping sweeps to gather information about the network topology and active devices.

IoC 3:

Evidence:

Proxylog:
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GET
/announce?info_hash=%01dff%27f%21%10%c5%wp%4e%1d%6f%63%3c%49%6d&peer_i
d%3dxJFS

Uploaded=0&downloaded=0&left=3767869&compact=1&ip=10.5.1.26&event=started

User-Agent: RAZA 2.1.0.0

Host: localhost

Connection: Keep-Alive

HTTP200 OK

Analysis:

Analysis: An employee is using P2P services to download files.

Reason: The HTTP GET request with parameters related to a BitTorrent client indicates
that the employee is using peer-to-peer (P2P) services, which can lead to unauthorized
data transfer and potential security risks.

Remediation:

Remediation: Enforce endpoint controls on third-party software installations.

Reason: By enforcing strict endpoint controls, you can prevent the installation and use of
unauthorized software, such as P2P clients, thereby mitigating the risk of data leaks and
other security threats associated with such applications.

[References:, CompTIA Security+ Study Guide: This guide offers detailed explanations on
identifying and mitigating various types of Indicators of Compromise (IoCs) and the
corresponding analysis and remediation strategies., CompTIA Security+ Exam Objectives:
These objectives cover key concepts in network security monitoring and incident
response, providing guidelines on how to handle different types of security events.,
Security Operations Center (SOC) Best Practices: This resource outlines effective
strategies for analyzing and responding to anomalous events within a SOC, including the
use of blocklists, endpoint controls, and network configuration changes., By accurately
analyzing the nature of each IoC and applying the appropriate remediation measures, the
organization can effectively mitigate potential security threats and maintain a robust
security posture., , , , , , , , , ]

Questions # 7:

During DAST scanning, applications are consistently reporting code defects in open-source
libraries that were used to build web applications. Most of the code defects are from using
libraries with known vulnerabilities. The code defects are causing product deployment delays.
Which of the following is the best way to uncover these issues earlier in the life cycle?
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Options:

 A.

Directing application logs to the SIEM for continuous monitoring

 B.

Modifying the WAF policies to block against known vulnerabilities

 C.

Completing an IAST scan against the web application

 D.

Using a software dependency management solution

Answer

D
Explanation

SecurityX CAS-005 exam content emphasizes integrating security into the SDLC and using
automated tools to identify vulnerabilities early.

Software dependency management solutions track and analyze libraries and
components for known vulnerabilities before deployment, using vulnerability
databases such as NVD or OSS Index.

IAST scanning still requires the application to be running and may detect issues later.

WAF policies help block attacks in production but do not prevent vulnerable code
from being deployed.

SIEM monitoring is reactive and identifies issues after they occur.By detecting
vulnerable dependencies early, software dependency management solutions prevent
late-stage deployment delays and reduce security risk.

Questions # 8:

A company migrating to aremote work model requires that company-owned devices connect
to a VPN before logging in to the device itself. The VPN gateway requires that a specific key
extension is deployed to the machine certificates in the internal PKI. Which of the following
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best explains this requirement?

Options:

 A.

The certificate is an additional factor to meet regulatory MFA requirements for VPN access.

 B.

The VPN client selected the certificate with the correct key usage without user interaction.

 C.

The internal PKI certificate deployment allows for Wi-Fi connectivity before logging in to other
systems.

 D.

The server connection uses SSL VPN, which uses certificates for secure communication.

Answer

B
Explanation

This scenario describes anenterprise VPN setup that requires machine
authenticationbefore a user logs in. The best explanation for this requirement is that
theVPN client selects the appropriate certificate automaticallybased on the key extension
in the machine certificate.

Understanding the Key Extension Requirement:

PKI (Public Key Infrastructure)issues machine certificates that include specific key usages
such asClient AuthenticationorIPSec IKE Intermediate.

Key usage extensionsdefine how a certificate can be used, ensuring that onlyvalid
certificates are selected by the VPN client.

Why Option B is Correct:

The VPNautomaticallyselects the correct machine certificate with the appropriate key
extension.

The process occurswithout user intervention, ensuring seamless VPN authentication
before login.

Why Other Options Are Incorrect:
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A (MFA requirement):Certificates used in this scenario are for machine authentication, not
user MFA. MFA typically involves user credentials plus a second factor (like OTPs or
biometrics), which isnot applicable here.

C (Wi-Fi connectivity before login):This refers topre-logon networking, which is a separate
concept where devices authenticate to a Wi-Fi network before login, usually via 802.1X
EAP-TLS. However, this question specifically mentions VPN authentication, not Wi-Fi
authentication.

D (SSL VPN with certificates):While SSL VPNs do use certificates,this scenario involves
machine certificates issued by an internal PKI, which are commonly used inIPSec VPNs, not
SSL VPNs.

[Reference:, CompTIA SecurityX CAS-005 Official Study Guide: Section onMachine
Certificate Authentication in VPNs, NIST SP 800-53: Guidelines on authentication
mechanisms, RFC 5280: Internet X.509 Public Key Infrastructure Certificate and CRL
Profile, , , , , , ]

Questions # 9:

Employees use their badges to track the number of hours they work. The badge readers
cannot be upgraded due to facility constraints. The software for the badge readers uses a
legacy platform and requires connectivity to the enterprise resource planning solution. Which
of the following is the best to ensure the security of the badge readers?

Options:

 A.

Segmentation

 B.

Vulnerability scans

 C.

Anti-malware

Answer

A
Explanation

Segmentationis the best option to ensure the security of legacy badge readers that cannot



Page 16 of 18

be upgraded. Segmentation isolates the legacy devices on a separate network segment to
minimize their exposure to potential threats. This approach reduces the attack surface by
preventing unauthorized access from other parts of the network while still allowing
necessary connectivity to the enterprise resource planning (ERP) system.

Vulnerability scans (B)are useful for identifying weaknesses but do not actively protect the
badge readers.

Anti-malware (C)is ineffective since the badge readers use a legacy platform that likely
does not support modern endpoint protection solutions.

[Reference:CompTIA SecurityX (CAS-005) Exam Objectives- Domain 2.0 (Security
Architecture), Section onNetwork Segmentation & Attack Surface Management, , , , ]

Questions # 10:

A security manager at a local hospital wants to secure patient medical records. The manager
needs to:

• Choose an access control model that clearly defines who has access to sensitive information.

• Prevent those who enter new patient information from specifying who has access to this
data.

Which of the following access control models is the best way to ensure the lowest risk of
granting unintentional access?

Options:

 A.

Rule-based

 B.

Attribute-based

 C.

Mandatory

 D.

Discretionary
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Answer

C
Explanation

The best option is Mandatory Access Control (MAC). In MAC, access decisions are centrally
controlled by the system or administrators, not by individual users. This ensures that
healthcare staff who enter patient information cannot grant access to others, thereby
preventing accidental or malicious disclosure. MAC enforces strict policies based on data
sensitivity and user clearance, which aligns with compliance requirements like HIPAA.

Option A (rule-based) defines access through specific rules but is not as rigidly enforced as
MAC. Option B (attribute-based) is flexible but could still allow dynamic grants of access.
Option D (discretionary) explicitly allows users to assign access rights, which is exactly
what must be avoided in this scenario.

CAS-005 stresses using centralized, non-discretionary controls when protecting sensitive
medical data, making MAC the correct choice for hospitals.
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