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Questions # 1:

A report contains loC and TTP information for a zero-day exploit that leverages vulnerabilities
in a specific version of a web application. Which of the following actions should a SOC analyst
take first after receiving the report?

Options:

O A.

Implement a vulnerability scan to determine whether the environment is at risk.

O B.

Block the IP addresses and domains from the report in the web proxy and firewalls.

O C.

Verify whether the information is relevant to the organization.

O D.

Analyze the web application logs to identify any suspicious or malicious activity.

Answer

C
Explanation

Before taking any action, the SOC analyst should first verify if the Indicators of
Compromise (loC) and Tactics, Techniques, and Procedures (TTPs) reported are relevant to
the organization’s environment. This involves checking if the vulnerable application or
version is actually in use. As per CompTIA’s CySA+ guidelines, relevance verification helps
in prioritizing resources and response actionseffectively, ensuring that time is not wasted
on threats that do not impact the organization. Options A, B, and D are important
subsequent steps if the threat is deemed relevant.

Questions # 2:

During the log analysis phase, the following suspicious command is detected-

>
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Which of the following is being attempted?

Options:

O A.

Buffer overflow
O B.

RCE

O C.

ICMP tunneling
O D.

Smurf attack

Answer

B
Explanation

RCE stands for remote code execution, which is a type of attack that allows an attacker to
execute arbitrary commands on a target system. The suspicious command in the question
is an example of RCE, as it tries to download and execute a malicious file from a remote
server using the wget and chmod commands. A buffer overflow is a type of vulnerability
that occurs when a program writes more data to a memory buffer than it can hold,
potentially overwriting other memory locations and corrupting the program’s execution.
ICMP tunneling is a technique that uses ICMP packets to encapsulate and transmit data
that would normally be blocked by firewalls or filters. A smurf attack is a type of DDoS
attack that floods a network with ICMP echo requests, causing all devices on the network
to reply and generate a large amount of traffic. Verified References: What Is Buffer
Overflow? Attacks, Types & Vulnerabilities - Fortinetl, What Is a Smurf Attack? Smurf
DDoS Attack | Fortinet2, exploit - Interpreting CVE ratings: Buffer Overflow vs. Denial of
.3

Questions # 3:

An analyst receives an alert for suspicious IIS log activity and reviews the following entries:

2024-05-23 15:57:05 10.203.10.16 HEAT /- 80 - 10.203.10.17 DirBuster-1.0-
RC1+(http://www.owasp.org/index.php/Category:OWASP_DirBuster Project)
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Which of the following will the analyst infer from the logs?

Options:

O A.

An attacker is performing network lateral movement.

O B.

An attacker is conducting reconnaissance of the website.
O C.

An attacker is exfiltrating data from the network.

O D.

An attacker is cloning the website.

Answer

B
Explanation

Comprehensive and Detailed Step-by-Step Explanation:The logs indicate that the OWASP
DirBuster tool is being used. This tool is designed for directory brute-forcing to find hidden
files or directories on a web server, which aligns with reconnaissance activities. The series
of GET and HEAD requests further confirm directory and file enumeration attempts.

[References:, CompTIA CySA+ Study Guide (Chapter 4: Reconnaissance Techniques),
CompTIA CySA+ Objectives (Domain 1.3 Tools and Techniques), , ]

Questions # 4:

A company's security team is updating a section of the reporting policy that pertains to
inappropriate use of resources (e.g., an employee who installs cryptominers on workstations in
the office). Besides the security team, which

of the following groups should the issue be escalated to first in order to comply with industry
best practices?
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Options:

O A.

Help desk

O B.

Law enforcement
O C.

Legal department
O D.

Board member

Answer

C
Explanation

The correct answer is C. Legal department.

According to the CompTIA Cybersecurity Analyst (CySA+) certification exam objectives,
one of the tasks for a security analyst is to “report and escalate security incidents to
appropriate stakeholders and authorities” 1. This includes reporting any inappropriate use
of resources, such as installing cryptominers on workstations, which may violate the
company'’s policies and cause financial and reputational damage. The legal department is
the most appropriate group to escalate this issue to first, as they can advise on the legal
implications and actions that can be taken against the employee. The legal department
can also coordinate with other groups, such as law enforcement, help desk, or board
members, as needed. The other options are not the best choices to escalate the issue to
first, as they may not have the authority or expertise to handle the situation properly.

Questions # 5:

An attacker has just gained access to the syslog server on a LAN. Reviewing the syslog entries
has allowed the attacker to prioritize possible next targets. Which of the following is this an
example of?

Options:

O A.
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Passive network foot printing
O B.

OS fingerprinting

O C.

Service port identification

O D.

Application versioning

Answer

A
Explanation

Passive network foot printing is the best description of the example, as it reflects the
technique of collecting information about a network or system by monitoring or sniffing
network traffic without sending any packets or interacting with the target. Foot printing is
a term that refers to the process of gathering information about a target network or
system, such as its IP addresses, open ports, operating systems, services, or
vulnerabilities. Foot printing can be done for legitimate purposes, such as penetration
testing or auditing, or for malicious purposes, such as reconnaissance or intelligence
gathering. Foot printing can be classified into two types: active and passive. Active foot
printing involves sending packets or requests to the target and analyzing the responses,
such as using tools like ping, traceroute, or Nmap. Active foot printing can provide more
accurate and detailed information, but it can also be detected by firewalls or intrusion
detection systems (IDS). Passive foot printing involves observing or capturing network
traffic without sending any packets or requests to the target, such as using tools like
tcpdump, Wireshark, or Shodan. Passive foot printing can provide less information, but it
can also avoid detection by firewalls or IDS. The example in the question shows that the
attacker has gained access to the syslog server on a LAN and reviewed the syslog entries
to prioritize possible next targets. A syslog server is a server that collects and stores log
messages from various devices or applications on a network. A syslog entry is a record of
an event or activity that occurred on a device or application, such as an error, a warning,
or an alert. By reviewing the syslog entries, the attacker can obtain information about the
network or system, such as its configuration, status, performance, or security issues. This
is an example of passive network foot printing, as the attacker is not sending any packets
or requests to the target, but rather observing or capturing network traffic from the syslog
server. The other options are not correct, as they describe different techniques or
concepts. OS fingerprinting is a technique of identifying the operating system of a target
by analyzing its responses to certain packets or requests, such as using tools like Nmap or
Xprobe2. OS fingerprinting can be done actively or passively, but it is not what the
attacker is doing in the example. Service port identification is a technique of identifying
the services running on a target by scanning its open ports and analyzing its responses to
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certain packets or requests, such as using tools like Nmap or Netcat. Service port
identification can be done actively or passively, but it is not what the attacker is doing in
the example. Application versioning is a concept that refers to the process of assigning
unigue identifiers to different versions of an application, such as using numbers, letters,
dates, or names. Application versioning canhelp to track changes, updates, bugs, or
features of an application, but it is not related to what the attacker is doing in the
example.

Questions # 6:

Which of the following is a commonly used four-component framework to communicate threat
actor behavior?

Options:

O A.

STRIDE

O B.

Diamond Model of Intrusion Analysis

O C.

Cyber Kill Chain

O D.

MITRE ATT&CK

Answer

B
Explanation

The Diamond Model of Intrusion Analysis is a framework that describes the relationship
between four components of a cyberattack: adversary, capability, infrastructure, and
victim. It helps analysts understand the behavior and motivation of threat actors, as well
as the tools and methods they use to compromise their targetsl2. References: Main
Analytical Frameworks for Cyber Threat Intelligence, section 4; Strategies, tools, and
frameworks for building an effective threat intelligence team, section 3.
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Questions # 7:

Results of a SOC customer service evaluation indicate high levels of dissatisfaction with the
inconsistent services provided after reqgular work hours. To address this, the SOC lead drafts a
document establishing customer expectations regarding the SOC's performance and quality of
services. Which of the following documents most likely fits this description?

Options:

O A.

Risk management plan

O B.

Vendor agreement

O C.

Incident response plan

O D.

Service-level agreement

Answer

D
Explanation

A Service-Level Agreement (SLA) is a document that establishes customer expectations
regarding the performance and quality of services provided by the SOC (Security
Operations Center). It defines thelevel of service expected, including aspects like response
times, availability, and support after regular work hours. An SLA helps in setting clear
expectations and improving customer satisfaction by outlining the standards and
commitments of the service provider.

Questions # 8:

During a tabletop exercise, engineers discovered that an ICS could not be updated due to
hardware versioning incompatibility. Which of the following is the most likely cause of this
issue?
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Options:

O A.

Legacy system

O B.

Business process interruption
O C.

Degrading functionality

O D.

Configuration management

Answer

A
Explanation

The most likely cause of the issue where an ICS (Industrial Control System) could not be
updated due to hardware versioning incompatibility is a legacy system. Legacy systems
often have outdated hardware and software that may not be compatible with modern
updates and patches. This can pose significant challenges in maintaining security and
operational efficiency.

Questions # 9:

Which of the following best explains the importance of network microsegmentation as part of
a Zero Trust architecture?

Options:

O A.

To allow policies that are easy to manage and less granular
O B.

To increase the costs associated with regulatory compliance

o C.
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To limit how far an attack can spread
O D.

To reduce hardware costs with the use of virtual appliances

Answer

C
Explanation

Microsegmentation involves dividing a network into smaller, isolated segments to restrict
lateral movement within the network. This is crucial within a Zero Trust architecture,
which assumes that no entity (internal or external) is inherently trustworthy. By limiting
access to only necessary network segments, microsegmentation reduces the impact of a
potential breach by containing it within a limited area. CompTIA emphasizes
microsegmentation as an effective strategy to minimize risk and improve security posture
by isolating resources based on the principle of least privilege.

Questions # 10:

During a scan of a web server in the perimeter network, a vulnerability was identified that
could be exploited over port 3389. The web server is protected by a WAF. Which of the
following best represents the change to overall risk associated with this vulnerability?
Options:

O A.

The risk would not change because network firewalls are in use.

O B.

The risk would decrease because RDP is blocked by the firewall.

O C.

The risk would decrease because a web application firewall is in place.

O D.

The risk would increase because the host is external facing.
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Answer

B
Explanation

Port 3389 is commonly used by Remote Desktop Protocol (RDP), which is a service that
allows remote access to a system. A vulnerability on this port could allow an attacker to
compromise the web server or use it as a pivot point to access other systems. However, if
the firewall blocks this port, the risk of exploitation is reduced.

[References: CompTIA CySA+ CS0-003 Certification Study Guide, Chapter 2: Software and
Systems Security, page 67; CompTIA CySA+ Study Guide: Exam CS0-003, 3rd Edition,
Chapter 3: Software and Systems Security, page 103., ,, ]
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