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Questions # 1:

Which of the following best explains the business requirement a healthcare provider fulfills by
encrypting patient data at rest?

Options:

 A.

Securing data transfer between hospitals

 B.

Providing for non-repudiation data

 C.

Reducing liability from identity theft

 D.

Protecting privacy while supporting portability.

Answer

D
Explanation

Encrypting patient data at rest is a critical requirement for healthcare providers to ensure
compliance with regulations such as the Health Insurance Portability and Accountability
Act (HIPAA). The primary business requirement fulfilled by this practice is the protection of
patient privacy while supporting the portability of medical information. By encrypting data
at rest, healthcare providers safeguard sensitive patient information from unauthorized
access, ensuring that privacy is maintained even if the storage media are compromised.
Additionally, encryption supports the portability of patient records, allowing for secure
transfer and access across different systems and locations while ensuring that privacy
controls are in place.

[References:, CompTIA SecurityX Study Guide: Emphasizes the importance of data
encryption for protecting sensitive information and ensuring compliance with regulatory
requirements., HIPAA Security Rule: Requires healthcare providers to implement
safeguards, including encryption, to protect patient data., "Health Informatics: Practical
Guide for Healthcare and Information TechnologyProfessionals" by Robert E. Hoyt:
Discusses encryption as a key measure for protecting patient data privacy and supporting
data portability., , , , , ]
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Questions # 2:

A security analyst Detected unusual network traffic related to program updating processes
The analyst collected artifacts from compromised user workstations. The discovered artifacts
were binary files with the same name as existing, valid binaries but. with different hashes
which of the following solutions would most likely prevent this situation from reoccurring?

Options:

 A.

Improving patching processes

 B.

Implementing digital signature

 C.

Performing manual updates via USB ports

 D.

Allowing only dies from internal sources

Answer

B
Explanation

Implementing digital signatures ensures the integrity and authenticity of software
binaries. When a binary is digitally signed, any tampering with the file (e.g., replacing it
with amalicious version) would invalidate the signature. This allows systems to verify the
origin and integrity of binaries before execution, preventing the execution of unauthorized
or compromised binaries.

A. Improving patching processes: While important, this does not directly address the issue
of verifying the integrity of binaries.

B. Implementing digital signatures: This ensures that only valid, untampered binaries are
executed, preventing attackers from substituting legitimate binaries with malicious ones.

C. Performing manual updates via USB ports: This is not practical and does not scale well,
especially in large environments.

D. Allowing only files from internal sources: This reduces the risk but does not provide a
mechanism to verify the integrity of binaries.
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[References:, CompTIA Security+ Study Guide, NIST SP 800-57, "Recommendation for Key
Management", OWASP (Open Web Application Security Project) guidelines on code
signing, , , , ]

Questions # 3:

A systems administrator wants to introduce a newly released feature for an internal
application. The administrate docs not want to test the feature in the production environment.
Which of the following locations is the best place to test the new feature?

Options:

 A.

Staging environment

 B.

Testing environment

 C.

CI/CO pipeline

 D.

Development environment

Answer

A
Explanation

The best location to test a newly released feature for an internal application, without
affecting the production environment, is the staging environment. Here’s a detailed
explanation:

Staging Environment: This environment closely mirrors the production environment in
terms of hardware, software, configurations, and settings. It serves as a final testing
ground before deploying changes to production. Testing in the staging environment
ensures that the new feature will behave as expected in the actual production setup.

Isolation fromProduction: The staging environment is isolated from production, which
means any issues arising from the new feature will not impact the live users or the
integrity of the production data. This aligns with best practices in change management
and risk mitigation.
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Realistic Testing: Since the staging environment replicates the production environment, it
provides realistic testing conditions. This helps in identifying potential issues that might
not be apparent in a development or testing environment, which often have different
configurations and workloads.

[References:, CompTIA Security+ SY0-601 Official Study Guide by Quentin Docter, Jon
Buhagiar, NIST Special Publication 800-53: Security and Privacy Controls for Information
Systems and Organizations, , , , ]

Questions # 4:

An organization recently implemented a new email DLP solution. Emails sent from company
email addresses to matching personal email addresses generated a large number of alerts,
but the content of the emails did not include company data. The security team needs to
reduce the number of emails sent without blocking all emails to common personal email
services. Which of the following should the security team implement first?

Options:

 A.

Automatically quarantine outgoing email.

 B.

Create an acceptable use policy.

 C.

Enforce email encryption standards.

 D.

Perform security awareness training focusing on phishing.

Answer

B
Explanation

Anacceptable use policy (AUP)defines what is considered appropriate use of corporate
email and prevents unnecessary emails to personal accounts. This helps in reducing false
DLP alerts while maintaining compliance.

Quarantining emails (A)is unnecessary since the content was not flagged as sensitive.
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Encryption (C)secures emails but does not address overuse.

Phishing awareness training (D)is unrelated to policy enforcement for outgoing emails.

[Reference:CompTIA SecurityX (CAS-005) Exam Objectives- Domain 1.0(Governance, Risk,
and Compliance), Section onSecurity and Reporting Frameworks, , , ]

Questions # 5:

A company receives reports about misconfigurations and vulnerabilities in a third-party
hardware device that is part of its released products. Which of the following solutions is the
best way for the company to identify possible issues at an earlier stage?

Options:

 A.

Performing vulnerability tests on each device delivered by the providers

 B.

Performing regular red-team exercises on the vendor production line

 C.

Implementing a monitoring process for the integration between the application and the vendor
appliance

 D.

Implementing a proper supply chain risk management program

Answer

D
Explanation

Addressing misconfigurations and vulnerabilities in third-party hardware requires a
comprehensive approach to manage risks throughout the supply chain. Implementing a
proper supply chain risk management (SCRM) program is the most effective solution as it
encompasses the following:

Holistic Approach: SCRM considers the entire lifecycle ofthe product, from initial design
through to delivery and deployment. This ensures that risks are identified and managed at
every stage.
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Vendor Management: It includes thorough vetting of suppliers and ongoing assessments
of their security practices, which can identify and mitigate vulnerabilities early.

Regular Audits and Assessments: A robust SCRM program involves regular audits and
assessments, both internally and with suppliers, to ensure compliance with security
standards and best practices.

Collaboration and Communication: Ensures that there is effective communication and
collaboration between the company and its suppliers, leading to faster identification and
resolution of issues.

Other options, while beneficial, do not provide the same comprehensive risk management:

A. Performing vulnerability tests on each device delivered by the providers: While useful,
this is reactive and only addresses issues after they have been delivered.

B. Performing regular red-team exercises on the vendor production line: This can identify
vulnerabilities but is not as comprehensive as a full SCRM program.

C. Implementing a monitoring process for the integration between the application and the
vendor appliance: This is important but only covers the integration phase, not the entire
supply chain.

[References:, CompTIA SecurityX Study Guide, NIST Special Publication 800-161, "Supply
Chain Risk Management Practices for Federal Information Systems and Organizations",
ISO/IEC 27036-1:2014, "Information technology — Security techniques — Information
security for supplier relationships", , , , , ]

Questions # 6:

An organization determines existing business continuity practices are inadequate to support
critical internal process dependencies during a contingency event. A compliance analyst wants
the Chief Information Officer (CIO) to identify the level of residual risk that is acceptable to
guide remediation activities. Which of the following does the CIO need to clarify?

Options:

 A.

Mitigation

 B.

Impact

 C.

Likelihood
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 D.

Appetite

Answer

D
Explanation

The CIO needs to clarify the organization’s risk appetite, which defines the level of
residual risk the business is willing to accept after all mitigation measures are applied.
Risk appetite reflects the balance between operational requirements, security controls,
and cost constraints. In business continuity planning, risk appetite helps decision-makers
determine which risks must be reduced through additional investments (e.g., redundant
systems, faster recovery strategies) and which risks are tolerable based on business
priorities.

Mitigation (A) refers to the strategies used to reduce risk but not the threshold of
acceptable residual risk. Impact (B) and Likelihood (C) are components of risk
assessment—measuring severity and probability—but they do not define acceptance
criteria. Risk appetite is the guiding principle that aligns technical controls with executive
tolerance for disruption or loss.

By clarifying appetite, the CIO provides the compliance team and IT leadership with a
framework for designing remediation activities that ensure continuity of critical internal
processes while aligning with the organization’s strategic objectives and regulatory
requirements.

Questions # 7:

A security engineer wants to reduce the attack surface of a public-facing containerized
application Which of the following will best reduce the application's privilege escalation attack
surface?

Options:

 A.

Implementing the following commands in the Dockerfile:RUN echo
user:x:1000:1000iuser:/home/user:/dew/null > /ete/passwd

 B.

Installing an EDR on the container's host with reporting configured to log to a centralized SIFM
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and Implementing the followingalerting rules TF PBOCESS_USEB=rooC ALERT_TYPE=critical

 C.

Designing a muiticontainer solution, with one set of containers that runs the mam application,
and another set oi containers that perform automatic remediation by replacing compromised
containers or disabling compromised accounts

 D.

Running the container in an isolated network and placing a load balancer in a public-facing
network. Adding the following ACL to the load balancer:PZRKZI HTTES from 0-0.0.0.0/0 pert
443

Answer

A
Explanation

Implementing the given commands in the Dockerfile ensures that the container runs with
non-root user privileges. Running applications as a non-root user reduces the risk of
privilege escalation attacks because even if anattacker compromises the application, they
would have limited privileges and would not be able to perform actions that require root
access.

A. Implementing the following commands in the Dockerfile: This directly addresses the
privilege escalation attack surface by ensuring the application does not run with elevated
privileges.

B. Installing an EDR on the container's host: While useful for detecting threats, this does
not reduce the privilege escalation attack surface within the containerized application.

C.Designing a multi-container solution: While beneficial for modularity and remediation, it
does not specifically address privilege escalation.

D. Running the container in an isolated network: This improves network security but does
not directly reduce the privilege escalation attack surface.

[References:, CompTIA Security+ Study Guide, Docker documentation on security best
practices, NIST SP 800-190, "Application Container Security Guide", , , , , ]

Questions # 8:

During a periodic internal audit, a company identifies a few new, critical security controls that
are missing. The company has a mature risk management program in place, and the following
requirements must be met:
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The stakeholders should be able to see all the risks.

The risks need to have someone accountable for them.

Which of the following actions should the GRC analyst take next?

Options:

 A.

Add the risk to the risk register and assign the owner and severity.

 B.

Change the risk appetite and assign an owner to it.

 C.

Mitigate the risk and change the status to accepted.

 D.

Review the risk to decide whether to accept or reject it.

Answer

A
Explanation

A risk register is atool commonly used in risk management to document all identified risks,
their assessment in terms of likelihood and impact, and the actions steps to manage
them. By adding the newly identified risks to the risk register and assigning an owner and
severity, the organization ensures that each risk is visible to stakeholders and has a
designated individual responsible for its management. This aligns with the company's
requirements for transparency and accountability in risk management.​

[Reference:CompTIA SecurityX CAS-005 Official Study Guide, Chapter 6: "Risk
Management," Section 6.4: "Risk Register and Risk Ownership."​, ===========, , ]

Questions # 9:

Which of the following best describes a common use case for homomorphic encryption?
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Options:

 A.

Processing data on a server after decrypting in order to prevent unauthorized access in transit

 B.

Maintaining the confidentiality of data both at rest and in transit to and from a CSP for
processing

 C.

Transmitting confidential data to a CSP for processing on a large number of resources without
revealing information

 D.

Storing proprietary data across multiple nodes in a private cloud to prevent access by
unauthenticated users

Answer

C
Explanation

Homomorphic encryptionallows computations to be performed directly on encrypted data
without decrypting it first. This technology is particularly useful for securely transmitting
confidential data to a cloud service provider (CSP) and allowing the CSP to process the
data without having any visibility into its content. This maintains data confidentiality even
during processing. It is not about securing data at rest and in transit or simply storing data
across nodes.

[Reference:CompTIA SecurityX CAS-005, Domain 3.0: Implement secure protocols and
encryption technologies including homomorphic encryption for cloud and external
processing., , , ]

Questions # 10:

An organization hires a security consultant to establish a SOC that includes athreat-modeling
function. During initial activities, the consultant works with system engineers to identify
antipatterns within the environment. Which of the following is most critical for the engineers to
disclose to the consultant during this phase?
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Options:

 A.

Results from the most recent infrastructure access review

 B.

A listing of unpatchable IoT devices in use in the data center

 C.

Network and data flow diagrams covering the production environment

 D.

Results from the most recent software composition analysis

 E.

A current inventory of cloud resources and SaaS products in use

Answer

C
Explanation

In the context of establishing a Security Operations Center (SOC) with a threat-modeling
function, it's crucial to understand how data flows within the organization's systems.
Network and data flow diagrams provide a visual representation of the system's
architecture, illustrating how data moves between components, which is essential for
identifying potential security weaknesses and antipatterns. Antipatterns are common
responses to recurring problems that are ineffective and risk-inducing. By analyzing these
diagrams, the consultant can pinpoint areas where security controls may be lacking or
misconfigured, thereby facilitating the development of effective threat models.​

While other options like unpatchable IoT devices (Option B) and inventories of cloud
resources (Option E) are important for comprehensive security assessments, they are
more pertinent during later stages, such as vulnerability management and asset
inventory. The initial phase of threat modeling focuses on understanding the system's
structure and data flows to identify potential threats, making network and data flow
diagrams the most critical information at this stage.​

[Reference:CompTIA SecurityX CAS-005Official Study Guide, Chapter 3: "Threat Modeling
and Security Assessments," Section 3.2: "Understanding Data Flow Diagrams.", , , 4d 5a
90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00, 00 00 00
00 80 00 00 00 0e 1f ba 0e 00 b4 09 cd 21 b8 01 4c cd 21 54 68 69 73 20 70 72 6f 67 72
61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20, 6d 6f 64 65 2e
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0d 0d 0a 24 00 00 00 00 00 00 00, 50 45 00 00 4c 01 03 00 34 6d be 66 00 00 00 00 00
00 00 00 e0 00 0f 03 0b 01 05 00 00 70 00 00 00 10 00 00 00 d0 00 00 70 4c 01 00 00 e0
00 00 00 50 01 00 00 00 40 00, 00 10 00 00 00 02 00 00 04 00 00 00 00 00 00 00 04 00
00 00 00 00 00 00 00 60 01 00 00 02 00 00 00 00 00 00 03 00 00 00 00 00 10 00 00 10
00 00 00 00 10 00 00 10 00 00, 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 00, , ,
Attempts to run the code in a sandbox produce no results. Which of the following should
the malware analyst do next to further analyze the malware and discover useful IoCs?, A.
Convert the hex-encoded sample to binary and attempt to decompile it., B. Run the
encoded sample through an online vulnerability tool and check for any matches., C. Pad
the beginning and end of the sample with binary executables and attempt to execute it.,
D. Use a disassembler on the unencoded snippet to convert from binary to ASCII text.,
Answer: A, , The provided hex sequence begins with "4d 5a," which corresponds to the
ASCII characters "MZ," indicating the presence of a DOS MZ executable file header. This
suggests that the sample is a Windows executable file. To analyze this malware
effectively, the analyst should convert the hex-encoded data back into its binary form to
reconstruct the executable file. Once converted, the analyst can use decompilation tools
to translate the binary code into a higher-level programming language, facilitating a
deeper understanding of the malware's functionality and the extraction of Indicators of
Compromise (IoCs).​, Other options, such as running the sample through an online
vulnerability tool (Option B) or padding it with executables (Option C), are less effective
without first converting the hex data back to its original binary form. Using a disassembler
on the unencoded snippet (Option D) would not be feasible until the hex data is properly
reconstructed into its executable binary format.​, Reference:CompTIA SecurityX CAS-005
Official Study Guide, Chapter 5: "Malware Analysis," Section 5.3: "Static and Dynamic
Analysis Techniques.", , , , , ]

Questions # 11:

A user from the sales department opened a suspicious file attachment. The sales department
then contacted the SOC to investigate a number of unresponsive systems, and the team
successfully identified the file and the origin of the attack. Which of the following is the next
step of the incident response plan?

Options:

 A.

Remediation

 B.

Containment

 C.

Response
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 D.

Recovery

Answer

B
Explanation

Incident response follows a standard process (e.g., NIST 800-61): Preparation,
Identification, Containment, Eradication, Recovery, Lessons Learned. After identifying the
attack (file and origin), the next step isContainment—limiting the spread or impact (e.g.,
isolating systems) before remediation or recovery.

Option A:Remediation (fixing the root cause) follows containment.

Option B:Correct—containment prevents further damage post-identification.

Option C:“Response” is too vague; it encompasses all steps.

Option D:Recovery (restoring systems) comes after containment and eradication.

[Reference:CompTIA SecurityX CAS-005 Domain 4: Cybersecurity Operations – Incident
Response Lifecycle., , , ]

Questions # 12:

The identity and access management team is sending logs to the SIEM for continuous
monitoring. The deployed log collector isforwarding logs to

the SIEM. However, only false positive alerts are being generated. Which of the following is the
most likely reason for the inaccurate alerts?

Options:

 A.

The compute resources are insufficient to support the SIEM

 B.

The SIEM indexes are 100 large

 C.

The data is not being properly parsed



Page 15 of 20

 D.

The retention policy is not property configured

Answer

C
Explanation

Proper parsing of data is crucial for the SIEM to accurately interpret and analyze the logs
being forwarded by the log collector. If the data is not parsed correctly, the SIEM may
misinterpret the logs, leading to false positives and inaccurate alerts. Ensuring that the log
data is correctly parsed allows the SIEM to correlate and analyze the logs effectively,
which is essential for accurate alerting and monitoring.

Questions # 13:

Engineers are unable to control pumps at Site A from Site B when the SCADA controller at Site
A experiences an outage. A security analyst must provide a secure solution that ensures Site A
pumps can be controlled by a SCADA controller at Site B if a similar outage occurs again.
Which of the following represents the most cost-effective solution?

Options:

 A.

Procure direct fiber connectivity between Site A and Site B and limit its use to the critical
SCADA controller traffic only

 B.

Install backup SCADA controllers at each site, isolate them from the OT network, and assign
these backup controllers as high-availability pairs.

 C.

Isolate the OT environment by providing an air-gapped network segment. Place the SCADA
controller for each site in this network segment to minimize outages.

 D.

Configure VPN concentrators inside the OT network segments at Site A and Site B and allow
the controllers to act as secondary devices for the other site's pumps across this encrypted
tunnel.
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Answer

D
Explanation

The most cost-effective and secure solution is to configure VPN concentrators inside
the OT networks at both sites (Option D). This setup allows encrypted communications
between Site A and Site B, enabling controllers at either site to serve as secondary or
failover devices for the other. By leveraging VPN tunnels, the organization avoids the
expensive and time-consuming process of laying new fiber infrastructure, while still
ensuring secure, authenticated, and encrypted connections across sites.

Option A, direct fiber connectivity, provides high performance but is extremely costly and
less flexible than VPN solutions. Option B, deploying redundant SCADA controllers at each
site, increases hardware, licensing, and management costs while still requiring
interconnectivity. Option C, air-gapping the OT network, may improve isolation but would
prevent remote failover capabilities, contradicting the requirement for cross-site control.

By implementing VPN concentrators, the organization achieves secure cross-site
redundancy, supports operational continuity in case of controller outages, and does so in a
cost-effective manner aligned with common OT security practices.

Questions # 14:

A security analyst is using data provided from a recent penetration test to calculate CVSS
scores to prioritize remediation. Which of the following metric groups would the analyst need
to determine to get the overall scores? (Select three).

Options:

 A.

Temporal

 B.

Availability

 C.

Integrity

 D.

Confidentiality



Page 17 of 20

 E.

Base

 F.

Environmental

 G.

Impact

Answer

A, E, F
Explanation

The Common Vulnerability Scoring System (CVSS) v3.1 uses three metric groups to
calculate overall scores:Base,Temporal, andEnvironmental.

Base (E):Mandatory metrics assessing exploitability (e.g., attack vector) and impact
(confidentiality, integrity, availability).

Temporal (A):Optional metrics reflecting the current state of the vulnerability (e.g., exploit
availability, remediation level).

Environmental (F):Optional metrics tailoring the score to the organization’s context (e.g.,
security requirements).

B, C, D (Availability, Integrity, Confidentiality):These are subcomponents of the Base
Impact metrics, not standalone groups.

G (Impact):A categorywithin Base, not a group.

H (Attack vector):A single Base metric, not a group.

[Reference:CompTIA SecurityX CAS-005 Domain 1: Risk Management – Vulnerability
Assessment and Prioritization., , , ]

Questions # 15:

An organization recently implemented a policy that requires all passwords to be rotated every
90 days. An administrator observes a large volume of failed sign-on logs from multiple servers
that are often accessed by users. The administrator determines users are disconnecting from
the RDP session but not logging off. Which of the following should the administrator do to
prevent account lockouts?
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Options:

 A.

Increase the account lockout threshold.

 B.

Enforce password complexity.

 C.

Automate logout of inactive sessions.

 D.

Extend the allowed session length.

Answer

C
Explanation

When users disconnect from Remote Desktop Protocol (RDP) sessions without properly
logging off, their sessions remain active on the server. If their passwords are changed due
to the 90-day rotation policy, these lingering sessions may attempt to reauthenticate
using outdated credentials, leading to multiple failed login attempts and potential account
lockouts.

Automating the logout of inactive sessions ensures that disconnected or idle sessions are
terminated after a specified period, preventing stale sessions from causing authentication
issues. This approach aligns with best practices for session management and helps
maintain security compliance.

[Reference: CompTIA SecurityX CAS-005 Exam Objectives, Domain 3.1: "Given a scenario,
troubleshoot common issues with identity and access management (IAM) components in
an enterprise environment.", , , ]

Questions # 16:

After a cybersecurity incident, a security analyst was able to collect a binary that the attacker
used on the compromised server. Then the analyst ran the following command:

>

Which of the following options describes what the analyst is trying to do?
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Options:

 A.

To reconstruct the timeline of commands executed by the binary

 B.

To extract loCs from the binary used on the attack

 C.

To replicate the attack in a secure environment

Answer

B
Explanation

The strings utility extracts human-readable text from binary files. Security analysts use it
to identify Indicators of Compromise (IoCs) such as URLs, IP addresses, filenames, and
commands embedded in the malware.

Option A (reconstructing timeline) would require event logs or forensic timeline tools.

Option C (replicating the attack) involves execution in a sandbox, not static string
extraction.
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