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Questions # 1:

Which solution is most likely used in the financial industry to mask sensitive data?

Options:

 A.

Tokenization

 B.

Hashing

 C.

Salting

 D.

Steganography

Answer

A
Explanation

Tokenization replaces sensitive financial data—such as credit card numbers, account
numbers, or customer identifiers—with harmless tokens that retain usability but reveal
nothing if leaked. This is widely used in the financial industry, particularly in PCI-DSS-
regulated systems.

Hashing (B) is one-way and not reversible, making it unsuitable for financial transactions
that need original data retrieved. Salting (C) is used to protect hashed passwords, not to
mask financial data. Steganography (D) hides data inside media files but is not used for
payment processing.

Security+ SY0-701 identifies tokenization as the preferred method for protecting
structured sensitive data while maintaining operational functionality.

Thus, the correct answer is A: Tokenization.

Questions # 2:
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A systems administrator needs to encrypt all data on employee laptops. Which of the following
encryption levels should be implemented?

Options:

 A.

Volume

 B.

Partition

 C.

Full disk

 D.

File

Answer

C

Questions # 3:

Which of the following should a security team do first before a new web server goes live?

Options:

 A.

Harden the virtual host.

 B.

Create WAF rules.

 C.

Enable network intrusion detection.

 D.



Page 4 of 53

Apply patch management

Answer

D

Questions # 4:

An employee fell for a phishing scam, which allowed an attacker to gain access to a company
PC. The attacker scraped the PC’s memory to find other credentials. Without cracking these
credentials, the attacker used them to move laterally through the corporate network. Which of
the following describes this type of attack?

Options:

 A.

Privilege escalation

 B.

Buffer overflow

 C.

SQL injection

 D.

Pass-the-hash

Answer

D
Explanation

The scenario describes an attacker who obtained credentials from a compromised system
' s memory and used them without cracking to move laterally within the network. This
technique is known as a " pass-the-hash " attack, where the attacker captures hashed
credentials (e.g., NTLM hashes) and uses them to authenticate and gain access to other
systems without needing to know the plaintext password. This is a common attack method
in environments where weak security practices or outdated protocols are in use.

References =
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CompTIA Security+ SY0-701 Course Content: The course discusses credential-based
attacks like pass-the-hash, emphasizing their impact and the importance of protecting
credential stores​​.

Questions # 5:

An MSSP manages firewalls for hundreds of clients. Which of the following tools would be most
helpful to create a standard configuration template in order to improve the efficiency of
firewall changes?

Options:

 A.

SNMP

 B.

Benchmarks

 C.

Netflow

 D.

SCAP

Answer

B
Explanation

Benchmarks provide standardized security configuration baselines or templates (such as
CIS Benchmarks) for systems including firewalls. Using benchmarks helps MSSPs apply
consistent and secure configurations across many clients efficiently.

SNMP (A) is for network device management, Netflow (C) is for traffic analysis, and SCAP
(D) is a framework for vulnerability and compliance management but not directly for
template creation.

Benchmarks are fundamental for configuration management in Security Operations
【6:Chapter 14†CompTIA Security+ Study Guide】.
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Questions # 6:

A security analyst determines that a security breach will have a financial impact of $15,000
and is expected to occur twice within a three-year period. Which of the following is the ALE for
this risk?

Options:

 A.

$7,500

 B.

$10,000

 C.

$15,000

 D.

$30,000

Answer

B
Explanation

The correct answer is $10,000 because Annualized Loss Expectancy (ALE) represents the
expected yearly financial loss from a specific risk. According to Security+ SY0-701 risk
management principles, ALE is calculated using the formula:

ALE = Single Loss Expectancy (SLE) × Annualized Rate of Occurrence (ARO)

In this scenario, the Single Loss Expectancy (SLE) is clearly defined as $15,000, which
represents the financial impact of a single security breach. The challenge lies in
determining the Annualized Rate of Occurrence (ARO). The breach is expected to occur
twice over a three-year period, which means the ARO is:

ARO = 2 ÷ 3 ≈ 0.67 occurrences per year

Using the ALE formula:

ALE = $15,000 × 0.67 ≈ $10,000

This calculation aligns with standard quantitative risk assessment techniques emphasized
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in the SY0-701 study guide. ALE allows organizations to compare the cost of potential
losses against the cost of implementing security controls, helping leadership make
informed, financially sound risk management decisions.

Option A, $7,500, would be correct only if the event occurred once every two years.
Option C, $15,000, reflects the SLE but does not account for frequency. Option D, $30,000,
incorrectly represents the total loss over three years rather than an annualized value.

The SY0-701 objectives highlight ALE as a critical metric for prioritizing risks, justifying
security investments, and communicating risk in business terms to executives. By
converting risk into an annual expected cost, ALE bridges the gap between technical
security concerns and organizational financial planning.

In summary, when frequency is spread across multiple years, the loss must be annualized.
Doing so correctly results in an ALE of $10,000, making option B the correct answer.

Questions # 7:

Which of the following actions could a security engineer take to ensure workstations and
servers are properly monitored for unauthorized changes and software?

Options:

 A.

Configure all systems to log scheduled tasks.

 B.

Collect and monitor all traffic exiting the network.

 C.

Block traffic based on known malicious signatures.

 D.

Install endpoint management software on all systems.

Answer

D
Explanation

Endpoint management software is a tool that allows security engineers to monitor and
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control the configuration, security, and performance of workstations and servers from a
central console. Endpoint management software can help detect and prevent
unauthorized changes and software installations, enforce policies and compliance, and
provide reports and alerts on the status of the endpoints. The other options are not as
effective or comprehensive as endpoint management software for this
purpose. References: CompTIA Security+ Study Guide: Exam SY0-701, 9th Edition, page
137 1

Questions # 8:

An organization needs to monitor its users ' activities to prevent insider threats. Which of the
following solutions would help the organization achieve this goal?

Options:

 A.

Behavioral analytics

 B.

Access control lists

 C.

Identity and access management

 D.

Network intrusion detection system

Answer

A
Explanation

Detailed Explanation:Behavioral analytics tools monitor user actions and detect anomalies
that may indicate insider threats, such as unauthorized access or unusual data exfiltration
activities. These tools establish baselines for normal behavior and flag deviations.
Reference: CompTIA Security+ SY0-701 Study Guide, Domain 4: Security Operations,
Section: " Behavioral Analytics and Monitoring " ​​.



Page 9 of 53

Questions # 9:

A client demands at least 99.99% uptime from a service provider ' s hosted security services.
Which of the following documents includes the information the service provider should return
to the client?

Options:

 A.

MOA

 B.

SOW

 C.

MOU

 D.

SLA

Answer

D
Explanation

A service level agreement (SLA) is a document that defines the level of service expected
by a customer from a service provider, indicating the metrics by which that service is
measured, and the remedies or penalties, if any, should the agreed-upon levels not be
achieved. An SLA can specify the minimum uptime or availability of a service, such as
99.99%, and the consequences for failing to meet that standard. A memorandum of
agreement (MOA), a statement of work (SOW), and a memorandum of understanding
(MOU) are other types of documents that can be used to establish a relationship between
parties, but they do not typically include the details of service levels and performance
metrics that an SLA does. References: CompTIA Security+ Study Guide: Exam SY0-701,
9th Edition, page 16-17

Questions # 10:

Which of the following best explains a concern with OS-based vulnerabilities?
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Options:

 A.

An exploit will give an attacker access to system functions that span multiple applications.

 B.

The OS vendor ' s patch cycle is not frequent enough to mitigate the large number of threats.

 C.

Most users trust the core operating system features and may not notice if the system has
been compromised.

 D.

Exploitation of an operating system vulnerability is typically easier than any other
vulnerability.

Answer

A
Explanation

The best answer is A. An exploit will give an attacker access to system functions that span
multiple applications.

Operating system vulnerabilities are especially concerning because the OS sits
underneath and supports many applications and services. If an attacker exploits an OS-
level flaw, the impact can extend across the entire system and affect multiple
applications, services, and security controls.

This makes OS-based vulnerabilities particularly serious because compromise at the
operating system level can provide broad control over:

system processes

memory and storage access

user accounts and privileges

network services

multiple installed applications

Why the other options are incorrect:

B. The OS vendor ' s patch cycle is not frequent enough to mitigate the large number of
threats.This is not a universal or defining concern with OS-based vulnerabilities.
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C. Most users trust the core operating system features and may not notice if the system
has been compromised.This may be true in some situations, but it is not the best
explanation of the inherent risk of OS vulnerabilities.

D. Exploitation of an operating system vulnerability is typically easier than any other
vulnerability.This is too absolute and not generally true.

From a Security+ standpoint, OS vulnerabilities are especially dangerous because they
can affect the foundational functions of the system and potentially impact many
applications at once, making A the best answer.

Questions # 11:

Which of the following should an internal auditor check for first when conducting an audit of
the organization ' s risk management program?

Options:

 A.

Policies and procedures

 B.

Asset management

 C.

Vulnerability assessment

 D.

Business impact analysts

Answer

A

Questions # 12:

A store is setting up wireless access for employees. Management wants to limit the number of
access points while ensuring full coverage. Which tool will help determine how many access
points are needed?
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Options:

 A.

Signal locator

 B.

WPA3

 C.

Heat map

 D.

Site survey

Answer

D
Explanation

A site survey is the formal process used to determine the required number, placement,
and configuration of wireless access points (APs). Security+ SY0-701 states that site
surveys measure RF propagation, identify dead zones, account for building materials,
detect interference sources, and evaluate coverage overlap. This information allows
network engineers to deploy the fewest APs necessary while still ensuring full coverage.

Although heat maps (C) are generated as a result of a site survey, they are visualization
tools—not the actual survey process. A signal locator (A) is not a standardized tool in
wireless planning. WPA3 (B) is a wireless security protocol and has no impact on access
point planning or coverage optimization.

A full site survey ensures optimal AP placement to balance coverage, performance, and
cost—exactly the concern described in the scenario.

Thus, the correct answer is D: Site survey.

Questions # 13:

A security administrator recently reset local passwords and the following values were recorded
in the system:

>
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Which of the following in the security administrator most likely protecting against?

Options:

 A.

Account sharing

 B.

Weak password complexity

 C.

Pass-the-hash attacks

 D.

Password compromise

Answer

C
Explanation

The scenario shows MD5 hashed password values. The most likely reason the security
administrator is focusing on these values is to protect against pass-the-hash attacks. In
this type of attack, an attacker can use a captured hash to authenticate without needing
to know the actual plaintext password. By managing and monitoring these hashes, the
administrator can implement strategies to mitigate this type of threat.

References =

CompTIA Security+ SY0-701 Course Content: Domain 04 Security Operations​.

CompTIA Security+ SY0-601 Study Guide: Chapter on Identity and Access Management​.

Questions # 14:

A company has a website in a server cluster. One server is experiencing very high usage,
while others are nearly unused. Which of the following should the company configure to help
distribute traffic quickly?
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Options:

 A.

Server multiprocessing

 B.

Warm site

 C.

Load balancer

 D.

Proxy server

Answer

C
Explanation

Aload balancerdistributes incoming traffic evenly across multiple servers to prevent any
single server from becoming overloaded. This ensureshigh availability, scalability, and
optimal performanceof the company ' s website.

Server multiprocessing (A)refers to the use of multiple processors within a single server
but does not distribute traffic across multiple servers.

A warm site (B)is a disaster recovery strategy, not a method for balancing real-time traffic.

A proxy server (D)acts as an intermediary between users and web services but does not
distribute server load.

Using aload balancerallows forefficient traffic management and prevents server overload.

Questions # 15:

A security analyst locates a potentially malicious video file on a server and needs to identify
both the creation date and the file ' s creator. Which of the following actions would most likely
give the security analyst the information required?
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Options:

 A.

Obtain the file ' s SHA-256 hash.

 B.

Use hexdump on the file ' s contents.

 C.

Check endpoint logs.

 D.

Query the file ' s metadata.

Answer

D
Explanation

Metadata is data that describes other data, such as its format, origin, creation date,
author, and other attributes. Video files, like other types of files, can contain metadata
that can provide useful information for forensic analysis. For example, metadata can
reveal the camera model, location, date and time, and software used to create or edit the
video file. To query the file’s metadata, a security analyst can use various tools, such as
MediaInfo1, ffprobe2, or hexdump3, to extract anddisplay the metadata from the video
file. By querying the file’s metadata, the security analyst can most likely identify both the
creation date and the file’s creator, as well as other relevant information. Obtaining the
file’s SHA-256 hash, checking endpoint logs, or using hexdump on the file’s contents are
other possible actions, but they are not the most appropriate to answer the question. The
file’s SHA-256 hash is a cryptographic value that can be used to verify the integrity or
uniqueness of the file, but it does not reveal any information about the file’s creation date
or creator. Checking endpoint logs can provide some clues about the file’s origin or
activity, but it may not be reliable or accurate, especially if the logs are tampered with or
incomplete. Using hexdump on the file’s contents can show the raw binary data of the file,
but it may not be easy or feasible to interpret the metadata from the hex output,
especially if the file is large or encrypted. References: 1: How do I get the meta-data of a
video file? 2: How to check if an mp4 file contains malware? 3: [Hexdump - Wikipedia]

Questions # 16:

A security officer is implementing a security awareness program and is placing security-
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themed posters around the building and is assigning online user training. Which of the
following would the security officer most likely implement?

Options:

 A.

Password policy

 B.

Access badges

 C.

Phishing campaign

 D.

Risk assessment

Answer

C

Questions # 17:

Which of the following is an example of implementing Zero Trust architecture?

Options:

 A.

Building strong network boundaries to prevent intrusion

 B.

Verifying user identity once at the start of the session

 C.

Granting resource access after continuous validation

 D.

Prioritizing perimeter defense to block external threats
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Answer

C
Explanation

The best answer is C. Granting resource access after continuous validation.

Zero Trust architecture is based on the principle of never trust, always verify. Access
should not be granted simply because a user or device is inside the network or was
authenticated once earlier. Instead, access decisions should be based on continuous
validation of identity, device health, context, and other relevant factors.

This means users and devices are evaluated repeatedly and granted only the minimum
access necessary.

Why the other options are incorrect:

A. Building strong network boundaries to prevent intrusionThis reflects a traditional
perimeter-based security model, not Zero Trust.

B. Verifying user identity once at the start of the sessionZero Trust does not rely on one-
time authentication alone. It emphasizes ongoing verification.

D. Prioritizing perimeter defense to block external threatsAgain, this focuses on perimeter
security rather than continuous, identity- and context-based access control.

From a Security+ perspective, Zero Trust is best represented by continuous validation
before and during access, which makes C correct.

Questions # 18:

A security analyst is investigating an application server and discovers that software on the
server is behaving abnormally. The software normally runs batch jobs locally and does not
generate traffic, but the process is now generating outbound traffic over random high ports.
Which of the following vulnerabilities has likely been exploited in this software?

Options:

 A.

Memory injection

 B.

Race condition
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 C.

Side loading

 D.

SQL injection

Answer

A
Explanation

Memory injection vulnerabilities allow unauthorized code or commands to be executed
within a software program, leading to abnormal behavior such as generating outbound
traffic over random high ports. This issue often arises from software not properly
validating or encoding input, which can be exploited by attackers to inject malicious
code.References: CompTIA Security+ SY0-701 course content and official CompTIA study
resources.

Questions # 19:

Which of the following is the most likely to be included as an element of communication in a
security awareness program?

Options:

 A.

Reporting phishing attempts or other suspicious activities

 B.

Detecting insider threats using anomalous behavior recognition

 C.

Verifying information when modifying wire transfer data

 D.

Performing social engineering as part of third-party penetration testing
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Answer

A
Explanation

A security awareness program is a set of activities and initiatives that aim to educate and
inform the users and employees of an organization about the security policies,
procedures, and best practices. A security awareness program can help to reduce the
human factor in security risks, such as social engineering, phishing, malware, data
breaches, and insider threats. A security awareness program should include various
elements of communication, such as newsletters, posters, videos, webinars, quizzes,
games, simulations, and feedback mechanisms, to deliver the security messages and
reinforce the security culture. One of the most likely elements of communication to be
included in a security awareness program is reporting phishing attempts or other
suspicious activities, as this can help to raise the awareness of the users and employees
about the common types of cyberattacks and how to respond to them. Reporting phishing
attempts or other suspicious activities can also help to alert the security team and enable
them to take appropriate actions to prevent or mitigate the impact of the attacks.
Therefore, this is the best answer among the given options.

The other options are not as likely to be included as elements of communication in a
security awareness program, because they are either technical or operational tasks that
are not directly related to the security awareness of the users and employees. Detecting
insider threats using anomalous behavior recognition is a technical task that involves
using security tools or systems to monitor and analyze the activities and behaviors of the
users and employees and identify any deviations or anomalies that may indicate malicious
or unauthorized actions. This task is usually performed by the security team or the
security operations center, and it does not require the communication or participation of
the users and employees. Verifying information when modifying wire transfer data is an
operational task that involves using verification methods, such as phone calls, emails, or
digital signatures, to confirm the authenticity and accuracy of the information related to
wire transfers, such as the account number, the amount, or the recipient. This task is
usually performed by the financial or accounting department, and it does not involve the
security awareness of the users and employees. Performing social engineering as part of
third-party penetration testing is a technical task that involves using deception or
manipulation techniques, such as phishing, vishing, or impersonation, to test the security
posture and the vulnerability of the users and employees to social engineering attacks.
This task is usuallyperformed by external security professionals or consultants, and it does
not require the communication or consent of the users and employees. Therefore, these
options are not the best answer for this question. References = Security Awareness and
Training – CompTIA Security+ SY0-701: 5.2, video at 0:00; CompTIA Security+ SY0-701
Certification Study Guide, page 263.

Questions # 20:
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Security controls in a data center are being reviewed to ensure data is properly protected and
that human life considerations are included. Which of the following best describes how the
controls should be set up?

Options:

 A.

Remote access points should fail closed.

 B.

Logging controls should fail open.

 C.

Safety controls should fail open.

 D.

Logical security controls should fail closed.

Answer

C
Explanation

Safety controls are security controls that are designed to protect human life and physical
assets from harm or damage. Examples of safety controls include fire alarms, sprinklers,
emergency exits, backup generators, and surge protectors. Safety controls should fail
open, which means that they should remain operational or allow access when a failure or
error occurs. Failing open can prevent or minimize the impact of a disaster, such as a fire,
flood, earthquake, or power outage, on human life and physical assets. For example, if a
fire alarm fails, it should still triggerthe sprinklers and unlock the emergency exits, rather
than remain silent and locked. Failing open can also ensure that essential services, such
as healthcare, transportation, or communication, are available during a crisis. Remote
access points, logging controls, and logical security controls are other types of security
controls, but they should not fail open in a data center. Remote access points are security
controls that allow users or systems to access a network or a system from a remote
location, such as a VPN, a web portal, or a wireless access point. Remote access points
should fail closed, which means that they should deny access when a failure or error
occurs. Failing closed can prevent unauthorized or malicious access to the data center’s
network or systems, such as by hackers, malware, or rogue devices. Logging controls are
security controls that record and monitor the activities and events that occur on a network
or a system, such as user actions, system errors, security incidents, or performance
metrics. Logging controls should also fail closed, which means that they should stop or
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suspend the activities or events when a failure or error occurs. Failing closed can prevent
data loss, corruption, or tampering, as well as ensure compliance with regulations and
standards. Logical security controls are security controls that use software or code to
protect data and systems from unauthorized or malicious access, modification, or
destruction, such as encryption, authentication, authorization, or firewall. Logical security
controls should also fail closed, which means that they should block or restrict access
when a failure or error occurs. Failing closed can prevent data breaches, cyberattacks, or
logical flaws, as well as ensure confidentiality, integrity, and availability of data and
systems. References: CompTIA Security+ Study Guide: Exam SY0-701, 9th Edition, page
142-143, 372-373, 376-377

Questions # 21:

Which of the following is a type of vulnerability that refers to the unauthorized installation of
applications on a device through means other than the official application store?

Options:

 A.

Cross-site scripting

 B.

Buffer overflow

 C.

Jailbreaking

 D.

Side loading

Answer

D
Explanation

Side loading refers to the process of installing applications on a device from outside the
official app store, which can introduce security vulnerabilities by bypassing standard app
validation processes.References: Security+ SY0-701 Course Content​, Security+ SY0-601
Book​.
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Questions # 22:

An organization disabled unneeded services and placed a firewall in front of a business-critical
legacy system. Which of the following best describes the actions taken by the organization?

Options:

 A.

Exception

 B.

Segmentation

 C.

Risk transfer

 D.

Compensating controls

Answer

D
Explanation

Compensating controls are alternative security measures that are implemented when the
primary controls are not feasible, cost-effective, or sufficient to mitigate the risk. In this
case, the organization used compensating controls to protect the legacy system from
potential attacks by disabling unneeded services and placing a firewall in front of it. This
reduced the attack surface and the likelihood of exploitation.

[References:, Official CompTIA Security+ Study Guide (SY0-701), page 29, Security
Controls - CompTIA Security+ SY0-701 - 1.1 1, , , , , , , , , , ]

Questions # 23:

You are security administrator investigating a potential infection on a network.

Click on each host and firewall. Review all logs to determine which host originated the Infecton
and then deny each remaining hosts clean or infected.
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Explanation

> A screenshot of a computer AI-generated content may be incorrect.

Based on the logs, it seems that the host that originated the infection is 192.168.10.22.
This host has a suspicious process named svchost.exe running on port 443, which is
unusual for a Windows service. It also has a large number of outbound connections to
different IP addresses on port 443, indicating that it is part of a botnet.

The firewall log shows that this host has been communicating with 10.10.9.18, which is
another infected host on the engineering network. This host also has a suspicious process
named svchost.exe running on port 443, and a large number of outbound connections to
different IP addresses on port 443.

The other hosts on the R & D network (192.168.10.37 and 192.168.10.41) are clean, as
they do not have any suspicious processes or connections.

Questions # 24:

A manufacturing organization receives the results from a penetration test. According to the
results, legacy devices that are critical to continued business function display vulnerabilities.
The devices have minimal vendor support and should be segmented and monitored closely.
Which of the following devices were most likely identified?
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Options:

 A.

Workstations

 B.

Embedded systems

 C.

Core router

 D.

DNS server

Answer

B
Explanation

The scenario describes legacy, business-critical devices with minimal vendor support that
must be segmented and closely monitored. This strongly matches embedded systems
commonly found in manufacturing environments (e.g., industrial machinery controllers,
sensors, ICS/SCADA components). The Study Guide defines embedded systems as:
“Embedded systems are computer systems that are built into other devices. Industrial
machinery, appliances, and cars are all places where you may have encountered
embedded systems.” Manufacturing organizations often can’t easily replace or patch
these systems because they have long lifecycles and may depend on specialized
firmware/RTOS and proprietary integrations. The same guide warns that
legacy/unsupported platforms create risk due to lack of vendor security patches and
recommends compensating controls: “Lack of support implies that no new security
patches… will be released… In cases where the organization simply must continue using
an unsupported operating system, best practice dictates isolating the system as much as
possible… and applying as many compensating security controls as possible, such as
increased monitoring and implementing strict network firewall rules.”

That guidance directly supports the question’s “segmented and monitored closely”
language. Workstations typically have stronger patch/support options; core routers and
DNS servers are important, but they are not usually described as embedded legacy
devices with minimal vendor support in a manufacturing context.

[References: Embedded systems definition and manufacturing examples ;
legacy/unsupported systems require isolation/monitoring compensating controls ., , , , , ]
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Questions # 25:

Which of the following alert types is the most likely to be ignored over time?

Options:

 A.

True positive

 B.

True negative

 C.

False positive

 D.

False negative

Answer

C
Explanation

A false positive is an alert that incorrectly identifies benign activity as malicious. Over
time, if an alerting system generates too many false positives, security teams are likely to
ignore these alerts, resulting in " alert fatigue. " This increases the risk of missing genuine
threats.

True positives and true negatives are accurate and should be acted upon.

False negatives are more dangerous because they fail to identify real threats, but they are
not " ignored " since they do not trigger alerts​​.

Questions # 26:

Company A jointly develops a product with Company B, which is located in a different country.
Company A finds out that their intellectual property is being shared with unauthorized
companies. Which of the following has been breached?
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Options:

 A.

SLA

 B.

AUP

 C.

SOW

 D.

MOA

Answer

D
Explanation

Detailed Explanation:A Memorandum of Agreement (MOA) outlines terms of cooperation,
including restrictions on sharing intellectual property. A breach indicates the terms of the
agreement were violated, compromising confidentiality or usage terms. Reference:
CompTIASecurity+ SY0-701 Study Guide, Domain 5: Security Program Management,
Section: " Third-Party Risk Management " ​​.

Questions # 27:

An administrator discovers a cross-site scripting vulnerability on a company website. Which of
the following will most likely remediate the issue?

Options:

 A.

Input validation

 B.

NGFW

 C.
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Vulnerability scan

 D.

WAF

Answer

A
Explanation

Cross-site scripting (XSS) occurs when a web application fails to properly validate or
sanitize user input, allowing attackers to inject malicious scripts into web pages viewed by
other users. The most effective remediation is input validation, which ensures that only
safe, expected data is accepted by the application.

Security+ SY0-701 highlights input validation as a primary defense against:

XSS

SQL injection

Command injection

Path traversal attacks

By validating and sanitizing input at both the client and server layers, organizations can
strip harmful characters, block script tags, enforce strict data types, and ensure proper
encoding.

A NGFW (B) or WAF (D) can mitigate attacks by blocking malicious payloads, but they do
not fix the root cause within the web application. A vulnerability scan (C) identifies the
issue but does not remediate it.

Therefore, only input validation (A) directly resolves the underlying coding flaw
responsible for XSS.

Questions # 28:

An organization maintains intellectual property that it wants to protect. Which of the following
concepts would be most beneficial to add to the company ' s security awareness training
program?
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Options:

 A.

Insider threat detection

 B.

Simulated threats

 C.

Phishing awareness

 D.

Business continuity planning

Answer

A

Questions # 29:

The management team reports employees are missing features on company-provided tablets,
causing productivity issues. The team directs IT to resolve the issue within 48 hours. Which of
the following is the best solution?

Options:

 A.

EDR

 B.

COPE

 C.

MDM

 D.

FDE
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Answer

C
Explanation

The best solution is Mobile Device Management (MDM), which allows IT administrators to
centrally configure, update, and push applications or settings to company-owned devices.
When employees report missing features or misconfigurations, MDM platforms enable
rapid remote remediation, policy enforcement, patch distribution, and application
deployment—all of which can be completed within the 48-hour requirement.

Security+ SY0-701 emphasizes MDM as the primary tool for ensuring consistent
configuration baselines, enforcing security restrictions, deploying apps, and preventing
unauthorized changes on mobile devices.

EDR (A) provides threat detection, not configuration restoration.

COPE (B) is a device ownership model (Corporate Owned, Personally Enabled); it does not
solve configuration issues.

FDE (D) encrypts storage, unrelated to missing features.

Therefore, C: MDM is the correct answer.

Questions # 30:

An administrator is creating a secure method for a contractor to access a test environment.
Which of the following would provide the contractor with the best access to the test
environment?

Options:

 A.

Application server

 B.

Jump server

 C.

RDP server

 D.
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Proxy server

Answer

B

Questions # 31:

An attacker submits a request containing unexpected characters in an attempt to gain
unauthorized access to information within the underlying systems. Which of the following best
describes this attack?

Options:

 A.

Side loading

 B.

Target of evaluation

 C.

Resource reuse

 D.

SQL injection

Answer

D

Questions # 32:

A penetration tester is testing the security of a building’s alarm system. Which type of
penetration test is being conducted?

Options:

 A.
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Physical

 B.

Defensive

 C.

Integrated

 D.

Continuous

Answer

A
Explanation

Testing the security of a building ' s alarm system falls under physical penetration testing.
According to Security+ SY0-701, physical penetration tests evaluate the effectiveness of
physical security controls such as locks, alarms, cameras, sensors, badge readers, and
access control points. These tests simulate real-world attempts to bypass or disable
physical protections.

Defensive testing (B) refers to defensive security operations, not pen testing scope.
Integrated testing (C) relates to combined system evaluations but is not a standard pen
testing category. Continuous testing (D) refers to ongoing automated tests, not physical
alarm evaluation.

Thus, the correct answer is A: Physical.

Questions # 33:

A company ' s online shopping website became unusable shortly after midnight on January 30,
2023. When a security analyst reviewed the database server, the analyst noticed the following
code used for backing up data:

Which of the following should the analyst do next?

Options:

 A.

Check for recently terminated DBAs.
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 B.

Review WAF logs for evidence of command injection.

 C.

Scan the database server for malware.

 D.

Search the web server for ransomware notes.

Answer

B

Questions # 34:

Which of the following would a security administrator use to comply with a secure baseline
during a patch update?

Options:

 A.

Information security policy

 B.

Service-level expectations

 C.

Standard operating procedure

 D.

Test result report

Answer

C
Explanation

Detailed Explanation:Standard operating procedures (SOPs) outline the steps to be
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followed to maintain a secure baseline, such as testing and deploying patches while
minimizing risk to the system. Reference: CompTIA Security+ SY0-701 Study Guide,
Domain 4: Security Operations, Section: " Patch Management and Baseline Compliance " ​​.

Questions # 35:

The Chief Information Security Officer wants to put security measures in place to protect PlI.
The organization needs to use its existing labeling and classification system to accomplish this
goal. Which of the following would most likely be configured to meet the requirements?

Options:

 A.

Tokenization

 B.

S/MIME

 C.

DLP

 D.

MFA

Answer

C
Explanation

Data Loss Prevention (DLP) systems are typically configured to protect sensitive data such
as Personally Identifiable Information (PII) within an organization. DLP tools enforce
policies that monitor, detect, and block the unauthorized transmission of sensitive data.
By leveraging the organization’s existing labeling and classification system, DLP solutions
can identify and protect data based on its classification, ensuring that PII is appropriately
secured according to organizational policies.

References =

CompTIA Security+ SY0-701 Course Content: Domain 03 Security Architecture​.

CompTIA Security+ SY0-601 Study Guide: Chapter on Network Security and DLP​.
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Questions # 36:

Which of the following roles, according to the shared responsibility model, is responsible for
securing the company’s database in an IaaS model for a cloud environment?

Options:

 A.

Client

 B.

Third-party vendor

 C.

Cloud provider

 D.

DBA

Answer

A
Explanation

According to the shared responsibility model, the client and the cloud provider have
different roles and responsibilities for securing the cloud environment, depending on the
service model. In an IaaS (Infrastructure as a Service) model, the cloud provider is
responsible for securing the physical infrastructure, such as the servers, storage, and
network devices, while the client is responsible for securing the operating systems,
applications, and data that run on the cloud infrastructure. Therefore, the client is
responsible for securing the company’s database in an IaaS model for a cloud
environment, as the database is an application that stores data. The client can use various
security controls, such as encryption, access control, backup, and auditing, to protect the
database from unauthorized access, modification, or loss. The third-party vendor and the
DBA (Database Administrator) are not roles defined by the shared responsibility model,
but they may be involved in the implementation or management of the database
security. References = CompTIA Security+ SY0-701 Certification Study Guide, page
263-264; Professor Messer’s CompTIA SY0-701 Security+ Training Course, video 3.1 -
Cloud and Virtualization, 5:00 - 7:40.
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Questions # 37:

Visitors to a secured facility are required to check in with a photo ID and enter the facility
through an access control vestibule Which of the following but describes this form of security
control?

Options:

 A.

Physical

 B.

Managerial

 C.

Technical

 D.

Operational

Answer

A
Explanation

A physical security control is a device or mechanism that prevents unauthorized access to
a physical location or asset. An access control vestibule, also known as a mantrap, is a
physical security control that consists of a small space with two sets of interlocking doors,
such that the first set of doors must close before the second set opens. This prevents
unauthorized individuals from following authorized individuals into the facility, a practice
known as piggybacking or tailgating. A photo ID check is another form of physical security
control that verifies the identity of visitors. Managerial, technical, and operational security
controls are not directly related to physical access, but rather to policies, procedures,
systems, and processes that support security objectives. References: CompTIA Security+
Study Guide: Exam SY0-701, 9th Edition, page 341; Mantrap (access control) - Wikipedia2

Questions # 38:

Which of the following threat actors would most likely target an organization by using a logic
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bomb within an internally-developed application?

Options:

 A.

Nation-state

 B.

Trusted insider

 C.

Organized crime group

 D.

Hacktivist

Answer

B
Explanation

A logic bomb is a malicious code segment hidden inside legitimate software that triggers
under specific conditions (dates, system states, user actions). Because logic bombs
require direct access to source code or the development environment, the most likely
attacker is a trusted insider—especially a disgruntled developer or administrator with the
ability to modify internal applications.

Security+ SY0-701 emphasizes that insider threats have:

Elevated access

Knowledge of internal systems

Ability to manipulate production code

Motivation driven by revenge, termination, or personal grievances

These factors make insiders uniquely capable of embedding logic bombs into internally-
developed applications.

Nation-state actors (A) typically target critical infrastructure or advanced espionage, not
internal business apps. Organized crime groups (C) seek financial gain and generally do
not have internal code access. Hacktivists (D) focus on ideological disruption, typically
through external attacks, not internal code manipulation.
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Thus, the threat actor most likely to plant a logic bomb in internal software is B: Trusted
insider.

Questions # 39:

A security analyst receives an alert that there was an attempt to download known malware.
Which of the following actions would allow the best chance to analyze the malware?

Options:

 A.

Review the IPS logs and determine which command-and-control IPs were blocked.

 B.

Analyze application logs to see how the malware attempted to maintain persistence.

 C.

Run vulnerability scans to check for systems and applications that are vulnerable to the
malware.

 D.

Obtain and execute the malware in a sandbox environment and perform packet captures.

Answer

D
Explanation

To analyze malware behavior in detail, the best approach is toexecute the malware in a
sandbox (D)andcapture its network activity. This providesreal-time analysisof how the
malware behaves, spreads, and communicates.

This method is highlighted inDomain 2.1under " Analyzing indicators of compromise " and
usingsandboxing and packet captureto study malware.

[Reference: CompTIA Security+ SY0-701 Objectives, Domain 2.1 – “Indicators of malicious
activity: Perform packet captures; sandboxing for malware analysis.”, , , , , , , , , , ]

Questions # 40:
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An organization is looking to optimize its environment and reduce the number of patches
necessary for operating systems. Which of the following will best help to achieve this
objective?

Options:

 A.

Microservices

 B.

Virtualization

 C.

Real-time operating system

 D.

Containers

Answer

D

Questions # 41:

Which of the following is the best mitigation for a zero-day vulnerability found in mission-
critical production servers that must be highly available?

Options:

 A.

Virtualizing and migrating to a containerized instance

 B.

Removing and sandboxing to an isolated network

 C.

Monitoring and implementing compensating controls
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 D.

Patching and redeploying to production as quickly as possible

Answer

C
Explanation

When a zero-day vulnerability is discovered in mission-critical systems that require high
availability, immediate patching is often not possible due to lack of available patches or
the risk of disrupting critical operations. In such cases, the best practice is to implement
compensating controls (such as increased monitoring, access controls, network
segmentation, or web application firewalls) to mitigate risk until a patch or permanent
solution can be safely applied.

[Reference:, CompTIA Security+ SY0-701 Official Study Guide, Domain 2.4: "For zero-day
vulnerabilities in critical systems, compensating controls and heightened monitoring are
often necessary to maintain availability and security until an official patch is available.",
Exam Objectives 2.4: “Given a scenario, implement secure system design.”, , , , , , , , , ]

Questions # 42:

In a rush to meet an end-of-year business goal, the IT department was told to implement a
new business application. The security engineer reviews the attributes of the application and
decides the time needed to perform due diligence is insufficient from a cybersecurity
perspective. Which of the following best describes the security engineer ' s response?

Options:

 A.

Risk tolerance

 B.

Risk acceptance

 C.

Risk importance

 D.

Risk appetite
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Answer

D
Explanation

Risk appetite refers to the level of risk that an organization is willing to accept in order to
achieve its objectives. In this scenario, the security engineer is concerned that the
timeframe for implementing a new application does not allow for sufficient cybersecurity
due diligence. This reflects a situation where the organization’s risk appetite might be too
high if it proceeds without the necessary security checks.

References = CompTIA Security+ SY0-701 study materials, particularly in the domain of
risk management and understanding organizational risk appetite​​.

Questions # 43:

Which of the following is a benefit of vendor diversity?

Options:

 A.

Patch availability

 B.

Zero-day resiliency

 C.

Secure configuration guide applicability

 D.

Load balancing

Answer

B

Questions # 44:
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An organization recently updated its security policy to include the following statement:

Regular expressions are included in source code to remove special characters such as $, |, ;. &
, `, and ? from variables set by forms in a web application.

Which of the following best explains the security technique the organization adopted by
making this addition to the policy?

Options:

 A.

Identify embedded keys

 B.

Code debugging

 C.

Input validation

 D.

Static code analysis

Answer

C
Explanation

Input validation is a security technique that checks the user input for any malicious or
unexpected data before processing it by the application. Input validation can prevent
various types of attacks, such as injection, cross-site scripting, buffer overflow, and
command execution, that exploit the vulnerabilities in the application code. Input
validation can be performed on both the client-side and the server-side, using methods
such as whitelisting, blacklisting, filtering, sanitizing, escaping, and encoding. By including
regular expressions in the source code to remove special characters from the variables set
by the forms in the web application, the organization adopted input validation as a
security technique. Regular expressions are patterns that match a specific set of
characters or strings, and can be used to filter out any unwanted or harmful input. Special
characters, such as $, |, ;, & , `, and ?, can be used by attackers to injectcommands or
scripts into the application, and cause damage or data theft. By removing these
characters from the input, the organization can reduce the risk of such attacks.

Identify embedded keys, code debugging, and static code analysis are not the security
techniques that the organization adopted by making this addition to the policy. Identify
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embedded keys is a process of finding and removing any hard-coded keys or credentials
from the source code, as these can pose a security risk if exposed or compromised. Code
debugging is a process of finding and fixing any errors or bugs in the source code, which
can affect the functionality or performance of the application. Static code analysis is a
process of analyzing the source code without executing it, to identify any vulnerabilities,
flaws, or coding standards violations. These techniques are not related to the use of
regular expressions to remove special characters from the input.

References = CompTIA Security+ SY0-701 Certification Study Guide, page 375-376;
Professor Messer’s CompTIA SY0-701 Security+ Training Course, video 4.1 - Vulnerability
Scanning, 8:00 - 9:08; Application Security – SY0-601 CompTIA Security+ : 3.2, 0:00 -
2:00.

Questions # 45:

While analyzing SIEM alerts for a company ' s WAF, an incident response analyst observes the
following:

https://corporate-A.com/loadimage?filename=/etc/

https://corporate-A.com/loadimage?filename=../../etc/passwd

https://corporate-A.com/loadimage?filename=./etc/passwd

Which of the following best describes the observed behavior?

Options:

 A.

Credential replay

 B.

Directory traversal

 C.

Brute-force attack

 D.

Resource exhaustion
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Answer

B
Explanation

The best answer is B. Directory traversal.

The URLs show attempts to manipulate the filename parameter in order to access
sensitive files and directories on the server, especially:

/etc/

/../etc/passwd

/etc/passwd

This is a classic directory traversal attack, also known as path traversal. The attacker is
trying to move outside the intended directory structure and access protected operating
system files. The reference to /etc/passwd is a common indicator of an attempt to read
sensitive files on Unix/Linux systems.

Why the other options are incorrect:

A. Credential replayCredential replay involves reusing captured authentication credentials,
which is not what these requests show.

C. Brute-force attackA brute-force attack involves repeated guessing, usually of
passwords, keys, or codes. That is not the behavior shown here.

D. Resource exhaustionResource exhaustion involves overwhelming a system with
requests or usage to reduce availability. These examples instead show attempts to access
files through manipulated paths.

From a Security+ standpoint, attacks using ../ to escape directories are a well-known
example of directory traversal, so B is the correct answer.

Questions # 46:

Which of the following would be the best ways to ensure only authorized personnel can access
a secure facility? (Select two).

Options:

 A.

Fencing
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 B.

Video surveillance

 C.

Badge access

 D.

Access control vestibule

 E.

Sign-in sheet

 F.

Sensor

Answer

C, D
Explanation

Badge access and access control vestibule are two of the best ways to ensure only
authorized personnel can access a secure facility. Badge access requires the personnel to
present a valid and authenticated badge to a reader or scanner that grants or denies
access based on predefined rules and permissions. Access control vestibule is a physical
security measure that consists of a small room or chamber with two doors, one leading to
the outside and one leading to the secure area. The personnel must enter the vestibule
and wait for the first door to close and lock before the second door can be opened. This
prevents tailgating or piggybacking by unauthorized individuals. References: CompTIA
Security+ Study Guide: Exam SY0-701, 9th Edition, Chapter 4, pages 197-1981

Questions # 47:

Which of the following are the best security controls for controlling on-premises access?
(Select two.)

Options:

 A.

Swipe card
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 B.

Picture ID

 C.

Phone authentication application

 D.

Biometric scanner

 E.

Camera

 F.

Memorable

Answer

A, D
Explanation

Detailed Explanation:Swipe cards and biometric scanners are commonly used to control
on-premises access due to their reliability and ability to restrict unauthorized entry. Swipe
cards provide physical access control, while biometric scanners ensure identity
verification. Reference: CompTIA Security+ SY0-701 Study Guide, Domain 1: General
Security Concepts, Section: " Physical Security Controls " ​​.

Questions # 48:

Which of the following must be considered when designing a high-availability network? (Select
two).

Options:

 A.

Ease of recovery

 B.

Ability to patch
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 C.

Physical isolation

 D.

Responsiveness

 E.

Attack surface

 F.

Extensible authentication

Answer

A, E
Explanation

A high-availability network is a network that is designed to minimize downtime and ensure
continuous operation of critical services and applications. To achieve this goal, a high-
availability network must consider two important factors: ease of recovery and attack
surface.

Ease of recovery refers to the ability of a network to quickly restore normal functionality
after a failure, disruption, or disaster. A high-availability network should have mechanisms
such as redundancy, failover, backup, and restore to ensure that any single point of failure
does not cause a complete network outage. A high-availability network should also have
procedures and policies for incident response, disaster recovery, and business continuity
to minimize the impact of any network issue on the organization’s operations and
reputation.

Attack surface refers to the exposure of a network to potential threats and vulnerabilities.
A high-availability network should have measures such as encryption, authentication,
authorization,firewall, intrusion detection and prevention, and patch management to
protect the network from unauthorized access, data breaches, malware, denial-of-service
attacks, and other cyberattacks. A high-availability network should also have processes
and tools for risk assessment, threat intelligence, vulnerability scanning, and penetration
testing to identify and mitigate any weaknesses or gaps in the network security.

[References: CompTIA Security+ Study Guide: Exam SY0-701, 9th Edition, Chapter 4:
Architecture and Design, pages 164-1651. CompTIA Security+ Certification Kit: Exam
SY0-701, 7th Edition, Chapter 4: Architecture and Design, pages 164-1652., , , , , , , , , , ]

Questions # 49:
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Which of the following is the best method to reduce the attack surface of an enterprise
network?

Options:

 A.

Disable unused network services on servers.

 B.

Use port security for wired connections.

 C.

Change default passwords for network printers.

 D.

Create a guest wireless network for visitors.

Answer

C

Questions # 50:

After a company was compromised, customers initiated a lawsuit. The company ' s attorneys
have requested that the security team initiate a legal hold in response to the lawsuit. Which of
the following describes the action the security team will most likely be required to take?

Options:

 A.

Retain the emails between the security team and affected customers for 30 days.

 B.

Retain any communications related to the security breach until further notice.

 C.

Retain any communications between security members during the breach response.
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 D.

Retain all emails from the company to affected customers for an indefinite period of time.

Answer

B
Explanation

A legal hold (also known as a litigation hold) is a notification sent from an organization’s
legal team to employees instructing them not to delete electronically stored information
(ESI) or discard paper documents that may be relevant to a new or imminent legal case. A
legal hold is intended to preserve evidence and prevent spoliation, which is the intentional
or negligent destruction of evidence that could harm a party’s case. A legal hold can be
triggered by various events, such as a lawsuit, a regulatory investigation, or a subpoena12

In this scenario, the company’s attorneys have requested that the security team initiate a
legal hold in response to the lawsuit filed by the customers after the company was
compromised. This means that the security team will most likely be required to retain any
communications related to the security breach until further notice. This could include
emails, instant messages, reports, logs, memos, or any other documents that could be
relevant to the lawsuit. The security team should also inform the relevant custodians (the
employees who have access to or control over the ESI) of their preservation obligations
and monitor their compliance. The security team should also document the legal hold
process and its scope, as well as take steps to protect the ESI from alteration, deletion, or
loss34

[References:, 1: CompTIA Security+ Study Guide: Exam SY0-701, 9th Edition, Chapter 6:
Risk Management, page 303 2: CompTIA Security+ Certification Kit: Exam SY0-701, 7th
Edition, Chapter 6: Risk Management, page 305 3: Legal Hold (Litigation Hold) - The Basics
of E-Discovery - Exterro 5 4: The Legal Implications and Consequences of a Data Breach 6,
, , , , , , , , , , , , , ]

Questions # 51:

Which of the following can a security director use to prioritize vulnerability patching within a
company ' s IT environment?

Options:

 A.

SOAR

 B.
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CVSS

 C.

SIEM

 D.

CVE

Answer

B
Explanation

The Common Vulnerability Scoring System (CVSS) is a standardized framework for
assessing the severity of security vulnerabilities. It helps organizations prioritize
vulnerability patching by providing a numerical score that reflects the potential impact
and exploitability of a vulnerability. CVSS scores are used to gauge the urgency of
patching vulnerabilities within a company’s IT environment.

References =

CompTIA Security+ SY0-701 Course Content: Domain 05 Security Program Management
and Oversight​.

CompTIA Security+ SY0-601 Study Guide: Chapter on Vulnerability Management​.

Questions # 52:

A company ' s accounting department receives an urgent payment message from the
company ' s bank domain with instructions to wire transfer funds. The sender requests that
the transfer be completed as soon as possible. Which of the following attacks is described?

Options:

 A.

Business email compromise

 B.

Vishing

 C.
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Spear phishing

 D.

Impersonation

Answer

A
Explanation

This is a classic example of Business Email Compromise (BEC), where attackers spoof or
compromise trusted email accounts to trick employees into performing unauthorized
financial transactions.

Vishing (B) is voice phishing, spear phishing (C) targets individuals with customized
messages, and impersonation (D) is a general term for identity deception but BEC
specifically describes financial fraud via email.

BEC is a major threat covered in the Threats domain of SY0-701【6:Chapter 2†CompTIA
Security+ Study Guide】

Questions # 53:

A company ' s marketing department collects, modifies, and stores sensitive customer data.
The infrastructure team is responsible for securing the data while in transit and at rest. Which
of the following data roles describes the customer?

Options:

 A.

Processor

 B.

Custodian

 C.

Subject

 D.

Owner
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Answer

C
Explanation

According to the CompTIA Security+ SY0-701 Certification Study Guide, data subjects are
the individuals whose personal data is collected, processed, or stored by an organization.
Data subjects have certain rights and expectations regarding how their data is handled,
such as the right to access, correct, delete, or restrict their data. Data subjects are
different from data owners, who are the individuals or entities that have the authority and
responsibility to determine how data is classified, protected, and used. Data subjects are
also different from data processors, who are the individuals or entities that perform
operations on data on behalf of the data owner, such as collecting, modifying, storing, or
transmitting data. Data subjects are also different from data custodians, who are the
individuals or entities that implement the security controls and procedures specified by
the data owner to protect data while in transit and at rest.

ReferencesCompTIA Security+ SY0-701 Certification Study Guide, Chapter 2: Data
Security, page 511

Questions # 54:

A systems administrator receives the following alert from a file integrity monitoring tool:

The hash of the cmd.exe file has changed.

The systems administrator checks the OS logs and notices that no patches were applied in the
last two months. Which of the following most likely occurred?

Options:

 A.

The end user changed the file permissions.

 B.

A cryptographic collision was detected.

 C.

A snapshot of the file system was taken.

 D.

A rootkit was deployed.
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Answer

D
Explanation

 A rootkit is a type of malware that modifies or replaces system files or processes to hide
its presence and activity. A rootkit can change the hash of the cmd.exe file, which is a
command-line interpreter for Windows systems, to avoid detection by antivirus or file
integrity monitoring tools. A rootkit can also grant the attacker remote access and control
over the infected system, as well as perform malicious actions such as stealing data,
installing backdoors, or launching attacks on other systems. A rootkit is one of the most
difficult types of malware to remove, as it can persist even after rebooting or reinstalling
the OS. References = CompTIA Security+ Study Guide with over 500 Practice Test
Questions: Exam SY0-701, 9th Edition, Chapter 4, page 147. CompTIA Security+ SY0-701
Exam Objectives, Domain 1.2, page 9.
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