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Questions # 1:

What are the main use cases that connected roadways and intersections enable?

Options:
O A.

connecting both serial and ethernet field devices, and remote and mobile asset connectivity
O B.

connectivity for traffic signal controller, video surveillance, and digital signage

O C.

public safety fleet monitoring, and predictive maintenance for rail

O D.

alternate routing of vehicles, and counting the number of passengers on public transportation

Answer

B
Explanation

Connected roadways and intersections primarily enable the connectivity for traffic signal
controllers, video surveillance, and digital signage. These technologies are integrated to
manage traffic flow more efficiently, enhance road safety, and provide real-time
information to drivers and pedestrians. This integration supports smart city initiatives by
improving traffic management, reducing congestion, and increasing safety and
information dissemination at roadways and intersections.

References:This answer reflects common smart roadway solutions that leverage
connectivity to optimize traffic management and enhance public safety, as outlined in
various Cisco smart city and loT deployments.

Questions # 2:

What is the primary business outcome for an outdoor connectivity use case?
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Options:

O A.

improved safety by connecting surveillance cameras

O B.

improved emergency services with onboard vehicle connectivity
O C.

improved data offloading from machines

O D.

improved operational efficiency via real-time process visibility

Answer

D
Explanation

The primary business outcome for outdoor connectivity use cases, such as in industrial
sites or large outdoor facilities, is improved operational efficiency achieved through real-
time process visibility. By enabling connectivity in outdoor environments, organizations
can monitor processes in real-time, receive timely data, and make informed decisions that
optimize operations and reduce downtime.

References:This conclusion is supported by the general benefits of IoT connectivity in
enhancing visibility and control over operations in various industries, particularly in
extensive outdoor settings.

Questions # 3:

What is the primary purpose of utility substations?

Options:
O A.
monitor the reliable and efficient delivery of power into the distribution grid

O B.
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FLISR: fault isolation, recovery, and service restoration
O C.

Volt-VAR reactive power control

O D.

provide physical security for the grid

Answer

A
Explanation

The primary purpose of utility substations is to monitor and ensure the reliable and
efficient delivery of power into the distribution grid. Substations play a crucial role in
transforming voltage levels between high transmission voltages and lower distribution
voltages, and in managing the flow of electrical power in various directions, ensuring
stability and efficiency in the power supply to residential, commercial, and industrial users.

References:This explanation is based on the fundamental functions of substations within
electrical grids, as described in basic electrical engineering principles and utility operation
standards.

Questions # 4:

Which IE product is a rack mount switch?

Options:
O A.
E3300

O B.
IE3400

O C.
IE4000

O D.
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IE5000

Answer

D
Explanation

The Cisco IE5000 is a rack mount switch designed for industrial environments. This
product is ideal for applications that require ruggedized switches with high-density
connectivity and advanced network management features in a rack mount form factor. It
is particularly suited for use in industrial, energy, and transportation sectors where rack
mount equipment is often necessary.

References:The specification of the IE5000 as a rack mount switch is well-documented in
Cisco’s product descriptions, highlighting its design and utility in industrial network setups.

Questions # 5:

What are the key products in the connected factory use cases?

Options:

O A.

Catalyst IE 3800, Catalyst 9000, IR829

O B.

IE Switches, Cyber Vision, Industrial Network Director
O C.

IW6300, AP1572, MR210

O D.

CGR2010, CGR1240, IR510

Answer

B
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Explanation

In connected factory use cases, the key Cisco products include IE Switches, Cyber Vision,
and the Industrial Network Director (IND). These products work together to provide robust
connectivity, security, and management for industrial environments. |[E Switches ensure
reliable network connections in harsh factory settings, Cyber Vision offers security and
visibility for industrial control systems, and IND provides centralized management and
monitoring capabilities.

References:This combination of products is integral to Cisco's connected factory solutions,
as detailed in Cisco’s industrial solutions portfolio, where they are described as essential
components for achieving comprehensive connectivity and security in manufacturing
environments.

Questions # 6:

With which products does Cisco Cyber Vision have a built-in integration?

Options:

O A.

FND, IND, loT Operations Dashboard
O B.

ISE, Firepower, Stealthwatch

O C.

vManage, DNA-Center, Webex

O D.

Industrial Asset Vision, Umbrella, Duo

Answer

B
Explanation

Cisco Cyber Vision is integrated with Cisco ISE (ldentity Services Engine), Cisco Firepower,
and Cisco Stealthwatch. This integration enhances the security capabilities of network
systems by providing extensive visibility into network activities and threats, thus allowing

Page 6 of 10



for better threat detection, response, and policy enforcement across an organization’s
network.

References:This information aligns with Cisco’s documentation on Cyber Vision, which
highlights its integration capabilities with these security products to offer a robust defense
against cyber threats in industrial environments.

Questions # 7:

How will Roadway solutions typically start?

Options:

O A.

secure multi-service infrastructure
O B.

best in breed solutions

O C.

resilient industrial security

O D.

DMZ

Answer

A
Explanation

In the context of roadway solutions, "secure multi-service infrastructure" typically refers to
the foundational framework that integrates multiple services, such as traffic management,
safety systems, and communications networks, in a secure and robust manner. This
infrastructure is essential for enabling advanced roadway systems that can adapt to
varying conditions and demands, ensuring efficient and safe transportation environments.

References:The answer is derived from common practices and conceptual understanding
within the domain of industrial and roadway infrastructure solutions, where security and
multi-service capabilities are crucial.
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Questions # 8:

Who is the typical buyer for Extended Enterprise Solutions?

Options:
O A.

CSO

O B.

oT

O C.

IT

O D.

Industrial Systems Integrators

Answer

C
Explanation

The typical buyer for Extended Enterprise Solutions within organizations is often the IT
department. IT professionals are responsible for ensuring the seamless integration and
management of enterprise solutions that extend beyond the traditional office space into
areas like remote locations, branch offices, and other off-campus environments. They
handle the oversight of deploying, managing, and securing the extended network to
support the organization’s operational needs.

References:This answer is derived from understanding the roles within organizations
where IT departments are typically tasked with overseeing and implementing technology
solutions that support broader business operations, including extended enterprise
environments.

Questions # 9:

Which products are a key component of a port or container terminal connectivity use case?
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Options:

O A.

Catalyst 3800
O B.

FND

O C.
CGR8140

O D.

Cisco Ultra-Reliable Wireless Backhaul

Answer

D
Explanation

In port or container terminal connectivity use cases, Cisco Ultra-Reliable Wireless Backhaul
is a key component. This technology provides high-capacity, low-latency wireless
connectivity that is essential for the real-time data transfer required in port operations. It
supports the seamless movement of containers by ensuring constant communication
between cranes, vehicles, and control stations, thereby enhancing operational efficiency
and reducing delays.

References:Cisco's solutions for ports and container terminals often emphasize the
importance of reliable, high-speed wireless connections to cope with the extensive area
and mobility demands typical of such environments.
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