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Questions # 1:

A company has the following security requirements:

. No public IPs

· All data secured at rest

. No insecure ports/protocols

After a cloud scan is completed, a security analyst receives reports that several
misconfigurations are putting the company at risk. Given the following cloud scanner output:

>

Which of the following should the analyst recommend be updated first to meet the security
requirements and reduce risks?

Options:

 A.

VM_PRD_DB

 B.

VM_DEV_DB

 C.

VM_DEV_Web02

 D.

VM_PRD_Web01

Answer

A
Explanation

To determine the highest priority for remediation, we must compare the configuration of
each VM against the three mandatory security requirements:

No public IPs

All data secured at rest (Encryption = Yes)
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No insecure ports/protocols (No unencrypted protocols like HTTP/Telnet)

1. Analyze the Compliance of VM_PRD_DB (Option A):

Asset Type: Production Database (High Value Target).

IP Config: public -> FAIL. (A production database should never be directly exposed
to the internet; it should reside in a private subnet).

Encryption: no -> FAIL. (Violates the "data secured at rest" policy).

Ingress Port: 80 (HTTP) -> FAIL. (Port 80 is cleartext/unencrypted. Using an
insecure protocol on a public interface puts data confidentiality at immediate risk).

Conclusion: This asset violates all three security policies and exposes the
organization's most critical data (Production DB) to the public internet via an
insecure channel.

2. Why the other options are lower priority:

B. VM_DEV_DB:

It uses a private IP (Pass) and Port 443 (Secure). It only fails the "Encryption"
check. Since it is a Development box and not publicly exposed, the risk is
significantly lower.

C. VM_DEV_Web02:

It exposes Port 22 (SSH). While exposing SSH to the internet is poor practice,
SSH is a secure protocol (encrypted), unlike Port 80. It also has encryption at
rest enabled.

D. VM_PRD_Web01:

It exposes Port 3389 (RDP). While RDP is a common attack vector (ransomware
entry point), the server has "Encryption at rest" enabled (Pass).

Comparison: While VM_PRD_Web01 is risky due to RDP, VM_PRD_DB is riskier
because it involves a Database (higher impact than a web server)
communicating over Port 80 (cleartext) with No Encryption at rest.
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Questions # 2:

A security analyst is reviewing events that occurred during a possible compromise. The
analyst obtains the following log:

>

Which of the following is most likely occurring, based on the events in the log?

Options:

 A.

An adversary is attempting to find the shortest path of compromise.

 B.

An adversary is performing a vulnerability scan.

 C.

An adversary is escalating privileges.

 D.

An adversary is performing a password stuffing attack..

Answer

A
Explanation

1. Analyze the Log Evidence: The log displays a specific sequence of rapid-fire events
(within 18 seconds) characteristic of automated reconnaissance tools used to map Active
Directory environments.

20:06:05 (LDAP Reads): The attacker queries the directory for high-value groups
(Domain Admins) and critical infrastructure (Domain Servers). They are not trying to
log in; they are reading the membership lists to see who is important and where the
servers are.

20:06:09 (EDR Enumeration): The attacker checks the local Administrators group.
This is to see if the current compromised user has admin rights or who does.

20:06:23 (SMB Connections): The host PC021 attempts to connect to multiple
other hosts. This indicates the attacker is testing where they can move laterally
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using the credentials or access they currently have.

2. Why this is "Finding the Shortest Path" (Option A): This behavior is the textbook
signature of tools like BloodHound (or its data collector, SharpHound).

Concept: Adversaries use these tools to visualize relationships in Active Directory.
They query LDAP to find out: "I am User A. Which computers can I access? Who is a
Domain Admin? Is a Domain Admin logged into a computer I can access?"

Goal: The tool calculates the mathematical "shortest path" (graph theory) from the
attacker's current low-level foothold to the ultimate target (Domain Admin).

The combination of LDAP querying (mapping the graph) and SMB connection
attempts (verifying sessions/local admin rights) confirms the adversary is mapping
out the network to find the most efficient route to total compromise.

Why the other options are incorrect:

B. An adversary is performing a vulnerability scan: Vulnerability scanners (like
Nessus or Qualys) typically probe ports and services to identify unpatched software
(CVEs). They generally do not focus on querying LDAP for "Domain Admins" group
membership as their primary action.

C. An adversary is escalating privileges: While the attacker intends to escalate
privileges eventually, the logs show enumeration (Discovery phase). They are
currently looking for the path to escalate, not actively exploiting a vulnerability (like
a kernel exploit) to change their privilege level in this specific snapshot.

D. An adversary is performing a password stuffing attack: Password stuffing
involves high volumes of failed authentication attempts against a login service. The
logs here show read operations and connection attempts, not the "Invalid Credential"
errors associated with stuffing.

Questions # 3:

An organization discovered a data breach that resulted in Pll being released to the public.
During the lessons learned review, the panel identified discrepancies regarding who was
responsible for external reporting, as well as the timing requirements. Which of the following
actions would best address the reporting issue?

Options:

 A.
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Creating a playbook denoting specific SLAs and containment actions per incident type

 B.

Researching federal laws, regulatory compliance requirements, and organizational policies to
document specific reporting SLAs

 C.

Defining which security incidents require external notifications and incident reporting in
addition to internal stakeholders

 D.

Designating specific roles and responsibilities within the security team and stakeholders to
streamline tasks

Answer

B
Explanation

Researching federal laws, regulatory compliance requirements, and organizational policies
to document specific reporting SLAs is the best action to address the reporting issue.
Reporting SLAs are service level agreements that specify the time frame and the format
for notifying the relevant authorities and the affected individuals of a data breach.
Reporting SLAs may vary depending on the type and severity of the breach, the type and
location of the data, the industry and jurisdiction of the organization, and the internal
policies of the organization. By researching and documenting the reporting SLAs for
different scenarios, the organization can ensure that it complies with the legal and ethical
obligations of data breach notification, and avoid any penalties, fines, or lawsuits that may
result from failing to report a breach in a timely and appropriate manner12. References:
When and how to report a breach: Data breach reporting best practices, Incident and
Breach Management

Questions # 4:

After identifying a threat, a company has decided to implement a patch management program
to remediate vulnerabilities. Which of the following risk management principles is the
company exercising?

Options:

 A.
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Transfer

 B.

Accept

 C.

Mitigate

 D.

Avoid

Answer

C
Explanation

Mitigate is the best term to describe the risk management principle that the company is
exercising, as it means to reduce the likelihood or impact of a risk. By implementing a
patch management program to remediate vulnerabilities, the company is mitigating the
threat of cyberattacks that could exploit those vulnerabilities and compromise the security
or functionality of the systems. The other terms are not as accurate as mitigate, as they
describe different risk management principles. Transfer means to shift theresponsibility or
burden of a risk to another party, such as an insurer or a contractor. Accept means to
acknowledge the existence of a risk and decide not to take any action to reduce it, usually
because the risk is low or the cost of mitigation is too high. Avoid means to eliminate the
possibility of a risk by changing the plans or activities that could cause it, such as
cancelling a project or discontinuing a service.

Questions # 5:

A software developer has been deploying web applications with common security risks to
include insufficient logging capabilities. Which of the following actions would be most effective
to

reduce risks associated with the application development?

Options:

 A.

Perform static analyses using an integrated development environment.
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 B.

Deploy compensating controls into the environment.

 C.

Implement server-side logging and automatic updates.

 D.

Conduct regular code reviews using OWASP best practices.

Answer

D
Explanation

Conducting regular code reviews using OWASP best practices is the most effective action
to reduce risks associated with the application development. Code reviews are a
systematic examination of the source code of an application to detect and fix errors,
vulnerabilities, and weaknesses that may compromise the security, functionality, or
performance of the application. Code reviews can help to improve the quality and security
of the code, as well as to identify and remediate common security risks, such as
insufficient logging capabilities. OWASP (Open Web Application Security Project) is a global
nonprofit organization that provides free and open resources, tools, standards, and best
practices for web application security. OWASP best practices for logging include following
a common loggingformat and approach, logging relevant security events and data,
protecting log data from unauthorized access or modification, and using log analysis and
monitoring tools to detect and respond to security incidents. By following OWASP best
practices for logging, developers can ensure that their web applications have sufficient
and effective logging capabilities that can help to prevent, detect, and mitigate security
threats.

[References: OWASP Logging Cheat Sheet, OWASP Logging Guide, C9: Implement Security
Logging and Monitoring - OWASP Foundation, , , , , ]

Questions # 6:

A security analyst needs to secure digital evidence related to an incident. The security analyst
must ensure that the accuracy of the data cannot be repudiated. Which of the following should
be implemented?

Options:

 A.
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Offline storage

 B.

Evidence collection

 C.

Integrity validation

 D.

Legal hold

Answer

C
Explanation

Integrity validation is the process of ensuring that the digital evidence has not been
altered or tampered with during collection, acquisition, preservation, or analysis. It usually
involves generating and verifying cryptographic hashes of the evidence, such as MD5 or
SHA-1. Integrity validation is essential for maintaining the accuracy and admissibility of
the digital evidence in court. 

Questions # 7:

Which of the following threat actors is most likely to target a company due to its questionable
environmental policies?

Options:

 A.

Hacktivist

 B.

Organized crime

 C.

Nation-state

 D.
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Lone wolf

Answer

A
Explanation

Hacktivists are threat actors who use cyberattacks to promote a social or political cause,
such as environmentalism, human rights, or democracy. They may target companies that
they perceive as violating their values or harming the public interest. Hacktivists often use
techniques such as defacing websites, launching denial-of-service attacks, or leaking
sensitive data to expose or embarrass their targets12. References: An introduction to the
cyber threat environment, page 3; What is a Threat Actor? Types & Examples of Cyber
Threat Actors, section 2.

Questions # 8:

A security analyst obtained the following table of results from a recent vulnerability
assessment that was conducted against a single web server in the environment:

>

Which of the following should be completed first to remediate the findings?

Options:

 A.

Ask the web development team to update the page contents

 B.

Add the IP address allow listing for control panel access

 C.

Purchase an appropriate certificate from a trusted root CA

 D.

Perform proper sanitization on all fields
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Answer

D
Explanation

The first action that should be completed to remediate the findings is to perform proper
sanitization on all fields. Sanitization is a process that involves validating, filtering, or
encoding any user input or data before processing or storing it on a system or application.
Sanitization can help prevent various types of attacks, such as cross-site scripting (XSS),
SQL injection, or command injection, that exploit unsanitized input or data to execute
malicious scripts, commands, or queries on a system or application. Performing proper
sanitization on all fields can help address the most critical and common vulnerability found
during the vulnerability assessment, which is XSS.

Questions # 9:

An MSSP received several alerts from customer 1, which caused a missed incident response
deadline for customer 2. Which of the following best describes the document that was
violated?

Options:

 A.

KPI

 B.

SLO

 C.

SLA

 D.

MOU

Answer

C
Explanation

An SLA, or Service Level Agreement, is a contract between a service provider and its
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customers that documents what services the provider will furnish and defines the service
standards the provider is obligated to meet. In the scenario described, the missed incident
response deadline is a clear indicator of an SLA violation. An SLA usually outlines the
metrics by which service is measured as well as remedies or penalties should agreed-upon
service levels not be achieved. Unlike a KPI (Key Performance Indicator) which is a
quantifiable measure used to evaluate the success of an organization, employee, etc., in
meeting objectives for performance, or an MOU (Memorandum of Understanding) which is
a formal agreement between two or more parties, an SLA is focused on the performance
and quality metrics applicable to the service provided. SLO (Service Level Objective) is
related and often part of an SLA, representing the specific measurable characteristics of
the SLA such as availability, throughput, frequency, response time, or quality.

Questions # 10:

A security analyst is investigating an unusually high volume of requests received on a web
server. Based on the following command and output:

access_log - [21/May/2024 13:19:06] "GET /newyddion HTTP/1.1" 404 -

access_log - [21/May/2024 13:19:06] "GET /1970 HTTP/1.1" 404 -

access_log - [21/May/2024 13:19:06] "GET /dopey HTTP/1.1" 404 -

...

Which of the following best describes the activity that the analyst will confirm?

Options:

 A.

SQL injection

 B.

Directory brute force

 C.

Remote command execution

 D.

Cross-site scripting
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Answer

B
Explanation

This log shows multiple 404 errors being triggered from requests to different directories or
paths, which strongly suggests adirectory brute-force attack. In this type of attack, an
adversary uses automated tools to enumerate directory or file paths in an attempt to find
hidden or misconfigured resources. The frequent 404 “Not Found” HTTP responses from a
single IP address attempting to access different URL paths is the signature pattern for
directory brute-forcing. This behavior is not consistent with XSS, SQLi, or RCE, which would
involve payloads or specific encoded commands, not merely probing paths.

[Reference:, Chapple & Seidl,CompTIA CySA+ Practice Tests(Sybex, 2023), Question 149,
p. 297, Objective 1.2 of CySA+ CS0-003 Exam Objectives: Analyze indicators of malicious
activity such as scans/sweeps, unusual traffic spikes, activity on unexpected ports, , , ]
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