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Questions # 1:

A systems administrator deploys BitLocker to all devices. However, one of the desktop PCs is
not able to encrypt the boot drive. Which of the following should the administrator check?

Options:

 A.

TPM

 B.

CPU

 C.

RAM

 D.

HDD

Answer

A
Explanation

BitLocker Drive Encryption in Windows requires aTrusted Platform Module (TPM)to encrypt
the boot drive securely. The TPM is a dedicated microcontroller designed to secure
hardware through integrated cryptographic keys. It validates system integrity during boot
and securely stores the encryption keys. If BitLocker cannot find a TPM or it is disabled in
BIOS/UEFI, drive encryption cannot proceed.

BitLocker can function without TPM using a USB startup key, but this compromises some
security and is not recommended for managed enterprise environments.

[Reference:, "CompTIA A+ Certification All-in-One Exam Guide, Eleventh Edition" by Travis
Everett and Andrew Hutz – Chapter 13, page 536–537​., "CompTIA A+ Guide to Managing
and Troubleshooting PCs" by Mark Soper – Chapter 13, page 446–447​., "CompTIA A+
Complete Study Guide" by Quentin Docter – Chapter 1, page 36–38​., , , , , , , , , ]

Questions # 2:
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A technician has just installed a new SSD into a computer, but the drive is not appearing.
Which of the following is most likely the reason ' s?

Options:

 A.

The SSD is faulty and should be replaced by the manufacturer

 B.

The SSD has not been properly formatted and is not readable

 C.

The SSD is incompatible with the motherboard

 D.

The SSD has not boon installed properly and should be reseated

Answer

D
Explanation

Improper seating is the most common reason an SSD isn’t recognized. Ensuring it is
correctly connected resolves the issue.

Why Not A (Faulty SSD): A faulty SSD is possible but less likely than an installation issue.

Why Not B (Not formatted): Formatting affects data usability, not drive detection.

Why Not C (Incompatibility): SSD compatibility issues are rare with modern hardware.

CompTIA A+ Exam Reference: Core 1 (220-1201), Section 3.3, storage troubleshooting​.

Questions # 3:

Which of the following should a company use to implement automatic time synchronization?

Options:

 A.
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DHCP

 B.

UTM

 C.

NTP

 D.

AAA

Answer

C
Explanation

NTP (Network Time Protocol) is specifically designed to synchronize the clocks of
networked computers and devices automatically.

From CompTIA A+ 220-1101 Official Study Guide, Objective 2.6 – Network services and
protocols:

“NTP is used to automatically synchronize system clocks on network devices, ensuring all
systems have accurate time.”

Verified Source:

CompTIA A+ Core 1 (220-1101) Official Study Guide, Chapter 2: Networking Protocols

CompTIA Exam Objectives 220-1101, Domain 2.6

============

Questions # 4:

Which DNS record is used by DMARC to verify the authenticity of email servers?

Options:

 A.

MX
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 B.

CNAME

 C.

TXT

 D.

A

Answer

C
Explanation

CompTIA A+ explains that DMARC (Domain-based Message Authentication, Reporting, and
Conformance) relies on TXT DNS records to define its policies. TXT records allow
administrators to publish arbitrary text-based configuration data, including DKIM and SPF
policies, which DMARC references.

MX records identify mail servers, A records map IP addresses, and CNAME records create
aliases none are used to store DMARC policy rules.

DMARC improves email authenticity by requiring SPF and DKIM alignment and specifying
how receiving servers should handle failed validations. The A+ exam explicitly mentions
TXT records as the method used for SPF, DKIM, and DMARC storage.

Therefore, the correct answer is the TXT record, which stores the policy used by DMARC to
authenticate senders and prevent spoofing.

Questions # 5:

Which of the following connectors will uplink a new ISP cable modem to its wall jack?

Options:

 A.

F-type

 B.

LC
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 C.

RJ45

 D.

Lightning

Answer

A
Explanation

A cable modem connects to an ISP’s wall jack using a coaxial cable, and the standard
connector used for coaxial connections is the F-type connector. According to CompTIA
Core 1 (220-1201) networking hardware and cabling objectives, F-type connectors are
specifically designed for coaxial cabling used in cable television and cable internet
(DOCSIS) installations. These connectors screw onto the coaxial wall outlet and the cable
modem, ensuring a secure physical connection and proper signal transmission.

An LC connector is a fiber-optic connector commonly used with single-mode or multimode
fiber cables and is not associated with cable modems. An RJ45 connector is used for
Ethernet networking and is typically used to connect the cable modem to a router or
computer, not to the wall jack. Lightning is a proprietary Apple connector used for
charging and data transfer on mobile devices and has no role in network uplinks.

CompTIA expects candidates to clearly distinguish between different cable types and
connectors based on the service being installed. When the scenario involves a cable
modem and ISP wall jack, the correct and standard connector is the F-type.

[References:CompTIA A+ Core 1 (220-1201) Official Study Guide – Network Cabling,
Coaxial Connectors, and ISP Installations, , , , ]

Questions # 6:

Which of the following allows a physical server to host multiple virtual machines?

Options:

 A.

Cross-platform virtualization

 B.

Hypervisor
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 C.

Sandbox

 D.

SaaS

Answer

B
Explanation

A hypervisor is software or firmware that allows multiple operating systems (virtual
machines) to run on a single physical host. It manages the allocation of resources and
isolation of each VM.

From CompTIA A+ 220-1101 Official Study Guide, Objective 3.7 – Virtualization concepts:

“A hypervisor is the key component of virtualization, enabling a physical server to host
multiple virtual machines (VMs), each with its own OS and resources.”

Verified Source:

CompTIA A+ Core 1 (220-1101) Official Study Guide, Chapter 3: Virtualization

CompTIA Exam Objectives 220-1101, Domain 3.7

============

Questions # 7:

A projector has been shutting down after 30 minutes of use, and it has a strange smell The
technician confirms the power source is not the cause of the issue Which of the following steps
should the technician take next to resolve this issue?

Options:

 A.

Replace the bulb

 B.

Check the projector configuration.
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 C.

Clean the filter

 D.

Adjust the gamma settings.

Answer

C
Explanation

Reasoning: Projectors have air filters that prevent dust from entering the internal
components. A clogged filter can cause the projector to overheat, resulting in shutdowns
and even strange smells due to overheating components. Cleaning the filter is a standard
troubleshooting step when projectors exhibit overheating symptoms.

Why the Other Options Are Incorrect:

A. Replace the bulb:

While a failing bulb may eventually cause issues, it would not typically result in a strange
smell or repeated shutdowns after a fixed period. Bulb issues usually manifest as dim or
flickering images.

B. Check the projector configuration:

Configuration settings, such as resolution or input options, would not cause overheating or
shutdowns. This option does not address the described symptoms.

D. Adjust the gamma settings:

Gamma settings affect display brightness and contrast but have no impact on overheating
or strange smells.

Practical Example:

Dust accumulation in projectors is a common issue, especially in environments with poor
air circulation. A clogged filter causes restricted airflow, leading to overheating and
automatic shutdowns to protect internal components. Cleaning the filter typically resolves
this issue.

CompTIA A+ Exam Objective Alignment:

Objective 5.5: Troubleshoot common video, projector, and display issues.
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Questions # 8:

A user ran out of USB ports on their laptop but wants to plug in more devices. What
technology is best?

Options:

 A.

Near-field communication

 B.

Bluetooth

 C.

USB receiver

 D.

Port replicator

Answer

D
Explanation

A port replicator expands the number and types of ports available to a laptop, including
additional USB ports, video outputs, Ethernet, and more. CompTIA A+ identifies port
replicators as solutions for users needing greater connectivity, especially when docking
stations are unnecessary or unavailable.

Port replicators connect through a single USB or proprietary connector and provide
multiple expansion ports instantly. This resolves the issue of limited USB availability
without requiring hardware replacement.

NFC (A) is used for short-range communication, not peripheral connectivity. Bluetooth (B)
only supports wireless peripherals such as mice and headphones, not wired USB devices.
A USB receiver (C) adds wireless capability for one specific device, not general expansion.

Thus, the correct solution is a port replicator.

Questions # 9:
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A technician is setting up a new SOHO wireless router. According to security best practices,
which of the following should the technician do first?

Options:

 A.

Enable encryption.

 B.

Assign a static IP.

 C.

Change the default password.

 D.

Reset the router.

Answer

C
Explanation

The first security step after deploying a new router is to change the default administrative
password. Default credentials are well known and pose a security risk if left unchanged.

From CompTIA A+ 220-1101 Official Study Guide, Objective 2.3 – Secure a wireless
network:

“Always change default administrative credentials before further configuration to prevent
unauthorized access.”

Verified Source:

CompTIA A+ Core 1 (220-1101) Official Study Guide, Chapter 2: Wireless Security

CompTIA Exam Objectives 220-1101, Domain 2.3

============

Questions # 10:
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A technician needs to ensure all data communications on all network devices are encrypted
when logging in to the console. Which of the following protocols should the technician enable?

Options:

 A.

SSH

 B.

LDAP

 C.

FTPS

 D.

SMTP

Answer

A
Explanation

SSH (Secure Shell) encrypts data communications for secure remote login and
management of network devices, ensuring all console connections are encrypted.

Why Not B (LDAP): LDAP is used for directory services and does not encrypt by default.

Why Not C (FTPS): FTPS encrypts file transfers, not console communications.

Why Not D (SMTP): SMTP is used for email transmission, not for securing login sessions.

CompTIA A+ Exam Reference: Core 1 (220-1201), Section 2.7, network security protocols​.

Questions # 11:

Users working with large files back up the files to external hard drives. One user ' s files take
longer to back up than other users ' files. The user has tried backing up the files to other users
' drives with the same results. Which of the following steps should the technician take first to
correct this issue?
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Options:

 A.

Replace the hard drive ' s USB cable.

 B.

Defragment the user ' s external hard drive.

 C.

Update the storage drivers on the user ' s system.

 D.

Instruct the user to compress the files.

Answer

B
Explanation

If a hard drive is heavily fragmented, file read/write operations can take significantly
longer, causing slow backup speeds. Defragmenting the drive organizes the data for more
efficient access.

Why Not A (Replace the hard drive ' s USB cable): A faulty cable would typically cause
disconnections or errors, not just slower speeds.

Why Not C (Update the storage drivers): This might help if the issue is with system drivers,
but the described symptoms point to a fragmentation issue.

Why Not D (Compress the files): Compression reduces file size but does not address the
root cause of the slow backups.

CompTIA A+ Exam Reference: Core 2 (220-1102), Section 3.1, storage troubleshooting​.



Page 13 of 13

To Get Premium Files for 220-1201 Visit

https://www.certsmania.com/comptia/220-1201-practice

For More Free Questions Visit

https://www.certsmania.com/comptia/pdf/220-1201

https://www.certsmania.com/comptia/220-1201-practice
https://www.certsmania.com/comptia/pdf/220-1201

