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Questions # 1:

Which of the following best describes the practice of researching laws and regulations related
to information security operations within a specific industry?

Options:

O A.

Compliance reporting

O B.

GDPR

O C.

Due diligence

O D.

Attestation

Answer

C
Explanation

Due diligence refers to the process of researching and understanding the laws,
regulations, and best practices that govern information security within a specific industry.
Organizations are required to conduct due diligence to ensure compliance with legal and
regulatory requirements, which helps mitigate risks and avoid penalties.

Compliance reporting involves generating reports to demonstrate adherence to legal or
regulatory standards.

GDPR is a specific regulation governing data privacy in the EU, not a general practice of
researching laws.

Attestation is a formal declaration that an organization is compliant with a set of standards
but is not the act of researching the laws.

Questions # 2:
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A systems administrator set up a perimeter firewall but continues to notice suspicious
connections between internal endpoints. Which of the following should be set up in order to
mitigate the threat posed by the suspicious activity?

Options:

O A.

Host-based firewall

O B.

Web application firewall

O C.

Access control list

O D.

Application allow list

Answer

A
Explanation

A host-based firewall is a software application that runs on an individual endpoint and
filters the incoming and outgoing network traffic based on a set of rules. A host-based
firewall can help to mitigate the threat posed by suspicious connections between internal
endpoints by blocking or allowing the traffic based on the source, destination, port,
protocol, or application. A host-based firewall is different from a web application firewall,
which is a type of firewall that protects web applications from common web-based attacks,
such as SQL injection, cross-site scripting, and session hijacking. A host-based firewall is
also different from an access control list, which is a list of rules that control the access to
network resources, such as files, folders, printers, or routers. A host-based firewall is also
different from an application allow list, which is a list of applications that are authorized to
run on an endpoint, preventing unauthorized or maliciousapplications from

executing. References: CompTIA Security+ Study Guide: Exam SY0-701, 9th Edition, page
254

Questions # 3:
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An administrator has configured a quarantine subnet for all guest devices that connect to the
network. Which of the following would be best for the security team to configure on the MDM
before allowing access to corporate resources?

Options:

O A.

Device fingerprinting

O B.

Compliance attestation

O C.

NAC

O D.

802.1X

Answer

B
Explanation

Compliance attestation (B)ensures that devices meetpredefined security policies(e.qg.,
encryption enabled, updated antivirus, latest OS patches) before being allowed access to
corporate resources. This is commonly enforced usingMobile Device Management
(MDM)systems.

By using compliance checks via MDM, only secure,policy-compliantdevices are promoted
from quarantine to trusted network segments.

[Reference: CompTIA Security+ SY0-701 Objectives, Domain 3.2 - “MDM, NAC, and
compliance enforcement: Compliance attestation before access.”,,,,,,.,.., ]

Questions # 4:

A company decides to purchase an insurance policy. Which of the following risk management
strategies is this company implementing?
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Options:
O A.
Mitigate
O B.
Accept
O C.
Avoid

O D.

Transfer

Answer

D
Explanation

Purchasing insurance is a classic example of risk transfer, where financial risk associated
with potential losses is shifted to a third party (the insurer). This strategy does not
eliminate the risk but moves the financial burden.

Mitigation (A) reduces risk impact or likelihood through controls, acceptance (B) involves
acknowledging the risk without action, and avoidance (C) eliminates the risk by not
engaging in the activity.

Risk transfer is a fundamental concept taught in the Risk Management domain of SY0-701
(6:Chapter 17tCompTIA Security+ Study Guide[].

Questions # 5:

A security administrator recently reset local passwords and the following values were recorded
in the system:

>

Which of the following in the security administrator most likely protecting against?

Page 5 of 21



Options:

O A.

Account sharing

O B.

Weak password complexity
O C.

Pass-the-hash attacks

O D.

Password compromise

Answer

C

Questions # 6:

A security administrator wants to determine if the company ' s social engineering training is
effective. Which of the following should the administrator do to complete this task?

Options:

O A.

Set up a honeypot.

O B.

Send out a survey.

O C.

Set up a focus group.
O D.

Conduct a phishing campaign.
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Answer

D
Explanation

The best answer is D. Conduct a phishing campaign.

To measure whether social engineering awareness training is effective, the best method is
to run a simulated phishing campaign. This allows the organization to test employee
behavior in a realistic but controlled way. The administrator can track who clicks
suspicious links, opens attachments, submits credentials, or reports the email
appropriately.

This is a practical and measurable way to evaluate training outcomes because it provides
real performance data rather than opinions or assumptions.

Why the other options are incorrect:

A. Set up a honeypot.A honeypot is used to attract attackers or detect malicious activity,
not to test employee awareness of social engineering.

B. Send out a survey.A survey may show how confident employees feel, but it does not
objectively measure whether they can identify and resist real phishing attempts.

C. Set up a focus group.A focus group can gather feedback, but it is not the best method
for testing actual security behavior.

From the SY0-701 perspective, user awareness training effectiveness is best measured
through simulated phishing exercises and similar practical assessments.

Questions # 7:

A company discovers suspicious transactions that were entered into the company ' s database
and attached to a user account that was created as a trap for malicious activity. Which of the
following is the user account an example of?

Options:

O A.
Honeytoken
O B.

Honeynet
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O C.
Honeypot
O D.

Honeyfile

Answer

C
Explanation

A honeypot is a decoy system or account designed to attract attackers and detect
malicious activity. Creating a user account as a trap fits this definition.

Honeytoken (A) is a decoy data element, honeynet (B) is a network of honeypots, and
honeyfile (D) is a decoy file.

Honeypots are important tools in Security Operations and incident detection[]6:Chapter
141CompTIA Security+ Study Guide[]

Questions # 8:

Which of the following should a technician perform to verify the integrity of a file transferred
from one device to another?

Options:

O A.
Authentication
O B.
Obfuscation

O C.

Hashing

O D.

Encryption
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Answer

C
Explanation

Comprehensive and Detailed Explanation From Exact Extract:

Hashing is the process used to verify file integrity. When transferring a file between
devices, a hash value (such as SHA-256) is generated before the transfer and then
recomputed afterward. If the two hash values match, the file has not been altered,
corrupted, or tampered with during transmission.

Authentication (A) verifies identity, not file integrity. Obfuscation (B) hides meaning but
does not detect modification. Encryption (D) protects confidentiality but does not
guarantee integrity unless combined with hashing or digital signatures.

CompTIA Security+ SY0-701 covers hashing under cryptographic functions used for
integrity verification. Hash algorithms ensure that even a single byte change results in a
completely different hash value (the avalanche effect). This makes hashing the standard
method for verifying the integrity of transferred files, software downloads, backups, and
system images.

Questions # 9:

A company wants to use new Wi-Fi-enabled environmental sensors in order to automatically
collect metrics. Which of the following will the security team most likely do?

Options:

O A.

Add the sensor software to the risk register.
O B.

Create a VLAN for the sensors.

O C.

Physically air gap the sensors.

O D.

Configure TLS 1.2 on all sensors.
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Answer

B
Explanation

Because these are Wi-Fi-enabled environmental sensors, they are effectively
loT/embedded devices that often have limited security controls, inconsistent patch
support, and may expose management interfaces or services. A common Security+ best
practice is to reduce their attack surface and limit lateral movement by placing them in a
separate, protected network segment and tightly controlling what they can talk to (for
example, only to the metrics collector/broker). The Study Guide explicitly calls out VLAN-
based segmentation for |oT as a hardening technique: “A common technique used in
hardening networks is the use of VLANSs... Placing 0T devices on a separate, protected
VLAN with appropriate access controls... can help to ensure that frequently vulnerable
devices are more protected.” It also reinforces this in a practice question scenario: “What
security control should she recommend...? ... Deploy the loT devices to a protected VLAN.”

Why the other options are less likely:

A (risk register) is governance documentation, not the most likely immediate technical
control for deployment.

C (air gap) is usually unrealistic for Wi-Fi sensors that must transmit metrics.

D (TLS 1.2) may be beneficial, but many sensors can’t support strong crypto consistently;
segmentation is the most broadly applicable first move to contain risk.

[References: CompTIA Security+ Study Guide (SY0-701) — Network Hardening/VLAN
segmentation guidance ; related 10T hardening practice question recommending a
protected VLAN ., ,,,,, ]

Questions # 10:

Two companies are in the process of merging. The companies need to decide how to
standardize their information security programs. Which of the following would best align the
security programs?

Options:

O A.

Shared deployment of CIS baselines
O B.

Joint cybersecurity best practices
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O C.
Both companies following the same CSF
O D.

Assessment of controls in a vulnerability report

Answer

C
Explanation

A Cybersecurity Framework (CSF) provides a structured approach to standardizing and
aligning security programs across different organizations. By both companies adopting the
same CSF, they can ensure that their security measures, policies, and practices are
consistent, which is essential during a merger when aligning two different security
programs.

References =

CompTIA Security+ SY0-701 Course Content: The course discusses the importance of
adopting standardized cybersecurity frameworks (CSF) for aligning security programs
during mergers and acquisitions.

Questions # 11:

Which of the following is the best way to remove personal data from a social media account
that is no longer being used?

Options:

O A.

Exercise the right to be forgotten

O B.

Uninstall the social media application
O C.

Perform a factory reset

O D.
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Terminate the social media account

Answer

A
Explanation

Exercising the right to be forgotten involves formally requesting the social media provider
to delete all personal data associated with the account, ensuring removal from their
servers and backups in accordance with privacy regulations.

[Reference:, CompTIA Security+ SY0-701 Official Study Guide, Domain 5.4: "The right to
be forgotten allows users to request deletion of personal data from a provider’s systems.",
Exam Objectives 5.4: “Given a scenario, implement data security and privacy practices.”, ,

IIIIIII]

Questions # 12:

In order to strengthen a password and prevent a hacker from cracking it, a random string of
36 characters was added to the password. Which of the following best describes this
technique?

Options:

O A.

Key stretching
O B.
Tokenization
O C.

Data masking
O D.

Salting

Answer

D

Page 12 of 21



Explanation

Adding a random string of characters, known as a " salt, " to a password before hashing it
is known as salting. This technigue strengthens passwords by ensuring that even if two
users have the same password, their hashes will be different due to the unique salt,
making it much harder for attackers to crack passwords using precomputed
tables.References: CompTIA Security+ SY0-701 course content and official CompTIA study
resources.

Questions # 13:

The private key for a website was stolen, and a new certificate has been issued. Which of the
following needs to be updated next?

Options:
O A.
SCEP

O B.

CRL

O C.
OCSP

O D.

CSR

Answer

Questions # 14:

A company is utilizing an offshore team to help support the finance department. The company
wants to keep the data secure by keeping it on a company device but does not want to
provide equipment to the offshore team. Which of the following should the company
implement to meet this requirement?
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Options:
O A.

VDI

O B.
MDM

O C.

VPN

O D.

VPC

Answer

A
Explanation

Virtual Desktop Infrastructure (VDI) allows a company to host desktop environments on a
centralized server. Offshore teams can access these virtual desktops remotely, ensuring
that sensitive data stays within the company’s infrastructure without the need to provide
physical devices to the team. This solution is ideal for maintaining data security while
enabling remote work, as all data processing occurs on the company ' s secure servers.

References =

CompTIA Security+ SY0-701 Course Content: VDI is discussed as a method for securely
managing remote access to company resources without compromising data security.

Questions # 15:

Which of the following should be used to ensure that a device is inaccessible to a network-
connected resource?

Options:
O A.

Disablement of unused services
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O B.

Web application firewall
O C.

Host isolation

O D.

Network-based IDS

Answer
C
Explanation

Host isolation ensures that a device cannot communicate with other systems on the
network. Isolation is typically applied through EDR/XDR tools, quarantine mechanisms, or
endpoint firewalls. Security+ SY0-701 identifies host isolation as a containment technique
used when:

A device is suspected of compromise

Lateral movement must be prevented

Sensitive systems must be protected

A system must be completely cut off except for administrative access

Isolation enforces an immediate block on all inbound and outbound communications,
effectively making the device inaccessible to any network-based resource.

Disablement of unused services (A) reduces attack surface but does not isolate the device.
A WAF (B) protects web applications, not device access.
A network IDS (D) only monitors traffic and does not block access.

Thus, C: Host isolation is the correct answer.

Questions # 16:

An attacker used XSS to compromise a web server. Which of the following solutions could have
been used to prevent this attack?
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Options:
O A.
NGFW

O B.
UTM

O C.
WAF

O D.

NAC

Answer

C
Explanation

AWeb Application Firewall (WAF)is designed toprotect web applications from attackssuch
asCross-Site Scripting (XSS)by filtering and monitoring HTTP traffic between the internet
and a web application.

Next-Generation Firewalls (NGFW) (A)provide advanced network security but are not
specifically designed to protect web applications from XSS attacks.

Unified Threat Management (UTM) (B)provides multiple security functions but lacks the
specialized application-layer protection needed to mitigate XSS.

Network Access Control (NAC) (D)controls device access to the network but does not
prevent web-based attacks.

AWAF is the best solutionfor protecting web servers fromXSS, SQL injection, and other
web-based threats.

Questions # 17:

A security administrator is implementing encryption on all hard drives in an organization.
Which of the following security concepts is the administrator applying?
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Options:

O A.

Integrity

O B.
Authentication
O C.

Zero Trust

O D.

Confidentiality

Answer

D
Explanation

Encrypting hard drives is a direct implementation of confidentiality, one of the three pillars
of the CIA Triad emphasized in CompTIA Security+ SY0-701. Full disk encryption ensures
that if a laptop, workstation, or server drive is stolen or accessed without authorization,
the data remains unreadable without the decryption key.

This controls unauthorized disclosure and protects sensitive business, financial, and
personal information. Drive encryption is widely required for compliance frameworks such
as HIPAA, PCI-DSS, and GDPR.

Integrity (A) refers to preventing unauthorized modification of data, which encryption
alone does not guarantee. Authentication (B) confirms user identity, such as passwords or
biometrics, but is unrelated to data-at-rest protection. Zero Trust (C) is an architectural
model requiring constant verification; it is not a control for hard drive encryption.

Since the sole purpose of encrypting storage is to ensure data confidentiality, the correct
answer is D.

Questions # 18:

Executives at a company are concerned about employees accessing systems and information
about sensitive company projects unrelated to the employees ' normal job duties. Which of the
following enterprise security capabilities will the security team most likely deploy to detect
that activity?
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Options:
O A.
UBA
O B.
EDR
O C.
NAC
O D.

DLP

Answer

A

Questions # 19:

Which of the following makes Infrastructure as Code (laC) a preferred security architecture
over traditional infrastructure models?

Options:

O A.

Common attacks are less likely to be effective.

O B.

Configuration can be better managed and replicated.

O C.

Outsourcing to a third party with more expertise in network defense is possible.
O D.

Optimization can occur across a number of computing instances.

Page 18 of 21



Answer

B
Explanation

Infrastructure as Code (laC)enables automated provisioning and configuration of
infrastructure, making environmentsrepeatable, consistent, and scalable. The ability
tobetter manage and replicate configurations (B)ensures that security settings are not
missed and reduces misconfigurations.

According to theCompTIA Security+ SY0-701exam objectives underDomain 4.1 (Explain
the security implications of different architecture models),laCprovides the ability to "
automatically enforce security controls " and manageconsistent configuration states,
reducing human error.

[Reference: CompTIA Security+ SY0-701 Objectives, Domain 4.1 - "Infrastructure as Code
(laC): Standardized deployment, version control, configuration consistency.", ,,,,.,..,, .1

Questions # 20:

Which of the following uses proprietary controls and is designed to function in harsh
environments over many years with limited remote access management?

Options:

O A.

ICS

O B.
Microservers
O C.
Containers
O D.

loT

Answer

A
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Explanation

Industrial Control Systems (ICS) are engineered to operate in rugged, mission-critical
environments such as manufacturing floors, refineries, gas pipelines, nuclear plants, and
water treatment facilities. These systems are designed to remain operational for decades,
often with minimal remote-management capability and limited update cycles. ICS
architectures frequently use proprietary protocols and controls, many of which were
developed long before modern cybersecurity concerns existed.

Security+ SY0-701 notes that ICS environments include SCADA systems, PLCs, actuators,
sensors, and controllers that must function reliably under extreme temperature, pressure,
vibration, and industrial stress conditions. Because downtime may impact safety, critical
infrastructure, or national security, ICS devices avoid frequent patching and instead rely
on isolation, segmentation, and compensating controls.

Microservers (B) are small, lightweight servers—not rugged systems. Containers (C) are
virtualized application environments. loT devices (D) are consumer or commercial smart
devices, not industrial-grade long-lifespan systems.

Thus, the correct answer is A: ICS.
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