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Questions # 1:

Omar, an encryption specialist in an organization, was tasked with protecting low-complexity
applications such as RFID tags, sensor-based applications, and other IbT-based applications.
For this purpose, he employed

an algorithm for all lower-powered devices that used less power and resources without
compromising device security.

identify the algorithm employed by Omar in this scenario.

Options:

 A.

Quantum cryptography

 B.

Elliptic curve cryptography

 C.

Lightweight cryptography

 D.

Homomorphic encryption

Answer

C
Explanation

Lightweight cryptography is an algorithm that is designed for low-complexity applications
such as RFID tags, sensor-based applications, and other IoT-based applications.
Lightweight cryptography uses less power and resources without compromising device
security. Lightweight cryptography can be implemented using symmetric-key algorithms,
asymmetric-key algorithms, or hash functions1.

References: Lightweight Cryptography

Questions # 2:
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Grace, an online shopping enthusiast, purchased a smart TV using her debit card. During
online payment. Grace's browser redirected her from the e-commerce website to a third-party
payment gateway, where she provided her debit card details and the OTP received on her
registered mobile phone. After completing the transaction, Grace logged Into her online bank
account and verified the current balance in her savings account, identify the state of data
being processed between the e-commerce website and payment gateway in the above
scenario.

Options:

 A.

Data in inactive

 B.

Data in transit

 C.

Data in use

 D.

Data at rest

Answer

B
Explanation

Data in transit is the state of data being processed between the e-commerce website and
payment gateway in the above scenario. Data in transit is the data that is moving from
one location to another over a network, such as the internet. Data in transit can be
vulnerable to interception, modification, or theft by unauthorized parties. Therefore, data
in transit should be protected using encryption, authentication, and secure protocols2.
References: Data in Transit

Questions # 3:

Martin, a network administrator at an organization, received breaching alerts for an
application. He identified that a vulnerability in the application allowed attackers to enter
malicious input. Martin evaluated the threat severity and extent of damage that could be
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caused by this vulnerability. He then escalated the issue to the security management team to
determine appropriate mitigation strategies. In which of the following threat-modeling steps
did Martin evaluate the severity level of the threat?

Options:

 A.

Identify vulnerabilities

 B.

Application overview

 C.

Risk and impact analysis

 D.

Decompose the application

Answer

C
Explanation

 Risk and impact analysis is the threat-modeling step in which Martin evaluated the
severity level of the threat in the above scenario. Threat modeling is a process that
involves identifying, analyzing, and mitigating threats and risks to a system or network.
Threat modeling can be used to improve the security and resilience of a system or
network by applying various methods or techniques, such as STRIDE, DREAD, PASTA, etc.
Threat modeling consists of various steps or phases that perform different tasks or roles.
Risk and impact analysis is a threat-modeling step that involves assessing the likelihood
and consequences of threats and risks to a system or network . Risk and impact analysis
can be used to evaluate the severity level of threats and risks and prioritize them for
mitigation . In the scenario, Martin received breaching alerts for an application. He
identified that a vulnerability in the application allowed attackers to enter malicious input.
Martin evaluated the threat severity and extent of damage that could be caused by this
vulnerability. He then escalated the issue to the security management team to determine
appropriate mitigation strategies. This means that he performed risk and impact analysis
for this purpose. Identify vulnerabilities is a threat-modeling step that involves finding and
documenting the weaknesses or flaws in a system or network that can be exploited by
threats or risks . Application overview is a threat-modeling step that involves defining and
understanding the scope, architecture, components, and functionality of a system or
network .Decompose the application is a threat-modeling step that involves breaking
down a system or network into smaller and simpler elements, such as data flows,
processes, assets, etc.
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Questions # 4:

Nicolas, a computer science student, decided to create a guest OS on his laptop for different
lab operations. He adopted a virtualization approach in which the guest OS will not be aware
that it is running in a virtualized environment. The virtual machine manager (VMM) will directly
interact with the computer hardware, translate commands to binary instructions, and forward
them to the host OS.

Which of the following virtualization approaches has Nicolas adopted in the above scenario?

Options:

 A.

Hardware-assisted virtualization

 B.

Full virtualization

 C.

Hybrid virtualization

 D.

OS-assisted virtualization

Answer

A
Explanation

Hardware-assisted virtualization is a virtualization approach in which the guest OS will not
be aware that it is running in a virtualized environment. The virtual machine manager
(VMM) willdirectly interact with the computer hardware, translate commands to binary
instructions, and forward them to the host OS. Hardware-assisted virtualization relies on
special hardware features in the CPU and chipset to create and manage virtual machines
efficiently and securely34. Full virtualization is a virtualization approach in which the guest
OS will not be aware that it is running in a virtualized environment, but the VMM will run in
software and emulate all the hardware resources for each virtual machine5. Hybrid
virtualization is a virtualization approach that combines hardware-assisted and full
virtualization techniques to optimize performance and compatibility6. OS-assisted
virtualization is a virtualization approach in which the guest OS will be modified to run in a
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virtualized environment and cooperate with the VMM to access the hardware resources

Questions # 5:

NovusCorp, a leading healthcare provider, had meticulously designed its BC and DR plans,
ensuring every potential risk was covered. Recently, its primary data center experienced a
catastrophic flood. It swiftly activated its DR plan, transferring operations to its secondary data
center. But within 24 hours, the provider faced an unforeseen challenge: the secondary data
center began to receive a huge, unprecedented amount of data requests, causing system
overloads and disruptions. This situation was not a part of the provider's initial risk
assessment. In the face of this predicament, what should NovusCorp's immediate course of
action be to ensure business continuity?

Options:

 A.

Allocate resources to upgrade the secondary data center's infrastructure to handle the
increased data request loads.

 B.

Initiate an immediate Tailback to the primary data center despite potential risks.

 C.

Engage a cloud based data storage provider for temporary overflow until the primary center is
restored.

 D.

Reduce non-critical data requests and impose temporary restrictions on data access to
maintain system stability.

Answer

C
Explanation

Engaging a cloud-based data storage provider allows NovusCorp to manage the
sudden influx of data requests without overloading the secondary data center.
Cloud providers can quickly scale resources to meet demand.
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[Reference: NIST SP 800-146, Cloud Computing Synopsis and Recommendations.,
Business Continuity:, Cloud services provide a flexible and reliable solution to maintain
business continuity. They offer robust disaster recovery options and can be integrated
with existing DR plans., Reference: ISO/IEC 27017, Code of Practice for Information
Security Controls Based on ISO/IEC 27002 for Cloud Services., Temporary Overflow
Solution:, Using cloud storage as a temporary solution ensures that critical operations
continue without interruption while the primary data center is restored., Reference:
ENISA’s Guidelines on Cloud Security., Cost and Time Efficiency:, Cloud-based solutions
can be implemented quickly and cost-effectively compared to upgrading the secondary
data center's infrastructure or other complex solutions., Reference: "The Economics of
Cloud Computing" by Bill Williams., Given the unexpected load on the secondary data
center, engaging a cloud-based data storage provider is the most effective immediate
action to ensure business continuity., , ]

Questions # 6:

Jaden, a network administrator at an organization, used the ping command to check the status
of a system connected to the organization's network. He received an ICMP error message
stating that the IP header field contains invalid information. Jaden examined the ICMP packet
and identified that it is an IP parameter problem.

Identify the type of ICMP error message received by Jaden in the above scenario.

Options:

 A.

Type =12

 B.

Type = 8

 C.

Type = 5

 D.

Type = 3

Answer

A
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Explanation

 Type = 12 is the type of ICMP error message received by Jaden in the above scenario.
ICMP (Internet Control Message Protocol) is a protocol that sends error and control
messages between network devices. ICMP error messages are categorized by types and
codes, which indicate the cause and nature of the error. Type = 12 is the type of ICMP
error message that indicates an IP parameter problem, which means that the IP header
field contains invalid information . Type = 8 is the type of ICMP message that indicates an
echo request, which is used to test the connectivity and reachability of a destination host.
Type = 5 is the type of ICMP error message that indicates a redirect, which means that a
better route to the destination host is available. Type = 3 is the type of ICMP error
message that indicates a destination unreachable, which means that the destination host
or network cannot be reached. 

Questions # 7:

Elliott, a security professional, was appointed to test a newly developed application deployed
over an organizational network using a Bastion host. Elliott initiated the process by configuring
the nonreusable bastion host. He then tested the newly developed application to identify the
presence of security flaws that were not yet known; further, he executed services that were
not secure. identify the type of bastion host configured by Elliott in the above scenario.

Options:

 A.

External services hosts

 B.

Victim machines

 C.

One-box firewalls

 D.

Non-routing dual-homed hosts

Answer

D
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Explanation

Non-routing dual-homed hosts are the type of bastion hosts configured by Elliott in the
above scenario. A bastion host is a system or device that is exposed to the public internet
and acts as a gateway or a proxy for other systems or networks behind it. A bastion host
can be used to provide an additional layer of security and protection for internal systems
or networks from external threats and attacks . A bastion host can have different types
based on its configuration or functionality. A non-routing dual-homed host is a type of
bastion host that has two network interfaces: one connected to the public internet and one
connected to the internal network. A non-routing dual-homed host does not allow any
direct communication between the two networks and only allows specific services or
applications to pass through it . A non-routing dual-homed host can be used to isolate and
secure internal systems or networks from external access . In the scenario, Elliott was
appointed to test a newly developed application deployed over an organizational network
using a bastion host. Elliott initiated the process by configuring the non-reusable bastion
host. He then tested the newly developed application to identify the presence of security
flaws that were not yet known; further, he executed services that were not secure. This
means that he configured a non-routing dual-homed host for this purpose. An external
services host is a type of bastion host that provides external services, such as web,email,
FTP, etc., to the public internet while protecting internal systems or networks from direct
access . A victim machine is not a type of bastion host, but a term that describes a system
or device that has been compromised or infected by an attacker or malware . A one-box
firewall is not a type of bastion host, but a term that describes a firewall that performs
both packet filtering and application proxy functions in one device . 

Questions # 8:

Elliott, a security professional, was tasked with implementing and deploying firewalls in the
corporate network of an organization. After planning and deploying firewalls in the network,
Elliott monitored the firewall logs to

detect evolving threats And attacks; this helped in ensuring firewall security and addressing
network issues beforehand.

in which of the following phases of firewall implementation and deployment did Elliott monitor
the firewall logs?

Options:

 A.

Deploying

 B.
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Managing and maintaining

 C.

Testing

 D.

Configuring

Answer

B
Explanation

Managing and maintaining is the phase of firewall implementation and deployment in
which Elliott monitored the firewall logs in the above scenario. A firewall is a system or
device that controls and filters the incoming and outgoing traffic between different
networks or systems based on predefined rules or policies. A firewall can be used to
protect a network or system from unauthorized access, use, disclosure, modification, or
destruction . Firewall implementation and deployment is a process that involves planning,
installing, configuring, testing, managing, and maintaining firewalls in a network or system
. Managing and maintaining is the phase of firewall implementation and deployment that
involves monitoring and reviewing the performance and effectiveness of firewalls over
time . Managing and maintaining can include tasks such as updating firewall rules or
policies, analyzing firewall logs , detecting evolving threats or attacks , ensuring firewall
security , addressing network issues , etc. In the scenario, Elliott was tasked with
implementing and deploying firewalls in the corporate network of an organization. After
planning and deploying firewalls in the network, Elliott monitored the firewall logs to
detect evolving threats and attacks; this helped in ensuring firewall security and
addressing network issues beforehand. This means that he performed managing and
maintaining phase for this purpose. Deploying is the phase of firewall implementation and
deployment that involves installing and activating firewalls in the network or system
accordingto the plan. Testing is the phase of firewall implementation and deployment that
involves verifying and validating the functionality and security of firewalls before putting
them into operation. Configuring is the phase of firewall implementation and deployment
that involves setting up and customizing firewalls according to the requirements and
specifications.

Questions # 9:

TechSolutions, a leading IT consultancy, has been contracted to overhaul the wireless network
infrastructure for the city's public libraries. With thousands of users accessing the network
daily, there is a critical need for robust encryption that can deter potential threats.
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TechSolutions must also consider the diverse range of devices used by library»goers and
ensure backward compatibility. Which encryption mechanism would best suit this scenario?

Options:

 A.

WPA3 (Wi-Fi Protected Access 3)

 B.

WEP (Wired Equivalent Privacy)

 C.

TKIP (Temporal Key Integrity Protocol)

 D.

AES-CCMP (Advanced Encryption Standard with Counter Mode Cipher Block Chaining Message
Authentication Code Protocol)

Answer

A
Explanation

For TechSolutions to overhaul the wireless network infrastructure for the city’s public
libraries, WPA3 is the best choice due to the following reasons:

Security: WPA3 provides enhanced security over previous protocols like WPA2,
offering stronger encryption mechanisms and protection against brute-force attacks.

Backward Compatibility: WPA3 ensures compatibility with devices supporting
WPA2, making it suitable for diverse devices used by library-goers.

Features:

Simultaneous Authentication of Equals (SAE): Enhances security during
the handshake process.

Forward Secrecy: Protects past communications even if the current
encryption key is compromised.

Improved Encryption: Uses AES-256 in Galois/Counter Mode (AES-GCM) for
secure encryption.
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References:

Wi-Fi Alliance WPA3 Overview: Wi-Fi Alliance

Analysis of WPA3 features: ACM Digital Library

Questions # 10:

in a security incident, the forensic investigation has isolated a suspicious file named
"security_update.exe". You are asked to analyze the file in the Documents folder of
the"Attacker Machine-1" to determine whether it is malicious. Analyze the suspicious file and
identify the malware signature. (Practical Question)

Options:

 A.

Stuxnet

 B.

KLEZ

 C.

ZEUS

 D.

Conficker

Answer

A
Explanation

Stuxnet is the malware signature of the suspicious file in the above scenario. Malware is
malicious software that can harm or compromise the security or functionality of a system
or network. Malware can include various types, such as viruses, worms, trojans,
ransomware, spyware, etc. Malware signature is a unique pattern or characteristic that
identifies a specific malware or malware family. Malware signature can be used to detect
or analyze malware by comparing it with known malware signatures in databases or
repositories. To analyze the suspicious file and identify the malware signature, one has to
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follow these steps:

Navigate to Documents folder of Attacker Machine-1.

Right-click on security_update.exe file and select Scan with VirusTotal option.

Wait for VirusTotal to scan the file and display the results.

Observe the detection ratio and details.

The detection ratio is 59/70, which means that 59 out of 70 antivirus engines detected the
file as malicious. The details show that most antivirus engines detected the file as Stuxnet,
which is a malware signature of a worm that targets industrial control systems (ICS).
Stuxnet can be used to sabotage or damage ICS by modifying their code or behavior.
Therefore, Stuxnet is the malware signature of the suspicious file. KLEZ is a malware
signature of a worm that spreads via email and network shares. KLEZ can be used to
infect or overwrite files, disable antivirus software, or display fake messages. ZEUS is a
malware signature of a trojan that targets banking and financial systems. ZEUS can be
used to steal or modify banking credentials, perform fraudulent transactions, or install
other malware. Conficker is a malware signature of a worm that exploits a vulnerability in
Windows operating systems. Conficker can be used to create a botnet, disable security
services, or download other malware 

Questions # 11:

An advanced persistent threat (APT) group known for Its stealth and sophistication targeted a
leading software development company. The attack was meticulously planned and executed
over several months. It involved exploiting vulnerabilities at both the application level and the
operating system level. The attack resulted in the extraction of sensitive source code
anddisruption of development operations. Post-incident analysis revealed multiple attack
vectors, including phishing, exploitation of unknown/unpatched vulnerabilities in
software/hardware. and lateral movement within the network. Given the nature and execution
of this attack, what was the primary method used by the attackers to initiate this APT?

Options:

 A.

Exploiting default passwords to gain initial access to the network.

 B.

Exploiting a zero-day vulnerability in the application used by developers.

 C.
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Exploiting a known vulnerability in the firewall to bypass network defenses.

 D.

Compromising a third-party vendor with access to the company's development environment.

Answer

B
Explanation

Definition of Zero-Day Vulnerability:

A zero-day vulnerability is a flaw in software that is unknown to the vendor and
thus has no patch available. Exploiting such a vulnerability allows attackers to
infiltrate systems without detection.

[Reference: NIST SP 800-53, Security and Privacy Controls for Information Systems and
Organizations., Advanced Persistent Threat (APT) Characteristics:, APT groups are known
for their sophisticated tactics, often leveraging zero-day vulnerabilities to gain initial
access. These attacks are stealthy and can remain undetected for extended periods.,
Reference: FireEye’s Advanced Persistent Threat Reports., Initial Access Vector:, By
exploiting a zero-day vulnerability in a developer’s application, attackers can bypass
traditional security defenses and establish a foothold within the target network.,
Reference: MITRE ATT&CK Framework - Initial Access Tactics., Impact of Exploitation:,
Once inside, attackers can move laterally, escalate privileges, and extract sensitive data.
The use of a zero-day makes detection and remediation challenging., Reference: SANS
Institute’s Advanced Incident Handling and Response., The sophistication and stealth of
the APT attack described align with the exploitation of a zero-day vulnerability, making it
the primary method used to initiate the attack., , ]

Questions # 12:

Paul, a computer user, has shared information with his colleague using an online application.
The online application used by Paul has been incorporated with the latest encryption
mechanism. This mechanism encrypts data by using a sequence of photons that have a
spinning trait while traveling from one end to another, and these photons keep changing their
shapes during their course through filters: vertical, horizontal, forward slash, and backslash.

Identify the encryption mechanism demonstrated in the above scenario.
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Options:

 A.

Quantum cryptography

 B.

Homomorphic encryption

 C.

Rivest Shamir Adleman encryption

 D.

Elliptic curve cryptography

Answer

A
Explanation

Quantum cryptography is the encryption mechanism demonstrated in the above scenario.
Quantum cryptography is a branch of cryptography that uses quantum physics to secure
data transmission and communication. Quantum cryptography encrypts data by using a
sequence of photons that have a spinning trait, called polarization, while traveling from
one end to another. These photons keep changing their shapes, called states, during their
course through filters: vertical, horizontal, forward slash, and backslash. Quantum
cryptography ensures that any attempt to intercept or tamper with the data will alter the
quantum states of the photons and be detected by the sender and receiver .
Homomorphic encryption is a type of encryption that allows computations to be performed
on encrypted data without decrypting it first. Rivest Shamir Adleman (RSA) encryption is a
type of asymmetric encryption that uses two keys, public and private, to encrypt and
decrypt data. Elliptic curve cryptography (ECC) is a type of asymmetric encryption that
uses mathematical curves to generate keys and perform encryption and decryption.

Questions # 13:

Sam, a software engineer, visited an organization to give a demonstration on a software tool
that helps in business development. The administrator at the organization created a least
privileged account on a system and allocated that system to Sam for the demonstration. Using
this account, Sam can only access the files that are required for the demonstration and cannot
open any other file in the system.
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Which of the following types of accounts the organization has given to Sam in the above
scenario?

Options:

 A.

Service account

 B.

Guest account

 C.

User account

 D.

Administrator account

Answer

B
Explanation

The correct answer is B, as it identifies the type of account that the organization has given
to Sam in the above scenario. A guest account is a type of account that allows temporary
or limited access to a system or network for visitors or users who do not belong to the
organization. A guest account typically has minimal privileges and permissions and can
only access certain files or applications. In the above scenario, the organization has given
Sam a guest account for the demonstration. Using this account, Sam can only access the
files that are required for the demonstration and cannot open any other file in the system.
Option A is incorrect, as it does not identify the type of account that the organization has
given to Sam in the above scenario. A service account is a type of account that allows
applications or services to run on a system or network under a specific identity. A service
account typically has high privileges and permissions and can access various files or
applications. In the above scenario, the organization has not given Sam a service account
for the demonstration. Option C is incorrect, as it does not identify the type of account
that the organization has given to Sam in the above scenario. A user account is a type of
account that allows regular access to a system or network for employees or members of
an organization. A user account typically has moderate privileges and permissions and can
access various files or applications depending on their role. In the above scenario, the
organization has not given Sam a user account for thedemonstration. Option D is
incorrect, as it does not identify the type of account that the organization has given to
Sam in the above scenario. An administrator account is a type of account that allows full
access to a system or network for administrators or managers of an organization. An
administrator account typically has the highest privileges and permissions and can access
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and modify any files or applications. In the above scenario, the organization has not given
Sam an administrator account for the demonstration.

References: , Section 4.1

Questions # 14:

Kevin, a professional hacker, wants to penetrate CyberTech Inc.’s network. He employed a
technique, using which he encoded packets with Unicode characters. The company’s IDS
cannot recognize the packet, but the target web server can decode them.

What is the technique used by Kevin to evade the IDS system?

Options:

 A.

Desynchronization

 B.

Obfuscating

 C.

Session splicing

 D.

Urgency flag

Answer

B
Explanation

Obfuscating is the technique used by Kevin to evade the IDS system in the above
scenario. Obfuscating is a technique that involves encoding or modifying packets or data
with various methods or characters to make them unreadable or unrecognizable by an IDS
(Intrusion Detection System). Obfuscating can be used to bypass or evade an IDS system
that relies on signatures or patterns to detect malicious activities. Obfuscating can include
encoding packets with Unicode characters, which are characters that can represent
various languages and symbols. The IDS system cannot recognize the packet, but the
target web server can decode them and execute them normally. Desynchronization is a
technique that involves creating discrepancies or inconsistencies between the state of a
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connection as seen by an IDS system and the state of a connection as seen by the end
hosts. Desynchronization can be used to bypass or evade an IDS system that relies on
stateful inspection to track and analyze connections. Desynchronization can include
sending packets with invalid sequence numbers, which are numbers that indicate the
order of packets in a connection. Session splicing is a technique that involves splitting or
dividing packets or data into smaller fragments or segmentsto make them harder to
detect by an IDS system. Session splicing can be used to bypass or evade an IDS system
that relies on packet size or content to detect malicious activities. Session splicing can
include sending packets with small MTU (Maximum Transmission Unit) values, which are
values that indicate the maximum size of packets that can be transmitted over a network.
An urgency flag is a flag in the TCP (Transmission Control Protocol) header that indicates
that the data in the packet is urgent and should be processed immediately by the
receiver. An urgency flag is not a technique to evade an IDS system, but it can be used to
trigger an IDS system to generate an alert or a response.

Questions # 15:

A pfSense firewall has been configured to block a web application www.abchacker.com.
Perform an analysis on the rules set by the admin and select the protocol which has been used
to apply the rule.

Hint: Firewall login credentials are given below:

Username: admin

Password: admin@l23

Options:

 A.

POP3

 B.

TCP/UDP

 C.

FTP

 D.

ARP
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Answer

B
Explanation

TCP/UDP is the protocol that has been used to apply the rule to block the web application
www.abchacker.com in the above scenario. pfSense is a firewall and router software that
can be installed on a computer or a device to protect a network from various threats and
attacks. pfSense can be configured to block or allow traffic based on various criteria, such
as source, destination, port, protocol, etc. pfSense rules are applied to traffic in the order
they appear in the firewall configuration . To perform an analysis on the rules set by the
admin, one has to follow these steps:

Open a web browser and type 20.20.10.26

Press Enter key to access the pfSense web interface.

Enter admin as username and admin@l23 as password.

Click on Login button.

Click on Firewall menu and select Rules option.

Click on LAN tab and observe the rules applied to LAN interface.

The rules applied to LAN interface are:

The first rule blocks any traffic from LAN interface to www.abchacker.com website using
TCP/UDP protocol. The second rule allows any traffic from LAN interface to any destination
using any protocol. Since the first rule appears before the second rule, it has higher
priority and will be applied first. Therefore, TCP/UDP is the protocol that has been used to
apply the rule to block the web application www.abchacker.com. POP3 (Post Office
Protocol 3) is a protocol that allows downloading emails from a mail server to a client
device. FTP (File Transfer Protocol) is a protocol that allows transferring files between a
client and a server over a network. ARP (Address Resolution Protocol) is a protocol that
resolves IP addresses to MAC (Media Access Control) addresses on a network. 
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Questions # 16:

Stella purchased a smartwatch online using her debit card. After making payment for the
product through the

payment gateway, she received a transaction text message with a deducted and available
balance from her

bank.

Identify the information security element that ensures that Stella's transaction status is
immediately reflected in her bank account in this scenario.

Options:

 A.

Non-repudiation

 B.

Integrity

 C.

Availability

 D.

Confidentiality

Answer

C
Explanation

Availability is the information security element that ensures that Stella’s transaction status
is immediately reflected in her bank account in this scenario. Information security is the
practice of protecting information and information systems from unauthorized access, use,
disclosure, modification, or destruction. Information security can be based on three
fundamental principles: confidentiality, integrity, and availability. Confidentiality is the
principle that ensures that information is accessible only to authorized parties and not
disclosed to unauthorized parties. Integrity is the principle that ensures that information is
accurate, complete, and consistent and not altered or corrupted by unauthorized parties.
Availability is the principle that ensures that information and information systems are
accessible and usable by authorized parties when needed. In the scenario, Stella
purchased a smartwatch online using her debit card. After making payment for the
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product through the payment gateway, she received a transaction text message with a
deducted and available balance from her bank. This means that her transaction status was
immediately reflected in her bank account, which indicates that availability was ensured
by her bank’s information system. 

Questions # 17:

As the senior network analyst for a leading fintech organization, you have been tasked with
ensuring seamless communication between the firm's global offices. Your network has been
built with redundancy in mind, leveraging multiple service providers and a mixture of MPLS
and public internet connections.

Options:

 A.

One week after deploying a state-of-the-art Network Performance Monitoring & Diagnostics
(NPMD) tool, you notice unusual traffic patterns originating from your European data center
and targeting the corporate headquarters in New York. The traffic spikes periodically,
heavilyutilizing the MPLS link and sometimes saturating the public internet connection,
resulting in significant data packet losses and application failures. Your task is to id

 B.

MPLS Link Flapping The MPLS link might be experiencing flapping, leading to inconsistent
traffic flow. It is crucial to liaise with the MPLS service provider to inspect the link stability and
consider a backup link or an alternate route to reroute the traffic.

 C.

Unauthorized Application Usage The European data center staff might be using unauthorized
applications or services that are consuming massive bandwidth. You should enforce strict
Application and Network Access Control policies, and scrutinize the application traffic to
restrict non business-critical applications.

 D.

Data Backup and Replication The European data center might be running data backup or
replication processes during peak business hours. You should liaise with the data center team
to reschedule backup operations to non-peak hours and ensure that backup processes are
bandwidth-aware.

Faulty Network Hardware The network hardware in the European data center, such as routers
or switches, might be malfunctioning, causing inconsistent traffi
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Answer

D
Explanation

In this scenario, the most likely primary cause for the traffic spikes is the data backup and
replication processes that might be running during peak business hours. Here is a
comprehensive, step-by-step explanation:

Identify Traffic Patterns:

Unusual traffic patterns and periodic spikes suggest scheduled processes or
tasks, such as data backups or replication, which are bandwidth-intensive.

[Reference: Network Traffic Analysis documentation and best practices., Analyze Backup
Schedules:, Data centers often schedule backups and data replication to ensure data
integrity and disaster recovery. If these tasks are running during business hours, they can
saturate network links., Reference: ITIL (Information Technology Infrastructure Library)
framework, which emphasizes aligning IT services with business needs, including optimal
scheduling of backups., Bandwidth Utilization:, Data backup and replication consume
significant bandwidth. If these tasks coincide with peak business hours, they can cause
network congestion, leading to packet loss and application failures., Reference: NIST SP
800-34 Rev. 1, Contingency Planning Guide for Federal Information Systems, which
highlights the importance of bandwidth management in backup operations., Immediate
Action:, Liaise with the data center team to reschedule backup operations to non-peak
hours, such as late nights or weekends, when the network is underutilized., Ensure that
backup processes are bandwidth-aware, using techniques like bandwidth throttling to limit
the amount of bandwidth they can use during critical business hours., Reference: ENISA’s
“Good Practices for Resilience of Critical Information Infrastructures” and best practices
for network management., Implement Monitoring:, Use the Network Performance
Monitoring & Diagnostics (NPMD) tool to continuously monitor traffic patterns and ensure
that any future anomalies are quickly identified and addressed., Reference: IEEE
Communications Surveys & Tutorials on Network Performance Monitoring tools., By
addressing the scheduling of data backup and replication processes, you can alleviate the
network congestion, ensuring optimal performance for all critical business operations., , ]

Questions # 18:

You are working as a Security Consultant for a top firm named Beta Inc.

Being a Security Consultant, you are called in to assess your company's situation after a
ransomware attack that encrypts critical data on Beta Inc. servers. What is the MOST critical
action you have to take immediately after identifying the attack?
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Options:

 A.

Identify and isolate infected devices to prevent further spread.

 B.

Restore critical systems from backups according to the BCP.

 C.

Analyze the attack vector to identify the source of the infection.

 D.

Pay the ransom demand to regain access to encrypted data.

Answer

A
Explanation

Immediate Containment:

The first critical step in responding to a ransomware attack is to contain the
spread of the malware. Isolating infected devices prevents the ransomware
from propagating to other systems in the network.

[Reference: NIST SP 800-61 Rev. 2, Computer Security Incident Handling Guide., Network
Segmentation:, Disconnect affected devices from the network to ensure the malware
cannot communicate with other systems or command-and-control servers., Reference:
SANS Incident Handler’s Handbook., Prevent Further Damage:, By isolating the infected
devices, you limit the potential damage and give your team the opportunity to investigate
without further compromising critical systems., Reference: Cybersecurity & Infrastructure
Security Agency (CISA) Ransomware Guide., Post-Containment Actions:, Once containment
is achieved, other steps such as restoring from backups (Option B), analyzing the attack
vector (Option C), and considering ransom payment (which is not generally recommended,
Option D) can be systematically approached., Reference: ENISA Guidelines on Incident
Response and Management., By following these steps, you ensure an organized and
effective response to a ransomware incident, minimizing damage and facilitating a quicker
recovery., Top of Form, Bottom of Form, , ]

Questions # 19:
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Analyze the executable file ShadowByte.exe located in the Downloads folder of the Attacker
Machine-I and determine the Linker Info value of the file. (Practical Question)

Options:

 A.

04.25

 B.

2.25

 C.

3.5

 D.

6.2

Answer

B
Explanation

Analyzing the executable file to determine the Linker Info value involves examining the
file's properties. The Linker Info is part of the metadata within an executable file, often
viewed using tools such as PE Explorer, CFF Explorer, or using command-line tools
likedumpbinin Windows orreadelfin Unix-like systems. Here’s a step-by-step approach:

Locate the file: Ensure thatShadowByte.exeis in the Downloads folder.

Use a tool to inspect the executable:

PE Explorer/CFF Explorer: Open the file in one of these tools and navigate to
the sections that display header information.

Command-line: Usedumpbin /HEADERS ShadowByte.exeon Windows orreadelf
-h ShadowByte.exeon Unix-like systems.

Identify the Linker Info: Look for the "Linker Version" or similar field in the output.

Interpret the value: In this case, the correct Linker Info value is2.25.
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References:

Microsoft Docs ondumpbinusage:Link

PE Explorer/CFF Explorer documentation.

Questions # 20:

An organization's risk management team identified the risk of natural disasters in the
organization's current location. Because natural disasters cannot be prevented using security
controls, the team suggested to build a new office in another location to eliminate the
identified risk. Identify the risk treatment option suggested by the risk management team in
this scenario.

Options:

 A.

Risk modification

 B.

Risk avoidance

 C.

Risk sharing

 D.

Risk retention

Answer

B
Explanation

Risk avoidance is the risk treatment option suggested by the risk management team in
this scenario. Risk avoidance is a risk treatment option that involves eliminating the
identified risk by changing the scope, requirements, or objectives of the project or activity.
Risk avoidance can be used when the risk cannot be prevented using security controls or
when the risk outweighs the benefits2. References: Risk Avoidance
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Questions # 21:

Gideon, a forensic officer, was examining a victim's Linux system suspected to be involved in
online criminal activities. Gideon navigated to a directory containing a log file that recorded
information related to user login/logout. This information helped Gideon to determine the
current login state of cyber criminals in the victim system, identify the Linux log file accessed
by Gideon in this scenario.

Options:

 A.

/va r/l og /mysq Id. log

 B.

/va r/l og /wt m p

 C.

/ar/log/boot.iog

 D.

/var/log/httpd/

Answer

B
Explanation

/var/log/wtmp is the Linux log file accessed by Gideon in this scenario. /var/log/wtmp is a
log file that records information related to user login/logout, such as username, terminal,
IP address, and login time. /var/log/wtmp can be used to determine the current login state
of users in a Linux system. /var/log/wtmp can be viewed using commands such as last,
lastb, or utmpdump1.

References: Linux Log Files

Questions # 22:

Richards, a security specialist at an organization, was monitoring an IDS system. While
monitoring, he suddenly received an alert of an ongoing intrusion attempt on the
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organization's network. He immediately averted the malicious actions by implementing the
necessary measures.

Identify the type of alert generated by the IDS system in the above scenario.

Options:

 A.

True positive

 B.

True negative

 C.

False negative

 D.

False positive

Answer

A
Explanation

 A true positive alert is generated by an IDS system when it correctly identifies an ongoing
intrusion attempt on the network and sends an alert to the security professional. This is
the desired outcome of an IDS system, as it indicates that the system is working
effectively and accurately

Questions # 23:

Zayn, a network specialist at an organization, used Wireshark to perform network analysis. He
selected a Wireshark menu that provided a summary ol captured packets, IO graphs, and flow
graphs. Identify the Wireshark menu selected by Zayn in this scenario.

Options:

 A.

Status bar
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 B.

Analyze

 C.

Statistics

 D.

Packet list panel

Answer

C
Explanation

Statistics is the Wireshark menu selected by Zayn in this scenario. Statistics is a Wireshark
menu that provides a summary of captured packets, IO graphs, and flow graphs. Statistics
can be used to analyze various aspects of network traffic, such as protocols, endpoints,
conversations, or packet lengths3.

References: Wireshark Statistics Menu

Questions # 24:

Ayden works from home on his company's laptop. During working hours, he received an
antivirus software update notification on his laptop. Ayden clicked on the update button;
however, the system restricted the update and displayed a message stating that the update
could only be performed by authorized personnel. Which of the following PCI-DSS
requirements is demonstrated In this scenario?

Options:

 A.

PCI-DSS requirement no 53

 B.

PCI-DSS requirement no 1.3.1

 C.

PCI-DSS requirement no 5.1
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 D.

PCI-DSS requirement no 1.3.2

Answer

A
Explanation

PCI-DSS requirement no 5.3 is the PCI-DSS requirement that is demonstrated in this
scenario. PCI-DSS (Payment Card Industry Data Security Standard) is a set of standards
that applies to entities that store, process, or transmit payment card information, such as
merchants, service providers, or payment processors. PCI-DSS requires them to protect
cardholder data from unauthorized access, use, or disclosure. PCI-DSS consists of 12
requirements that are grouped into six categories: build and maintain a secure network
and systems, protect cardholder data, maintain a vulnerability management program,
implement strong access control measures, regularly monitor and test networks, and
maintain an information security policy. PCI-DSS requirement no 5.3 is part of the category
“maintain a vulnerability management program” and states that antivirus mechanisms
must be actively running and cannot be disabled or altered by users, unless specifically
authorized by management on a case-by-case basis for a limited time period. In the
scenario, Ayden works from home on his company’s laptop. During working hours, he
received an antivirus software update notification on his laptop. Ayden clicked on the
update button; however, the system restricted the update and displayed a message
stating that the update could only be performed by authorized personnel. This means that
his company’s laptop has an antivirus mechanism that is actively running and cannot be
disabled or altered by users, which demonstrates PCI-DSS requirement no 5.3.

Questions # 25:

Kason, a forensic officer, was appointed to investigate a case where a threat actor has bullied
certain children online. Before proceeding legally with the case, Kason has documented all the
supporting documents, including source of the evidence and its relevance to the case, before
presenting it in front of the jury.

Which of the following rules of evidence was discussed in the above scenario?

Options:

 A.

Authentic

 B.
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Understandable

 C.

Reliable

 D.

Admissible

Answer

D
Explanation

Admissible is the rule of evidence discussed in the above scenario. A rule of evidence is a
criterion or principle that determines whether a piece of evidence can be used in a legal
proceeding or investigation. Admissible is a rule of evidence that states that the evidence
must be relevant, reliable, authentic, and understandable to be accepted by a court or a
jury . Admissible also means that the evidence must be obtained legally and ethically,
without violating any laws or rights. In the scenario, Kason has documented all the
supporting documents, including source of the evidence and its relevance to the case,
before presenting it in front of the jury, which means that he has followed the admissible
rule of evidence. Authentic is a rule of evidence that states that the evidence must be
original or verifiable as genuine and not altered or tampered with. Understandable is a
rule of evidence that states that the evidence must be clear and comprehensible to the
court or jury and not ambiguous or confusing. Reliable is a rule of evidence that states
that the evidence must be consistent and trustworthy and not based on hearsay or
speculation.
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