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Questions # 1:

Abel, a cloud architect, uses container technology to deploy applications/software including all
its dependencies, such as libraries and configuration files, binaries, and other resources that
run independently from other processes in the cloud environment. For the containerization of
applications, he follows the five-tier container technology architecture. Currently. Abel is
verifying and validating image contents, signing images, and sending them to the registries.
Which of the following tiers of the container technology architecture Is Abel currently working
in?

Options:

O A.

Tier-1: Developer machines

O B.

Tier-4: Orchestrators

O C.

Tier-3: Registries

O D.

Tier-2: Testing and accreditation systems

Answer

D
Explanation

The official management decision given by a senior agency official to authorize operation
of an information system and to explicitly accept the risk to agency operations (including
mission, functions, image, or reputation), agency assets, or individuals, based on the
implementation of an agreed-upon set of security controls.

formal declaration by a designated accrediting authority (DAA) or principal accrediting
authority (PAA) that an information system is approved to operate at an acceptable level
of risk, based on the implementation of an approved set of technical, managerial, and
procedural safeguards. See authorization to operate (ATO). Rationale: The Risk
Management Framework uses a new term to refer to this concept, and it is called
authorization.

Identifies the information resources covered by an accreditation decision, as distinguished
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from separately accredited information resources that are interconnected or with which
information is exchanged via messaging. Synonymous with Security Perimeter.

For the purposes of identifying the Protection Level for confidentiality of a system to be
accredited, the system has a conceptual boundary that extends to all intended users of
the system, both directly and indirectly connected, who receive output from the system.
See authorization boundary. Rationale: The Risk Management Framework uses a new term
to refer to the concept of accreditation, and it is called authorization. Extrapolating, the
accreditation boundary would then be referred to as the authorization boundary.

Questions # 2:

This is an attack that takes advantage of a web site vulnerability in which the site displays
content that includes un-sanitized user-provided data.

<ahref="http://focbar.com/index.html?id=%3C=script$20arc=%22
http://baddomain.com/badscript.js %22%3E%30/script%3E">See foobar</a>

What is this attack?

Options:

O A.

Cross-site-scripting attack
O B.

SQL Injection

O C.

URL Traversal attack

O D.

Buffer Overflow attack

Answer

A

Questions # 3:
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Nathan is testing some of his network devices. Nathan is using Macof to try and flood the ARP
cache of these switches.

If these switches' ARP cache is successfully flooded, what will be the result?

Options:

O A.

The switches will drop into hub mode if the ARP cache is successfully flooded.
O B.

If the ARP cache is flooded, the switches will drop into pix mode making it less susceptible to
attacks.

o C.

Depending on the switch manufacturer, the device will either delete every entry in its ARP
cache or reroute packets to the nearest switch.

O D.

The switches will route all traffic to the broadcast address created collisions.

Answer

Questions # 4:

Bob was recently hired by a medical company after it experienced a major cyber security
breach. Many patients are complaining that their personal medical records are fully exposed
on the Internet and someone can find them with a simple Google search. Bob's boss is very
worried because of regulations that protect those data. Which of the following regulations is
mostly violated?

Options:

O A.

HIPPA/PHI

O B.
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Pll

o C.

PCIDSS

O D.

ISO 2002

Answer

A
Explanation

PHI stands for Protected Health info. The HIPAA Privacy Rule provides federal protections
for private health info held by lined entities and provides patients an array of rights with
regard to that info. under HIPAA phi is considered to be any identifiable health info that’s
used, maintained, stored, or transmitted by a HIPAA-covered entity - a healthcare
provider, health plan or health insurer, or a aid clearinghouse - or a business associate of
a HIPAA-covered entity, in relation to the availability of aid or payment for aid services.

It is not only past and current medical info that’'s considered letter under HIPAA Rules,
however also future info concerning medical conditions or physical and mental health
related to the provision of care or payment for care. phi is health info in any kind, together
with physical records, electronic records, or spoken info.

Therefore, letter includes health records, medical histories, lab check results, and medical
bills. basically, all health info is considered letter once it includes individual identifiers.
Demographic info is additionally thought of phi underneath HIPAA Rules, as square
measure several common identifiers like patient names, Social Security numbers, Driver’s
license numbers, insurance details, and birth dates, once they square measure connected
with health info.

The eighteen identifiers that create health info letter are:

Names

Dates, except year
phonephone numbers
Geographic information
FAX numbers

Social Security numbers

Email addresses
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case history numbers

Account numbers

Health arrange beneficiary numbers

Certificate/license numbers

Vehicle identifiers and serial numbers together with license plates

Web URLs

Device identifiers and serial numbers

net protocol addresses

Full face photos and comparable pictures

Biometric identifiers (i.e. retinal scan, fingerprints)

Any distinctive identifying variety or code
One or a lot of of those identifiers turns health info into letter, and phi HIPAA Privacy Rule
restrictions can then apply that limit uses and disclosures of the data. HIPAA lined entities
and their business associates will ought to guarantee applicable technical, physical, and

body safeqguards are enforced to make sure the confidentiality, integrity, and availability
of phi as stipulated within the HIPAA Security Rule.

Questions # 5:

Jason, an attacker, targeted an organization to perform an attack on its Internet-facing web
server with the intention of gaining access to backend servers, which are protected by a
firewall. In this process, he used a URL https://xyz.com/feed.php?url:externalsile.com/feed/to
to obtain a remote feed and altered the URL input to the local host to view all the local
resources on the target server. What is the type of attack Jason performed In the above
scenario?

Options:

O A.

website defacement
O B.

Server-side request forgery (SSRF) attack
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O C.
Web server misconfiguration
O D.

web cache poisoning attack

Answer

B
Explanation

Server-side request forgery (also called SSRF) is a net security vulnerability that allows an
assaulter to induce the server-side application to make http requests to associate arbitrary
domain of the attacker’s choosing.

In typical SSRF examples, the attacker might cause the server to make a connection back
to itself, or to other web-based services among the organization’s infrastructure, or to
external third-party systems.

Another type of trust relationship that often arises with server-side request forgery is
where the application server is able to interact with different back-end systems that aren’t
directly reachable by users. These systems typically have non-routable private informatics
addresses. Since the back-end systems normally ordinarily protected by the topology,
they typically have a weaker security posture. In several cases, internal back-end systems
contain sensitive functionality that may be accessed while not authentication by anyone
who is able to act with the systems.

In the preceding example, suppose there’s an body interface at the back-end url
https://192.168.0.68/admin. Here, an attacker will exploit the SSRF vulnerability to access
the executive interface by submitting the following request:

POST /product/stock HTTP/1.0
Content-Type: application/x-www-form-urlencoded
Content-Length: 118

stockApi=http://192.168.0.68/admin

Questions # 6:

Robin, a professional hacker, targeted an organization's network to sniff all the traffic. During
this process.
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Robin plugged in a rogue switch to an unused port in the LAN with a priority lower than any
other switch in the network so that he could make it a root bridge that will later allow him to
sniff all the traffic in the network.

What is the attack performed by Robin in the above scenario?

Options:

O A.

ARP spoofing attack
O B.

VLAN hopping attack
O C.

DNS poisoning attack
O D.

STP attack

Answer

D
Explanation

STP prevents bridging loops in a redundant switched network environment. By avoiding
loops, you can ensure that broadcast traffic does not become a traffic storm.

STP is a hierarchical tree-like topology with a “root” switch at the top. A switch is elected
as root based on the lowest configured priority of any switch (0 through 65,535). When a
switch boots up, it begins a process of identifying other switches and determining the root
bridge. After a root bridge is elected, the topology is established from its perspective of
the connectivity. The switches determine the path to the root bridge, and all redundant
paths are blocked. STP sends configuration and topology change notifications and
acknowledgments (TCN/TCA) using bridge protocol data units (BPDU).

An STP attack involves an attacker spoofing the root bridge in the topology. The attacker
broadcasts out an STP configuration/topology change BPDU in an attempt to force an STP
recalculation. The BPDU sent out announces that the attacker’s system has a lower bridge
priority. The attacker can then see a variety of frames forwarded from other switches to it.
STP recalculation may also cause a denial-of-service (DoS) condition on the network by
causing an interruption of 30 to 45 seconds each time the root bridge changes. An
attacker using STP network topology changes to force its host to be elected as the root
bridge.
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switch

Questions # 7:

These hackers have limited or no training and know how to use only basic techniques or tools.

What kind of hackers are we talking about?

Options:

O A.

Black-Hat Hackers A
O B.

Script Kiddies

O C.

White-Hat Hackers
O D.

Gray-Hat Hacker

Answer

B
Explanation

Script Kiddies: These hackers have limited or no training and know how to use only
basictechniques or tools. Even then they may not understand any or all of what they are
doing.

Page 9 of 13



Questions # 8:

Suppose that you test an application for the SQL injection vulnerability. You know that the
backend database

is based on Microsoft SQL Server. In the login/password form, you enter the following
credentials:

Username: attack' or 1=1 -

Password: 123456

Based on the above credentials, which of the following SQL commands are you expecting to
be executed by the server, if there is indeed an SQL injection vulnerability?

Options:

O A.

select * from Users where UserName = 'attack" or 1=1 -- and UserPassword = '123456'
O B.

select * from Users where UserName = 'attack' or 1=1 -- and UserPassword = '123456'
O C.

select * from Users where UserName = 'attack or 1=1 -- and UserPassword = '123456'
O D.

select * from Users where UserName = 'attack' or 1=1 --' and UserPassword = '123456'

Answer

D

Questions # 9:

Clark, a professional hacker, was hired by an organization lo gather sensitive Information
about its competitors surreptitiously. Clark gathers the server IP address of the target
organization using Whole footprinting. Further, he entered the server IP address as an input to
an online tool to retrieve information such as the network range of the target organization and
to identify the network topology and operating system used in the network. What is the online
tool employed by Clark in the above scenario?
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Options:

O A.

AOL

O B.

ARIN

O C.
DuckDuckGo
O D.

Baidu

Answer

B
Explanation

https://search.arin.net/rdap/?query=199.43.0.43

Questions # 10:

Ethical backer jane Doe is attempting to crack the password of the head of the it department
of ABC company. She Is utilizing a rainbow table and notices upon entering a password that
extra characters are added to the password after submitting. What countermeasure is the
company using to protect against rainbow tables?

Options:

O A.

Password key hashing
O B.

Password salting

O C.

Password hashing
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O D.

Account lockout

Answer

B
Explanation

Passwords are usually delineated as “hashed and salted”. salting is simply the addition of
a unique, random string of characters renowned solely to the site to every parole before
it's hashed, typically this “salt” is placed in front of each password.

The salt value needs to be hold on by the site, which means typically sites use the same
salt for each parole. This makes it less effective than if individual salts are used.

The use of unique salts means that common passwords shared by multiple users - like
“123456" or “password” - aren’t revealed revealed when one such hashed password is
known - because despite the passwords being the same the immediately and hashed
values are not.

Large salts also protect against certain methods of attack on hashes, including rainbow
tables or logs of hashed passwords previously broken.

Both hashing and salting may be repeated more than once to increase the issue in
breaking the security.
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