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Questions # 1:

How does a denial-of-service attack work?

Options:

 A.

A hacker prevents a legitimate user (or group of users) from accessing a service

 B.

A hacker uses every character, word, or letter he or she can think of to defeat authentication

 C.

A hacker tries to decipher a password by using a system, which subsequently crashes the
network

 D.

A hacker attempts to imitate a legitimate user by confusing a computer or even another
person

Answer

A

Questions # 2:

What is the main security service a cryptographic hash provides?

Options:

 A.

Integrity and ease of computation

 B.

Message authentication and collision resistance

 C.

Integrity and collision resistance
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 D.

Integrity and computational in-feasibility

Answer

D

Questions # 3:

Widespread fraud ac Enron. WorldCom, and Tyco led to the creation of a law that was
designed to improve the accuracy and accountability of corporate disclosures. It covers
accounting firms and third parties that provide financial services to some organizations and
came into effect in 2002. This law is known by what acronym?

Options:

 A.

Fed RAMP

 B.

PCIDSS

 C.

SOX

 D.

HIPAA

Answer

C
Explanation

The Sarbanes-Oxley Act of 2002 could be a law the U.S. Congress passed on July thirty of
that year to assist defend investors from fallacious money coverage by companies.Also
called the SOX Act of 2002 and also the company Responsibility Act of 2002, it mandated
strict reforms to existing securities rules and obligatory powerful new penalties on law
breakers.
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The Sarbanes-Oxley law Act of 2002 came in response to money scandals within the early
2000s involving in public listed corporations like Enron Corporation, Tyco International plc,
and WorldCom. The high-profile frauds cask capitalist confidence within the trustiness of
company money statements Associate in Nursingd light-emitting diode several to demand
an overhaul of decades-old restrictive standards.

Questions # 4:

Bill is a network administrator. He wants to eliminate unencrypted traffic inside his company's
network. He decides to setup a SPAN port and capture all traffic to the datacenter. He
immediately discovers unencrypted traffic in port UDP 161. what protocol is this port using
and how can he secure that traffic?

Options:

 A.

it is not necessary to perform any actions, as SNMP is not carrying important information.

 B.

SNMP and he should change it to SNMP V3

 C.

RPC and the best practice is to disable RPC completely

 D.

SNMP and he should change it to SNMP v2, which is encrypted

Answer

B
Explanation

We have various articles already in our documentation for setting up SNMPv2 trap
handling in Opsview, but SNMPv3 traps are a whole new ballgame. They can be quite
confusing and complicated to set up the first time you go through the process, but when
you understand what is going on, everything should make more sense.

SNMP has gone through several revisions to improve performance and security (version 1,
2c and 3). By default, it is a UDP port based protocol where communication is based on a
‘fire and forget’ methodology in which network packets are sent to another device, but
there is no check for receipt of that packet (versus TCP port when a network packet must
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be acknowledged by the other end of the communication link). 

There are two modes of operation with SNMP – get requests (or polling) where one device
requests information from an SNMP enabled device on a regular basis (normally using UDP
port 161), and traps where the SNMP enabled device sends a message to another device
when an event occurs (normally using UDP port 162). The latter includes instances such as
someone logging on, the device powering up or down, or a wide variety of other problems
that would need this type of investigation.

This blog covers SNMPv3 traps, as polling and version 2c traps are covered elsewhere
in our documentation.

SNMP trapsSince SNMP is primarily a UDP port based system, traps may be ‘lost’ when
sending between devices; the sending device does not wait to see if the receiver got the
trap. This means if the configuration on the sending device is wrong (using the wrong
receiver IP address or port) or the receiver isn’t listening for traps or rejecting them out of
hand due to misconfiguration, the sender will never know.

The SNMP v2c specification introduced the idea of splitting traps into two types; the
original ‘hope it gets there’ trap and the newer ‘INFORM’ traps. Upon receipt of an
INFORM, the receiver must send an acknowledgement back. If the sender doesn’t get the
acknowledgement back, then it knows there is an existing problem and can log it for
sysadmins to find when they interrogate the device.

Questions # 5:

What is one of the advantages of using both symmetric and asymmetric cryptography in
SSL/TLS?

Options:

 A.

Symmetric algorithms such as AES provide a failsafe when asymmetric methods fail.

 B.

Asymmetric cryptography is computationally expensive in comparison. However, it is well-
suited to securely negotiate keys for use with symmetric cryptography.

 C.

Symmetric encryption allows the server to securely transmit the session keys out-of-band.

 D.

Supporting both types of algorithms allows less-powerful devices such as mobile phones to
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use symmetric encryption instead.

Answer

D

Questions # 6:

In the field of cryptanalysis, what is meant by a “rubber-hose" attack?

Options:

 A.

Attempting to decrypt cipher text by making logical assumptions about the contents of the
original plain text.

 B.

Extraction of cryptographic secrets through coercion or torture.

 C.

Forcing the targeted key stream through a hardware-accelerated device such as an ASIC.

 D.

A backdoor placed into a cryptographic algorithm by its creator.

Answer

B

Questions # 7:

While examining audit logs, you discover that people are able to telnet into the SMTP server
on port 25. You would like to block this, though you do not see any evidence of an attack or
other wrong doing. However, you are concerned about affecting the normal functionality of the
email server. From the following options choose how best you can achieve this objective?
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Options:

 A.

Block port 25 at the firewall.

 B.

Shut off the SMTP service on the server.

 C.

Force all connections to use a username and password.

 D.

Switch from Windows Exchange to UNIX Sendmail.

 E.

None of the above.

Answer

E

Questions # 8:

jane, an ethical hacker. Is testing a target organization's web server and website to identity
security loopholes. In this process, she copied the entire website and its content on a local
drive to view the complete profile of the site's directory structure, file structure, external links,
images, web pages, and so on. This information helps jane map the website's directories and
gain valuable information. What is the attack technique employed by Jane in the above
scenario?

Options:

 A.

website mirroring

 B.

Session hijacking

 C.
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Web cache poisoning

 D.

Website defacement

Answer

A
Explanation

A mirror site may be a website or set of files on a computer server that has been copied to
a different computer server in order that the location or files are available from quite one
place. A mirror site has its own URL, but is otherwise just like the principal site. Load-
balancing devices allow high-volume sites to scale easily, dividing the work between
multiple mirror sites.A mirror site is typically updated frequently to make sure it reflects
the contents of the first site. In some cases, the first site may arrange for a mirror site at a
bigger location with a better speed connection and, perhaps, a better proximity to an
outsized audience.If the first site generates an excessive amount of traffic, a mirror site
can ensure better availability of the web site or files. For websites that provide copies or
updates of widely used software, a mirror site allows the location to handle larger
demands and enables the downloaded files to arrive more quickly. Microsoft, Sun
Microsystems and other companies have mirror sites from which their browser software
are often downloaded.Mirror sites are wont to make site access faster when the first site
could also be geographically distant from those accessing it. A mirrored web server is
usually located on a special continent from the principal site, allowing users on the brink
of the mirror site to urge faster and more reliable access.Mirroring an internet site also can
be done to make sure that information are often made available to places where access
could also be unreliable or censored. In 2013, when Chinese authorities blocked access to
foreign media outlets just like the Wall Street Journal and Reuters, site mirroring was wont
to restore access and circumvent government censorship.

Questions # 9:

Matthew, a black hat, has managed to open a meterpreter session to one of the kiosk
machines in Evil Corp’s lobby. He checks his current SID, which is
S-1-5-21-1223352397-1872883824-861252104-501. What needs to happen before Matthew
has full administrator access?

Options:

 A.

He must perform privilege escalation.
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 B.

He needs to disable antivirus protection.

 C.

He needs to gain physical access.

 D.

He already has admin privileges, as shown by the “501” at the end of the SID.

Answer

A

Questions # 10:

Which of the following is the primary objective of a rootkit?

Options:

 A.

It opens a port to provide an unauthorized service

 B.

It creates a buffer overflow

 C.

It replaces legitimate programs

 D.

It provides an undocumented opening in a program

Answer

C
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