
Page 1 of 14

Free Questions for CISSP
Shared by Rahul on Oct 8, 2025

For More Free Questions and Preparation Resources

Check the Links on Last Page



Page 2 of 14

Questions # 1:

What is the PRIMARY difference between security policies and security procedures?

Options:

 A.

Policies are used to enforce violations, and procedures create penalties

 B.

Policies point to guidelines, and procedures are more contractual in nature

 C.

Policies are included in awareness training, and procedures give guidance

 D.

Policies are generic in nature, and procedures contain operational details

Answer

D
Explanation

The primary difference between security policies and security procedures is that policies
are generic in nature, and procedures contain operational details. Security policies are the
high-level statements or rules that define the goals, objectives, and requirements of
security for an organization. Security procedures are the low-level steps or actions that
specify how to implement, enforce, and comply with the security policies.

A. Policies are used to enforce violations, and procedures create penalties is not a
correct answer, as it confuses the roles and functions of policies and procedures.
Policies are used to create penalties, and procedures are used to enforce violations.
Penalties are the consequences or sanctions that are imposed for violating the
security policies, and they are defined by the policies. Enforcement is the process or
mechanism of ensuring compliance with the security policies, and it is carried out by
the procedures.

B. Policies point to guidelines, and procedures are more contractual in nature is not a
correct answer, as it misrepresents the nature and purpose of policies and
procedures. Policies are not merely guidelines, but rather mandatory rules that bind
the organization and its stakeholders to follow the security principles and standards.
Procedures are not contractual in nature, but rather operational in nature, as they
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describe the specific tasks and activities that are necessary to achieve the security
goals and objectives.

C. Policies are included in awareness training, and procedures give guidance is not a
correct answer, as it implies that policies and procedures have different audiences
and functions. Policies and procedures are both included in awareness training, and
they both give guidance. Awareness training is the process of educating and
informing the organization and its stakeholders about the security policies and
procedures, and their roles and responsibilities in security. Guidance is the process of
providing direction and advice on how to comply with the security policies and
procedures, and how to handle security issues and incidents.

References: CISSP All-in-One Exam Guide, Eighth Edition, Chapter 1, page 17; Official
(ISC)2 CISSP CBK Reference, Fifth Edition, Chapter 1, page 13

Questions # 2:

A proxy firewall operates at what layer of the Open System Interconnection (OSI) model?

Options:

 A.

Transport

 B.

Data link

 C.

Network

 D.

Application

Answer

D
Explanation

According to the CISSP Official (ISC)2 Practice Tests2, a proxy firewall operates at the
application layer of the Open System Interconnection (OSI) model. The OSI model is a
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conceptual framework that describes how data is transmitted and processed across a
network, by dividing the functions into seven layers: physical, data link, network,
transport, session, presentation, and application. A proxy firewall is a type of firewall that
acts as an intermediary between the source and the destination of a network connection,
by intercepting and inspecting the data packets at the application layer, which is the
highest layer of the OSI model. The application layer is responsible for providing the
interface and services for the applications and processes that communicate over the
network, such as HTTP, FTP, SMTP, and DNS. A proxy firewall can filter and control the
network traffic based on the content and context of the application layer protocols and
messages, as well as perform caching, authentication, encryption, and logging
functions. A proxy firewall does not operate at the transport layer, the data link layer, or
the network layer of the OSI model, as these are lower layers that provide different
functions, such as reliable and ordered delivery of data, physical and logical addressing of
devices, and routing and forwarding of packets. References: 2

Questions # 3:

Which of the following BEST describes a chosen plaintext attack?

Options:

 A.

The cryptanalyst can generate ciphertext from arbitrary text.

 B.

The cryptanalyst examines the communication being sent back and forth.

 C.

The cryptanalyst can choose the key and algorithm to mount the attack.

 D.

The cryptanalyst is presented with the ciphertext from which the original message is
determined.

Answer

A
Explanation

According to the CISSP CBK Official Study Guide, a chosen plaintext attack is a type of
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cryptanalysis that allows the cryptanalyst to generate ciphertext from arbitrary text. A
cryptanalysis is the process of breaking or analyzing a cryptographic system or algorithm,
by finding the plaintext, the key, or the algorithm from the ciphertext, or by exploiting the
weaknesses or vulnerabilities of the system or algorithm. A chosen plaintext attack is a
scenario where the cryptanalyst has access to the encryption function or device, and can
choose any plaintext and obtain the corresponding ciphertext. A chosen plaintext attack
can help the cryptanalyst to deduce the key or the algorithm, or to create a codebook or a
dictionary that maps the plaintext to the ciphertext. The cryptanalyst does not examine
the communication being sent back and forth, as this would be a ciphertext-only attack,
where the cryptanalyst only has access to the ciphertext, and tries to infer the plaintext,
the key, or the algorithm from the statistical or linguistic analysis of the ciphertext. The
cryptanalyst does not choose the key and algorithm to mount the attack, as this would be
a known plaintext attack, where the cryptanalyst has access to some pairs of plaintext
and ciphertext that are encrypted with the same key and algorithm, and tries to find the
key or the algorithm from the correlation or pattern between the plaintext and the
ciphertext. The cryptanalyst is not presented with the ciphertext from which the original
message is determined, as this would be a decryption problem, where the cryptanalyst
has access to the ciphertext and the key or the algorithm, and tries to recover the
plaintext from the ciphertext.

Questions # 4:

An organization has decided to contract with a cloud-based service provider to leverage their
identity as a service offering. They will use Open Authentication (OAuth) 2.0 to authenticate
external users to the organization's services.

As part of the authentication process, which of the following must the end user provide?

Options:

 A.

An access token

 B.

A username and password

 C.

A username

 D.

A password
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Answer

A
Explanation

OAuth 2.0 is an authorization framework that enables a third-party application to obtain
limited access to an HTTP service, either on behalf of a resource owner or by allowing the
third-party application to obtain access on its own behalf. The end user must provide an
access token to the service provider, which is issued by an authorization server after the
user grants permission to the third-party application. The access token represents the
user’s identity and the scope of access granted by the user. The service provider can then
use the access token to authenticate the user and provide the requested service. A
username and password are not required by OAuth 2.0, as they are only used to
authenticate the user to the authorization server, not the service provider. A username or
a password alone are not sufficient to authenticate the user to the service provider, as
they do not indicate the scope of access granted by the user. References: OAuth
2.0, CISSP All-in-One Exam Guide, Eighth Edition, Chapter 5: Identity and Access
Management (IAM)

Questions # 5:

An application developer is deciding on the amount of idle session time that the application
allows before a timeout. The BEST reason for determining the session timeout requirement is

Options:

 A.

organization policy.

 B.

industry best practices.

 C.

industry laws and regulations.

 D.

management feedback.



Page 7 of 14

Answer

A
Explanation

The session timeout requirement is the maximum amount of time that a user can be
inactive on an application before the session is terminated and the user is required to re-
authenticate. The best reason for determining the session timeout requirement is the
organization policy, as it reflects the organization’s risk appetite, security objectives, and
compliance obligations. The organization policy should specify the appropriate session
timeout value for different types of applications and data, based on their sensitivity and
criticality12. References:

Session Management - OWASP Cheat Sheet Series, Section: Session Timeout
Implementation

WSTG - Latest | OWASP Foundation, Section: Testing for Session Timeout

Questions # 6:

The PRIMARY outcome of a certification process is that it provides documented

Options:

 A.

system weaknesses for remediation.

 B.

standards for security assessment, testing, and process evaluation.

 C.

interconnected systems and their implemented security controls.

 D.

security analyses needed to make a risk-based decision.

Answer

D
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Explanation

The primary outcome of a certification process is that it provides documented security
analyses needed to make a risk-based decision. Certification is a process of evaluating
and testing the security of a system or product against a set of criteria or standards.
Certification provides evidence of the security posture and capabilities of the system or
product, as well as the identified vulnerabilities, threats, and risks. Certification helps the
decision makers, such as the system owners or accreditors, to determine whether the
system or product meets the security requirements and can be authorized to operate in a
specific environment12 References: CISSP All-in-One Exam Guide, Eighth Edition,
Chapter 7: Security Operations, p. 455; Official (ISC)2 CISSP CBK Reference, Fifth Edition,
Domain 7: Security Operations, p. 867.

Questions # 7:

Which of the following is an essential step before performing Structured Query Language
(SQL) penetration tests on a production system?

Options:

 A.

Verify countermeasures have been deactivated.

 B.

Ensure firewall logging has been activated.

 C.

Validate target systems have been backed up.

 D.

Confirm warm site is ready to accept connections.

Answer

C
Explanation

An essential step before performing SQL penetration tests on a production system is to
validate that the target systems have been backed up. SQL penetration tests are a type of
security testing that involves injecting malicious SQL commands or queries into a
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database or application to exploit vulnerabilities or gain unauthorized access. Performing
SQL penetration tests on a production system can cause data loss, corruption, or
modification, as well as system downtime or instability. Therefore, it is important to ensure
that the target systems have been backed up before conducting the tests, so that the data
and system can be restored in case of any damage or disruption. The other options are
not essential steps, but rather optional or irrelevant steps. Verifying countermeasures
have been deactivated is not an essential step, but rather a risky and unethical step, as it
can expose the system to other attacks or compromise the validity of the test results.
Ensuring firewall logging has been activated is not an essential step, but rather a good
practice, as it can help to monitor and record the test activities and outcomes. Confirming
warm site is ready to accept connections is not an essential step, but rather a contingency
plan, as it can provide an alternative site for continuing the system operations in case of a
major failure or disaster. References: CISSP All-in-One Exam Guide, Eighth Edition,
Chapter 9, p. 471; Official (ISC)2 CISSP CBK Reference, Fifth Edition, Chapter 7, p. 417.

Questions # 8:

Which of the following is BEST suited for exchanging authentication and authorization
messages in a multi-party decentralized environment?

Options:

 A.

Lightweight Directory Access Protocol (LDAP)

 B.

Security Assertion Markup Language (SAML)

 C.

Internet Mail Access Protocol

 D.

Transport Layer Security (TLS)

Answer

B
Explanation

 Security Assertion Markup Language (SAML) is best suited for exchanging authentication
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and authorization messages in a multi-party decentralized environment. SAML is an XML-
based standard that enables single sign-on (SSO) and federated identity management
(FIM) between different domains and organizations. SAML allows a user to authenticate
once at an identity provider (IdP) and access multiple service providers (SPs) without re-
authenticating, by using assertions that contain information about the user’s identity,
attributes, and privileges. SAML also allows SPs to request and receive authorization
decisions from the IdP, based on the user’s access rights and policies. SAML is designed to
support a decentralized and distributed environment, where multiple parties can
exchange and verify the user’s identity and authorization information in a secure and
interoperable manner. Lightweight Directory Access Protocol (LDAP) is not best suited for
exchanging authentication and authorization messages in a multi-party decentralized
environment, as it is a protocol that enables access and management of directory
services, such as Active Directory or OpenLDAP. LDAP is used to store and retrieve
information about users, groups, devices, and other objects in a hierarchical and
structured manner, but it does not provide a mechanism for SSO or FIM across different
domains and organizations. Internet Mail Access Protocol is not best suited for exchanging
authentication and authorization messages in a multi-party decentralized environment, as
it is a protocol that enables access and management of email messages stored on a
remote server. IMAP is used to retrieve and manipulate email messages from multiple
devices and clients, but it does not provide a mechanism for SSO or FIM across different
domains and organizations. Transport Layer Security (TLS) is not best suited for
exchanging authentication and authorization messages in a multi-party decentralized
environment, as it is a protocol that provides security and encryption for data transmission
over a network, such as the internet. TLS is used to establish a secure and authenticated
channel between two parties, such as a web browser and a web server, but it does not
provide a mechanism for SSO or FIM across different domains and organizations. 

Questions # 9:

The implementation of which features of an identity management system reduces costs and
administration overhead while improving audit and accountability?

Options:

 A.

Two-factor authentication

 B.

Single Sign-On (SSO)

 C.

User self-service
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 D.

A metadirectory

Answer

C
Explanation

 The feature of an identity management system that reduces costs and administration
overhead while improving audit and accountability is user self-service. Identity
management system is a system that manages the identity and the access of the users or
the devices within an organization or a network, by performing the functions or the
processes related to the identity and the access lifecycle, such as identification,
authentication, authorization, and accountability. User self-service is a feature of an
identity management system that allows the users or the devices to perform some of the
tasks or the functions related to their identity and access management, such as creating,
updating, or deleting their accounts, passwords, or profiles, or requesting, approving, or
revoking their access rights or privileges, without requiring the intervention or the
assistance of the administrators or the operators. User self-service can reduce the costs
and the administration overhead for the organization, as it can decrease the workload and
the dependency of the administrators or the operators, and it can increase the efficiency
and the productivity of the users or the devices. User self-service can also improve the
audit and the accountability for the organization, as it can provide more transparency and
traceability of the identity and the access management activities, and it can enhance the
compliance and the security of the identity and the access management policies and
standards.

A. Two-factor authentication is not a feature of an identity management system that
reduces costs and administration overhead while improving audit and accountability,
but rather a feature of an identity management system that enhances the security
and the reliability of the identity and the access management. Two-factor
authentication is a feature of an identity management system that verifies the
identity and the legitimacy of the users or the devices by requiring two or more
factors or methods of authentication, such as something the user knows (e.g.,
password, PIN, or security question), something the user has (e.g., token, card, or
smartphone), or something the user is (e.g., fingerprint, face, or voice). Two-factor
authentication can enhance the security and the reliability of the identity and the
access management, as it can prevent or reduce the risk of unauthorized or
inappropriate access or login, by adding an extra layer of protection and verification
for the users or the devices.

B. Single sign-on (SSO) is not a feature of an identity management system that
reduces costs and administration overhead while improving audit and accountability,
but rather a feature of an identity management system that improves the usability
and the convenience of the identity and the access management. SSO is a feature of
an identity management system that allows the users or the devices to access
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multiple or different applications, systems, or networks, by using a single or a
common set of credentials, such as a username and a password, or a token and a
PIN, without requiring to authenticate or to login separately or repeatedly for each
application, system, or network. SSO can improve the usability and the convenience
of the identity and the access management, as it can simplify and streamline the
access and the login process for the users or the devices, and it can reduce the
complexity and the redundancy of the credentials.

D. A metadirectory is not a feature of an identity management system that reduces
costs and administration overhead while improving audit and accountability, but
rather a feature of an identity management system that enables the integration and
the synchronization of the identity and the access management. A metadirectory is a
feature of an identity management system that stores and manages the identity and
the access information of the users or the devices from multiple or different sources,
such as directories, databases, or applications, and provides a unified and consistent
view and access of the identity and the access information for the users or the
devices. A metadirectory can enable the integration and the synchronization of the
identity and the access management, as it can support the interoperability and the
compatibility of the identity and the access information across different platforms,
systems, or networks, and it can ensure the accuracy and the currency of the
identity and the access information.

Questions # 10:

A Simple Power Analysis (SPA) attack against a device directly observes which of the
following?

Options:

 A.

Static discharge

 B.

Consumption

 C.

Generation

 D.

Magnetism
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Answer

B
Explanation

 A Simple Power Analysis (SPA) attack against a device directly observes the consumption
of power by the device. SPA is a type of side channel attack that exploits the variations in
the power consumption of a device, such as a smart card or a cryptographic module, to
infer information about the operations or data processed by the device. SPA can reveal the
type, length, or sequence of instructions executed by the device, or the value of the secret
key or data used by the device. The other options are not directly observed by SPA, but
rather different aspects or effects of power. Static discharge is the sudden flow of
electricity between two objects with different electric potentials. Generation is the process
of producing electric power from other sources of energy. Magnetism is the physical
phenomenon of attraction or repulsion between magnetic materials or
fields. References: CISSP All-in-One Exam Guide, Eighth Edition, Chapter 10, p.
525; Official (ISC)2 CISSP CBK Reference, Fifth Edition, Chapter 3, p. 163.
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