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Questions # 1:

What are three key routing principles of SD-WAN? (Choose three.)

Options:

O A.

Directly connected routes have precedence over SD-WAN rules.

O B.

Policy routes have precedence over SD-WAN rules.

O C.

SD-WAN rules are skipped if the best route to the destination is a static route

O D.

SD-WAN rules are skipped if the best route to the destination is not an SD-WAN member.
O E.

SD-WAN members are skipped if they do not have a valid route to the destination.

Answer

B,D, E
Explanation

Fortinet outlines key SD-WAN routing principles:

"Policy routes are always evaluated before SD-WAN rules, meaning if a policy route
matches, SD-WAN steering is bypassed. If the best route for a destination is not via an SD-
WAN member, SD-WAN rules do not apply, and members are ignored if they lack a valid
route. This hierarchy ensures traffic always follows the most deterministic and valid path
according to configuration."

Understanding these principles is critical for correct SD-WAN and routing integration.

Questions # 2:
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Event log on FortiGate

Refer to the exhibit that shows event logs on FortiGate.

Based on the output shown in the exhibit, what can you say about the tunnels on this device?

Options:

O A.

The master tunnel HU82-VPN3 cannot accept ADVPN shortcuts.

O B.

The device steers voice traffic through the VPN tunnel HUB1-VPN3.
O C.

The VPN tunnel HUB1-VPN1 O is a shortcut tunnel.

O D.

There is one shortcut tunnel built from master tunnel VPNA4.

Answer

C
Explanation

Event logs (from the exhibit) show how traffic is matched to SD-WAN rules and routed. The
log output indicates that voice traffic is being routed through the HUB1-VPN3 tunnel. This
matches SD-WAN's application-aware steering, which uses dynamic performance metrics
to select the optimal path.
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Routing Documentation, ]

Questions # 3:

Refer to the exhibits.

‘ [References:, [FCSS_SDW_AR-7.4 1-0.docx Q4], FortiOS 7.4 SD-WAN Application-Aware |

Page 4 of 17



SD-WAN template zones and rules configuration
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You use FortiManager to configure SD-WAN on three branch devices.

When you install the device settings. FortiManager prompts you with the error "Copy Failed"
for the device branchl _fat When you click the log button. FortiManager displays the message
shown in the exhibit.

Options:

O A.

Based on the exhibits, which statement best describes the issue and how you can resolve it?

O B.

Remove the installation target for the SD-WAN member port4. You cannot combine metadata
variable and installation targets.

O C.

Gateways for all members in a zone must be defined the same way. Specify the gateway of
the SD-WAN member port! without metadata variables.

O D.
Check the metadata variable definitions, and review the per-device mapping configuration.
O E.

Check the connection between branchl fgt and FortiManager

Answer

D

Questions # 4:

Refer to the exhibits.
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SD-WAN zone configuration on FortiManager
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The exhibits show the SD-WAN zone configuration of an SD-WAN template prepared on

FortiManager and the policy package configuration.

When the administrator tries to install the configuration changes, FortiManager fails to

commit.

What should the administrator do to fix the issue?

Options:

O A.

Configure branchl_fgt as the installation target for policy 3.

O B.

Configure HUB1 as the destination of policy 3.
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O C.

Configure a normalized interface for the IPsec tunnel HUB1-VPN1.

O D.

Configure both HUB1-VPN1 and HUB1-VPN2 as the destination of policy 3

Answer

B
Explanation

Policy 3 points traffic To = HUB1-VPN1, which is an SD-WAN member interface. In SD-WAN
you must reference the SD-WAN zone (the logical interface) in policies, not its member
tunnels. Change the policy’s To interface to the zone HUB1, and the install will succeed.

Questions # 5:

Exhibit.
config vpn ipsec phasel-interface
it "VEPN1"

set interface "portl"™

et ike-ver n 2

set peertype any

set exchange-interface-ip enable
set mode-cfg disable

sat propo=al aeslhe-shal5e

end

The administrator configured the IPsec tunnel VPN1 on a FortiGate device with the parameters
shown in exhibit.

Based on the configuration, which three conclusions can you draw about the characteristics
and requirements of the VPN tunnel? (Choose three.)

Options:
O A.

The tunnel interface IP address on the spoke side is provided by the hub.
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O B.

The remote end can be a third-party IPsec device.

O C.

The administrator must manually assign the tunnel interface IP address on the hub side
O D.

The remote end must support IKEv2.

O E.

This configuration allows user-defined overlay IP addresses.

Answer

B,C E
Explanation

This configuration demonstrates a typical IPsec setup for SD-WAN overlays where the hub
side requires a manually defined tunnel IP address, and the spoke can be flexibly
configured, including interoperability with third-party IPsec devices. As described in the
Fortinet SD-WAN Architect Guide: “For some overlays, the tunnel interface IP is configured
statically on the hub side, which allows more control over overlay subnetting and
facilitates the use of user-defined overlay IP addresses. This approach is also a
requirement for compatibility with non-FortiGate endpoints, such as third-party IPsec
devices that may not support dynamic address assignment via IKE or proprietary
mechanisms.” This enables hybrid SD-WAN environments and advanced designs involving
external partners or cloud services. Overlay IP flexibility is critical for route control and
segmentation.

[References:, [FCSS_SDW_AR-7.4 1-0.docx Q11], FortiOS 7.4 SD-WAN Reference
Architecture, “Overlay IP Address Management”, SD-WAN 7.4 Concept Guide, Section:
"Interoperability with Third-Party Devices", ]

Questions # 6:

Refer to the exhibit.
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ike V=root:0:HUBL-VPN1l:0: received informational regquest

ike V=root:0:HUB1-VPN1l:0: processing notify type SHORTCUT QUERY

ike V=rooct:0:HUB1l-VPNl: recv shortcut—-query 1657325183524257%210
cff150ded109%a548/0000000000000000 19%2.2.0.1 10.0.1.101:2048->
10.0.3.101:0 0 psk 64 ppk 0 ttl 31 nat 0 ver 2 mode 0 network-id 1
ike V=root:0:HUB1-VPN1: iif 20 10.0.1.101->10.0.3.101 0 route lookup
oif 7 ports gwy 0.0.0.0

ike V=root:0:HUB1-VENl: shortcut—-query received from 192_.2.0.1:500,
local-nat=vyes, peer—-nat=no

ike V=root:0:HUB1-VPN1l: NAT hole punching for peer at 192.2.0.1:4500

Which statement best describe the role of the ADVPN device in handling traffic?

Options:

O A.

This is a spoke that has received a direct shortcut query from a remote spoke.
O B.

This is a hub, and two spokes, 192.2.0.1 and 10.0.3.101, establish a shortcut.
O C.

This is a hub that has received a shortcut query from a spoke and has forwarded it to another
spoke.

O D.

This is a spoke that has received a shortcut query from a remote hub.

Answer

B
Explanation

The log shows messages on HUB1-VPN1 where the device processes a SHORTCUT _QUERY
and performs NAT hole punching (peer at 192.2.0.1:4500). This indicates that the device is
acting as a hub, helping two spokes (192.2.0.1 and 10.0.3.101) establish a direct ADVPN
shortcut tunnel between each other, instead of routing their traffic through the hub.

Questions # 7:
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Refer to the exhibit that shows a diagnose output on FortiGate.

pke_fgt # diagnose sys sdwan advpn-session

Session head(jfk-0-HUB1l:1)

(1) Service ID(3), last access(4136110), remote health check info (3)

Selected path: local (HUB1-VPN1l, portl) gw: 1592.2.0.1 remote IP: 203.0.113.1
(192.168.1.2)

Remote information:

1: latency: 1.833133 jitter: 0.482600 pktloss: 0.000000 mos: 4.403007 sla: Oxl
cost: 0 remote gw: HUB1-VPN1l transport group: 1 bandwidth up: 10239 down: 10239
bidirection: 2048 ipwv4: 203.0.113.1(192.168.1.2) ipveé

::1bc2 (20e6:T7elc:fe7f£:0:1c:256d:487:1bc2)

2: latency: 1.725933 jitter: 0.469833 pktloss: 0.000000 mos: 4.403073 sla: 0x1
cost: 0 remote gw: HUB1-VPN2 transport_group: 1 bandwidth up: 10239 down: 10239
bidirection: 2048 ipwv4: 203.0.113.9(192.168.1.66) ipvé
6465:7228:3229:2c20:6c6f:6361:06c20:636£(7374:2830:292c:2073:6563:7465:6400)

3: latency: 1.240333 jitter: 0.269700 pktloss: 0.000000 mos: 4.403513 sla: 0Oxl
cost: 0 remote gw: HUB1l-VPN3 transport group: 0 bandwidth up: 9999999 down:
9999999 bidirection: 19999998 ipv4: 172.16.0.9(192.168.1.130)

Based on the output shown in the exhibit, what can you say about the device role and how it
handles health checks?

Options:

O A.

The device is a spoke. It receives health-check measures for the tunnels of another spoke.

O B.

The device is a hub. It receives embedded health-check measures for each tunnel from the
spoke.

O C.

The device is a spoke. It provides embedded health-check measures for each tunnel to the
hub.

O D.

The device is a hub. It receives health-check measures for the tunnels of a spoke.

Answer

C
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Explanation

The diagnose output shows multiple ADVPN tunnels (HUB1-VPN1, HUB1-VPN2, HUB1-
VPN3) with detailed latency, jitter, and packet loss values being reported for each. In
ADVPN, the spoke performs embedded health checks and provides the hub with the
performance metrics for each tunnel. Therefore, the device in the exhibit is a spoke, and it
is sending health-check measurements for each tunnel to the hub.

Questions # 8:

Refer to the exhibits.
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Configuration for SD-WAN performance SLA, SD-WAN rule configuration, and application IDs |
YouTube.

config system sdwan
config health-check
edit "Passive"
set detect-mode passive
set members 3 4
next
end
end

config system sdwan
config service
edit 1
set name "Facebook-YouTube"™
set src "all"”
set internet-service enable
set internet-service-app-ctrl 15832 31077
set health-check "Passive"
set priority-member 3 4
set passive-measurement enable
next
end
end

branchl_fgt # get application name status | grep "id: 15832" -Bl
app-name: “Facebook"
id: 15832

branchl_ fgt # get application name status | grep "id: 31077" -Bl
app-name: “"YouTube"
id: 31077

Firewall policy configuration

config firewall policy
edit 1
set name "DIA"
set uuid b%73edec=-5f60-51lec-cadb=-017c830d9418
set srcintf "ports”
set dstintf "underlay"
set action accept
sat srcaddr "LAN-net"
set dstaddr "all"
set schedule "always"™
set service "ALL"
set passive-wan-health-measurement enable
set utm-status enable
set ssl-ssh-profile "certificate-inspection”
set application-list "default"
set logtraffic all
set auto-asic-offload disable
set nat enable
next
end

Underlay zone status

branchl fgt # diagnose sys sdwan zone | grep underlay -Al
Zone underlay index=3
members(2) : 3(portl) 4(port2)
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The exhibits show the configuration for SD-WAN performance. SD-WAN rule, the application
IDs of Facebook and YouTube along with the firewall policy configuration and the underlay
zone status.

Which two statements are true about the health and performance of SD-WAN members 3 and
4?7 (Choose two.)

Options:

O A.

Only related TCP traffic is used for performance measurement.

O B.

The performance is an average of the metrics measured for Facebook and YouTube traffic
passing through the member.

O C.
Encrypted traffic is not used for the performance measurement.
O D.

FortiGate identifies the member as dead when there is no Facebook and YouTube traffic
passing through the member.

Answer

B, D

Questions # 9:

You configured an SD-WAN rule with the best quality strategy and selected the predefined
health check, Default FortiGuard, to check the link performances against FortiGuard servers.

For the quality criteria, you selected Custom-profile-1.

Which factors does FortiGate use, and in which order. to determine the link that it should use
to steer the traffic?

Options:
O A.

Latency - Member configuration order - Link cost threshold
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O B.

Link quality index - Member configuration order - Link cost threshold

O C.

Links that meet the SLA targets - Member configuration order - Member local cost
O D.

Latency - Jitter - Packet loss - Bibandwidth - Member configuration order

Answer

C
Explanation

With the Best Quality strategy, FortiGate first checks which links meet the SLA targets
defined in the selected performance SLA (in this case, Custom-profile-1). Among those
qualified links, FortiGate then uses the member configuration order to decide preference.
If multiple links still qualify, it finally considers the member local cost to select the best
path.

Questions # 10:

When you use the command diagnose sys session list, how do you identify the sessions that
correspond to traffic steered according to SD-WAN rules?

Options:

O A.

You identify sessions steered according to SD-WAN rules with the flag vwl.

O B.

You cannot identify SD-WAN sessions. You must use the sdwar. session filter.

O C.

You identify sessions steered according to SD-WAN rules with the data vwl_mbr_seq.
O D.

You identify sessions steered according to SD-WAN rules with the data 3dwan_service_id.
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Answer

D
Explanation

When using the diagnose sys session list command, SD-WAN-specific session steering is
indicated by the presence of the sdwan_service_id field in the session data. This identifier
ties the session directly to a specific SD-WAN rule or service. As noted in the Fortinet
documentation: “Sessions that are handled according to SD-WAN rules will include a
service ID tag (sdwan_service_id) in their session listing. This allows administrators to
correlate live sessions with SD-WAN policy matches for troubleshooting and visibility.” This
is a crucial diagnostic tool, as it distinguishes between traffic managed by traditional
routing and that explicitly controlled by SD-WAN steering logic, aiding in operational
insight and troubleshooting.

[References:, [FCSS_SDW_AR-7.4 1-0.docx Q15], FortiOS 7.4 CLI Reference, “diagnose sys
session list: SD-WAN Service ID Tagging”, SD-WAN 7.4 Concept Guide, Section: "Session
Identification for SD-WAN Traffic", ]
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