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Questions # 1:

A vendor salesperson is a personal friend of a company’s Chief Financial Officer (CFO). The
company recently made a large purchase from the vendor, which was directly approved by the
CFO. Which of the following best describes this situation?

Options:

O A.

Rules of engagement

O B.

Conflict of interest

O C.

Due diligence

O D.

Contractual impact

O E.

Reputational damage

Answer

B
Explanation

Aconflict of interest (B)arises when personal relationships or interests could potentially
influence professional decisions. In this case, the CFO ' s friendship with the vendor could
improperly affect the procurement decision-making process.

This scenario falls underDomain 5.3: Explain the importance of frameworks, policies,
procedures, and controls—specifically under“Personnel policies (e.g., conflict of interest,
mandatory vacations, job rotation).”

[Reference: CompTIA Security+ SY0-701 Objectives, Domain 5.3 - “Personnel policies:
Conflict of interest.”, ,,,,,,,,, ]

Questions # 2:
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A user needs to complete training at https://comptiatraining.com. After manually entering the
URL, the user sees that the accessed website is noticeably different from the standard
company website. Which of the following is the most likely explanation for the difference?
Options:

O A.

Cross-site scripting

O B.

Pretexting

O C.

Typosquatting

O D.

Vishing

Answer

C
Explanation

Typosquatting(also known asURL hijacking) is a type of attack where cybercriminals
register domain names similar to legitimate sites but with slight misspellings (e.g.,
comptiatraning.com instead of comptiatraining.com). Attackers use these fake sites
tosteal credentials or distribute malware. Since the user manually entered the URL and
reached an unexpected website,this strongly indicates a typosquatting attack.

[Reference:CompTIA Security+ SY0-701 Official Study Guide, Threats, Vulnerabilities, and
Mitigations domain., , ,,,,,,,, ]

Questions # 3:

Which of the following would most likely prevent exploitation of an end-of-life, business-critical
system?
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Options:

O A.

Monitoring

O B.

Isolation

O C.
Decommissioning
O D.

Encryption

Answer

B
Explanation

Comprehensive and Detailed Explanation From Exact Extract:

End-of-life (EOL) systems no longer receive security patches, vendor support, or
vulnerability updates. Because of this, they are highly susceptible to exploitation,
especially if attackers can reach them over a network. When the system is business-
critical and cannot be decommissioned, the most effective strategy is isolation, also
known as network segmentation, air-gapping, or restrictive network zoning. Isolation
removes direct exposure to external and internal threats by limiting communication paths
to only essential systems and users.

According to the Security+ SY0-701 guidance, isolating legacy systems helps reduce the
attack surface when patching is no longer possible. Monitoring (A) is useful for detection
but does not prevent exploitation. Decommissioning (C) would be ideal but is not possible
for business-critical systems, as stated in the question. Encryption (D) protects data
confidentiality but does not stop an attacker from exploiting vulnerabilities in an
unpatched OS or application.

Isolation is a recommended compensating control for legacy and unsupported systems in
SY0-701’s Security Architecture & Resilience domain, which emphasizes micro-
segmentation, firewalls, and restricted access to minimize risk when systems cannot be
replaced or patched.

Questions # 4:
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A systems administrator is concerned users are accessing emails through a duplicate site that
is not run by the company. Which of the following is used in this scenario?

Options:

O A.

Impersonation

O B.

Replication

O C.

Phishing

O D.

Smishing

Answer

Questions # 5:

A security analyst is investigating a workstation that is suspected of outbound communication
to a command-and-control server. During the investigation, the analyst discovered that logs
on the endpoint were deleted. Which of the following logs would the analyst most likely look at
next?

Options:

O A.

IPS

O B.

Firewall

O C.

ACL
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O D.

Windows security

Answer

B
Explanation

Since the logs on the endpoint were deleted, the next best option for the analyst is to
examine firewall logs. Firewall logs can reveal external communication, including
outbound traffic to a command-and-control (C2) server. These logs would contain
information about the IP addresses, ports, and protocols used, which can help in
identifying suspicious connections.

IPS logs may provide information about network intrusions, but firewall logs are better for
tracking communication patterns.

ACL logs (Access Control List) are useful for tracking access permissions but not for
identifying C2 communication.

Windows security logs would have been ideal if they had not been deleted

Questions # 6:

A penetration test has demonstrated that domain administrator accounts were vulnerable to
pass-the-hash attacks. Which of the following would have been the best strategy to prevent
the threat actor from using domain administrator accounts?

Options:

O A.

Audit each domain administrator account weekly for password compliance.
O B.

Implement a privileged access management solution.

O C.

Create IDS policies to monitor domain controller access.

O D.
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Use Group Policy to enforce password expiration.

Answer

B
Explanation

Detailed Explanation:Privileged access management (PAM) solutions effectively mitigate
pass-the-hash attacks by enforcing least privilege and session management for
administrative accounts. These tools restrict how and when credentials can be accessed,
thereby reducing attack surfaces. Reference: CompTIA Security+ SY0-701 Study Guide,
Domain 2: Vulnerabilities, Section: " Mitigation Techniques " .

Questions # 7:

One of a company ' s vendors sent an analyst a security bulletin that recommends a BIOS
update. Which of the following vulnerability types is being addressed by the patch?

Options:

O A.
Virtualization
O B.
Firmware

O C.
Application
O D.

Operating system

Answer

B
Explanation

Firmware is a type of software that is embedded in hardware devices, such as BIOS,
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routers, printers, or cameras. Firmware controls the basic functions and operations of the
device, and can be updated or patched to fix bugs, improve performance, or enhance
security. Firmware vulnerabilities are flaws or weaknesses in the firmware code that can
be exploited by attackers to gain unauthorized access, modify settings, or cause damage
to the device or the network. A BIOS update is a patch that addresses a firmware
vulnerability in the basic input/output system of a computer, which is responsible for
booting the operating system and managing the communication between the hardware
and the software. The other options are not types of vulnerabilities, but rather categories
of software or technology.

Questions # 8:

A security analyst receives an alert that an employee has clicked on a phishing email and
exposed their credentials. Which of the following should the analyst do?

Options:

O A.

Notify all employees about the phishing attack and instruct them to avoid suspicious emails.
O B.

Wait for confirmation from the employee before making any changes to the account.

O C.

Reimage the employee ' s workstation to ensure no malware is present.

O D.

Lock the employee ' s account to prevent further unauthorized access.

Answer

D
Explanation

The best answer is D. Lock the employee ' s account to prevent further unauthorized
access.

If credentials have been exposed in a phishing incident, the most urgent priority is to
contain the threat by preventing attackers from using those credentials. Locking or
disabling the affected account is an immediate response step that reduces the risk of
unauthorized access, lateral movement, privilege abuse, or data theft.
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Why the other options are incorrect:

A. Notify all employees about the phishing attack and instruct them to avoid suspicious
emails.Awareness messaging may be useful later, but it does not immediately contain the
compromised account.

B. Wait for confirmation from the employee before making any changes to the
account.Waiting introduces unnecessary risk if the credentials are already exposed.

C. Reimage the employee ' s workstation to ensure no malware is present.Reimaging may
be appropriate if malware was delivered, but the question specifically says the employee
exposed credentials. The first priority is account containment.

From a Security+ incident response perspective, the immediate action after credential
compromise is to disable or lock the account, making D the best answer.

Questions # 9:

An employee from the accounting department logs in to a website. A desktop application
automatically downloads on the employee ' s computer. Which of the following has occurred?

Options:

O A.

XSS

O B.
Watering hole
O C.
Typosquatting
O D.

Buffer overflow

Answer

B
Explanation

This describes a watering hole attack, where an attacker compromises a website
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frequently visited by the target group and delivers malicious payloads, such as automatic
downloads.

XSS (A) injects scripts into web pages, typosquatting (C) involves fake websites with
misspelled URLs, and buffer overflow (D) exploits memory but does not involve website
compromise with automatic downloads.

Watering hole attacks are well-known web-based threats covered in SY0-701[J6:Chapter
2tCompTIA Security+ Study Guide[].

Questions # 10:

Which of the following would be the best solution to deploy a low-cost standby site that
includes hardware and internet access?

Options:
O A.

Recovery site

O B.

Cold site

O C.

Hot site

O D.

Warm site
Answer
B
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