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Questions # 1:

A BIG-IP Administrator receives an RMA replacement for a failed F5 device. The
Administrator tries to restore a UCS taken from the previous device, but the restore fails. The
following error appears in the /var/log/ltm:

insufficient pool members. 01070608:3: License is not operational

(expired, digital signature does not match contents)

What should the BIG-IP Administrator do to avoid this error? (Choose one answer)

Options:

 A.

Remove the license information from the UCS archive

 B.

Revoke the license prior to restoring

 C.

Use the appropriate tmsh command with the no-license option

 D.

Reactivate the license on the new device using the manual activation method

Answer

C
Explanation

When restoring a UCS file to replacement hardware (RMA device), the license from
the original device is not valid on the new system. If the UCS restore attempts to load
the old license, BIG-IP reports license errors such as “License is not operational”,
which can prevent traffic objects (including pools and virtual servers) from loading
correctly.

To avoid this issue, F5 documentation recommends restoring the UCS without the
license, using the following command:

tmsh load /sys ucs  no-license

This approach:
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Restores all configuration objects (LTM, networking, certificates, keys, etc.)

Excludes the invalid license tied to the old hardware

Allows the administrator to activate a new license separately on the replacement
device

Why the other options are incorrect:

A. Remove the license information from the UCS archiveNot supported or
recommended; UCS files should not be manually modified.

B. Revoke the license prior to restoringLicense revocation does not prevent the
UCS from attempting to load license data.

D. Reactivate the license on the new device using the manual activation
methodThis must be done after restoring the UCS and does not prevent the restore
failure itself.

Therefore, the correct and supported method to avoid this error is C.

===========

Questions # 2:

What are the recommended methods for forcing a BIG-IP system to standby mode? (Choose
two answers)

Options:

 A.

Active BIG-IP: CLI > tmsh run /sys failover device standby

 B.

Active BIG-IP: Configuration Utility > Device Management > Devices > Local Device (Self) >
Force to Standby

 C.

Active BIG-IP: Configuration Utility > Device Management > Traffic Groups > Local Device
(Self) > Force to Standby

 D.
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Active BIG-IP: CLI > tmsh run /sys failover standby

Answer

A, B
Explanation

BIG-IP provides two supported and documented methods to manually force a device
into standby state in a high-availability (HA) configuration:

CLI method (A):

tmsh run /sys failover device standby

This is the correct and supported TMSH command to force the local device to transition
from active to standby.

Configuration Utility method (B):Navigating to Device Management > Devices
> Local Device (Self) and selecting Force to Standby performs the same
operation through the GUI and is fully supported.

Why the other options are incorrect:

C is incorrect: Traffic Groups do not provide a “Force to Standby” option for the
local device; traffic groups are used to manage which device owns specific traffic,
not to force device-level failover.

D is incorrect: tmsh run /sys failover standby is not a valid TMSH command. The
correct syntax requires device standby.

Thus, the correct answers are A and B.

Questions # 3:

A BIG-IP administrator is troubleshooting inconsistent configuration objects on devices in a
device group. The administrator uses the command:

tmsh run /cm watch-devicegroup-device

and observes the following output:
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devices  device clu_id cl_orig cl_time last_sync

20:21 sync_test bigip_a 3273 bigip_a 14:27:00

20:21 sync_test bigip_b 1745 bigip_b 13:52:34 13:42:04

20:21 sync_test bigip_c 1745 bigip_a 13:52:34 13:42:04

What two conclusions can be made about this output? (Choose two answers)

Options:

 A.

bigip_a has the latest configuration.

 B.

Two of the devices in the device group have a configuration that is out of date.

 C.

The config from bigip_c was synced to the other devices in the device group during the most
recent ConfigSync.

 D.

The correct configuration exists on bigip_b and bigip_c because their cluster times match.

 E.

The correct configuration exists on bigip_a and bigip_c because their cluster times match.

Answer

A, B
Explanation

watch-devicegroup-device shows (among other columns) the commit ID (cid.id / shown
here as clu_id), the originating device for that commit (cid-orig / shown here as cl_orig),
and the time the configuration change was made (cid.time / shown here as cl_time).
The highest/newest commit ID and its time represent the most recent configuration
change seen among the devices. (clouddocs.f5.com)

bigip_a has the latest configuration (A) because it shows commit ID 3273 at
14:27:00, which is newer than commit ID 1745 at 13:52:34 on bigip_b and bigip_c.
(clouddocs.f5.com)
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Two devices are out of date (B) because bigip_b and bigip_c are still on the
older commit ID 1745, so they do not match the latest commit shown on bigip_a.
(clouddocs.f5.com)

Why the other options are not supported by this output:

C is not supported: bigip_c is not showing a newer commit than the others; it’s on
the older commit (1745), so it’s not the source of the most recent change. The
output’s cid-orig column is what tells you where the change was made.
(clouddocs.f5.com)

D/E are incorrect logic: matching cid.time between two devices only indicates they
share the same change timestamp/commit, not that it is the correct or latest
configuration. The “latest” is indicated by the newest commit ID/time (here, bigip_a).
(clouddocs.f5.com)

Questions # 4:

A BIG-IP Administrator needs to fall over the active device. The administrator logs into the
Configuration Utility and navigates to Device Management > Traffic Group. However, "Force to
Standby" is greyed out. What is causing this issue?

Options:

 A.

The BIG-IP Administrator is NOT logged into command line to tail over

 B.

The BIG-IP Administrator is on the Standby Device

 C.

The BIG-IP Administrator is logged in as root

 D.

The BIG-IP Administrator is logged in as administrator

Answer

B
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Explanation

In a High Availability pair, the "Force to Standby" action is a Control Plane command used
to trigger a manual failover. This option is only logical and available on the device that is
currently in the Active state. If the button is greyed out, it indicates that the administrator
is already logged into the Standby unit, which has no active traffic groups to relinquish.

Questions # 5:

Refer to the exhibit.

The BIG-IP Administrator runs the command shown and observes a device trust issue between
BIG-IP devices in a device group. The issue prevents config sync on device bigip3.local. What
is preventing the config sync?

Options:

 A.

Next Active Load factor is 0 on bigip1.local
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 B.

Both devices are standby

 C.

Next Active Load factor is 1 on bigip1.local

 D.

Time Delta to local system is

Answer

D
Explanation

Maintaining an accurate and synchronized clock across all members of a device group is a
fundamental requir5ement for the BIG-IP Control P6lane to establis7h and maintain device
tru8st9.

Time Delta Impact: As shown in the exhibit, the "Time Delta to Local Device (sec)"
is 12.

Trust Mechanism: Device trust relies on secure certificate-based communication
(SSL/TLS) . If the time difference between devices is too large (typically more than a
few seconds), the Control Plane cannot validate the certificates, leading to a failure
in the trust relationship .

ConfigSync Failure: When device trust is broken due to time drift, the systems
cannot verify the identity of the peer, which directly prevents the ConfigSync
process from executing on the affected device, such as bigip3.local in this scenario.

Resolution: Administrators must ensure that all devices in a high availability pair
are configured to use the same reliable NTP servers to keep their system clocks
aligned.

The correct command for restoring an encrypted UCS archive via the command line is D.
load /sys ucs <filepath> passphrase <password>.

Questions # 6:

Users are unable to reach an application. The BIG-IP Administrator checks the Configuration
Utility and observes that the Virtual Server has a red diamond in front of the status.
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What is causing this issue? (Choose one answer)

Options:

 A.

The Virtual Server is receiving HTTPS traffic over an HTTP virtual

 B.

All pool members are down

 C.

All pool members have been disabled

 D.

The Virtual Server is disabled

Answer

D
Explanation

In the BIG-IP Configuration Utility, status icons provide immediate health information. A
red diamond specifically indicates that the object itself is administratively disabled.
When a virtual server is disabled, BIG-IP will not accept or process traffic for that virtual
server, regardless of pool or node state.

If all pool members were down, the virtual server would typically show a yellow
triangle (available but no resources).

If all pool members were disabled, the virtual server would usually still be
enabled but unavailable due to pool status, not shown as a red diamond.

Protocol mismatch (HTTPS sent to HTTP) does not change the administrative status
icon of the virtual server.

Therefore, the red diamond clearly indicates the virtual server is disabled, making D
the correct answer.

Questions # 7:
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Which TMSH command initiates a manual configuration synchronization to the specified
device group? (Choose one answer)

Options:

 A.

tmsh load sys config to-group

 B.

tmsh modify sys failover auto-sync enable

 C.

tmsh run cm config-sync to-group

 D.

tmsh run sys device-group update-config

Answer

C
Explanation

In a BIG-IP Device Service Cluster (DSC), manual configuration synchronization is
performed using the ConfigSync framework. The supported and documented command
to manually push the local configuration to a specific device group is:

tmsh run cm config-sync to-group

This command:

Initiates a one-time manual ConfigSync

Pushes the local device’s configuration to all members of the specified device group

Is commonly used when auto-sync is disabled or when the administrator wants
explicit control over synchronization timing

Why the other options are incorrect:

A is not a valid TMSH command for ConfigSync.
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B enables auto-sync but does not perform an immediate synchronization.

D is not a valid or supported TMSH command for device group configuration
synchronization.

Therefore, the correct command to manually synchronize configuration to a device group
is C.

===========

Questions # 8:

A BIG-IP Administrator plans to resolve a non-critical issue with a BIG-IP device in 2 weeks.
What Severity level should be assigned to this type of F5 support ticket?

Options:

 A.

4

 B.

2

 C.

3

 D.

1

Answer

A
Explanation

F5 Support uses a specific scale to categorize the urgency of technical issues, which helps
the Control Plane management team prioritize resources effectively.

Severity 1 (Critical): Used for emergency situations where a production site is
completely down, or there is a critical impact on business operations with no
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workaround available.

Severity 2 (High): Assigned when a system is severely degraded, or a primary
function is significantly impacted, but the site remains operational in a degraded
state.

Severity 3 (Medium): Applicable for issues where there is a partial loss of non-
critical functionality, or the system is failing intermittently but the core business is
not currently impacted.

Severity 4 (Low): This is the appropriate level for non-critical issues, general "how-
to" questions, or maintenance planning. Since the administrator plans to resolve this
issue in two weeks, it falls under the category of a low-priority maintenance task that
does not require an immediate response from F5 support.

Questions # 9:

A BIG-IP Administrator needs to change the management IP address of a BIG-IP device. Where
should the administrator perform this task?

Options:

 A.

Network > VLANs

 B.

Network > Interfaces

 C.

System > Platform

 D.

Network > Self IPs

Answer

C
Explanation

Management of the device's identity and primary out-of-band connectivity is a central
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Control Plane responsibility.

Platform Settings: The System > Platform section of the Configuration Utility is
used to manage global hardware and system parameters, including the hostname,
management IP address, and time zone.

Management vs. Data Plane: It is critical to distinguish between the management
interface and TMM data interfaces. While data plane IPs (Self IPs) are configured
under Network > Self IPs, the dedicated management port settings are grouped
with other platform-level configurations.

Access Control: This area is also used to manage administrative security, such as
restricting SSH or HTTPS access to specific management subnets or IP addresses.

Impact of Change: Changing the management IP will immediately disconnect any
active GUI or SSH sessions using the current management IP. The administrator must
reconnect using the newly assigned address.

Questions # 10:

Which command will provide the BIG-IP Administrator with the current device HA status?
(Choose one answer)

Options:

 A.

list /cm failover

 B.

show /sys failover

 C.

show /cm failover-status

Answer

C
Explanation

To determine the current failover (HA) status of a BIG-IP system using tmsh, F5
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documentation explicitly states that the administrator should use the following command:

show /cm failover-status

This command displays:

The current failover state (active, standby, or offline)

Detailed failover status information

The operational HA condition of the device within a device group

According to F5 Knowledge Base Article K08452454, the documented procedure for
checking failover status is:

Log in to the TMOS Shell (tmsh)

Run show /cm failover-status

Why the other options are incorrect:

A. list /cm failover shows configuration settings, not operational HA status.

B. show /sys failover is not the documented command for checking current failover status
and does not align with F5’s recommended procedure.
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