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Questions # 1:

Which of the following scenarios describes a possible business email compromise attack?

Options:

 A.

An employee receives a gift card request in an email that has an executive ' s name in the
display field of the email.

 B.

Employees who open an email attachment receive messages demanding payment in order to
access files.

 C.

A service desk employee receives an email from the HR director asking for log-in credentials
to a cloud administrator account.

 D.

An employee receives an email with a link to a phishing site that is designed to look like the
company ' s email portal.

Answer

A
Explanation

 A business email compromise (BEC) attack is a type of phishing attack that targets
employees who have access to company funds or sensitive information. The attacker
impersonates a trusted person, such as an executive, a vendor, or a client, and requests a
fraudulent payment, a wire transfer, or confidential data. The attacker often uses social
engineering techniques, such as urgency, pressure, or familiarity, to convince the victim to
comply with the request12.

In this scenario, option A describes a possible BEC attack, where an employee receives a
gift card request in an email that has an executive’s name in the display field of the email.
The email may look like it is coming from the executive, but the actual email address may
be spoofed or compromised. The attacker may claim that the gift cards are needed for a
business purpose, such as rewarding employees or clients, and ask the employee to
purchase them and send the codes. This is a common tactic used by BEC attackers to
steal money from unsuspecting victims34.
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Option B describes a possible ransomware attack, where malicious software encrypts the
files on a device and demands a ransom for the decryption key. Option C describes a
possible credential harvesting attack, where an attacker tries to obtain the login
information of a privileged account by posing as a legitimate authority. Option D describes
a possible phishing attack, where an attacker tries to lure the victim to a fake website that
mimics the company’s email portal and capture their credentials. These are all types of
cyberattacks, but they are not examples of BEC attacks. References = 1: Business Email
Compromise - CompTIA Security+ SY0-701 - 2.2 2: CompTIA Security+ SY0-701
Certification Study Guide 3: Business Email Compromise: The 12 Billion Dollar Scam 4:
TOTAL: CompTIA Security+ Cert (SY0-701) | Udemy

Questions # 2:

An administrator was notified that a user logged in remotely after hours and copied large
amounts of data to a personal device.

Which of the following best describes the user’s activity?

Options:

 A.

Penetration testing

 B.

Phishing campaign

 C.

External audit

 D.

Insider threat

Answer

D
Explanation

An insider threat is a security risk that originates from within the organization, such as an
employee, contractor, or business partner, who has authorized access to the
organization’s data and systems. An insider threat can be malicious, such as stealing,
leaking, or sabotaging sensitive data, or unintentional, such as falling victim to phishing or
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social engineering. An insider threat can cause significant damage to the organization’s
reputation, finances, operations, and legal compliance. The user’s activity of logging in
remotely after hours and copying large amounts of data to a personal device is an
example of a malicious insider threat, as it violates the organization’s security policies and
compromises the confidentiality and integrity of the data. References = Insider Threats –
CompTIA Security+ SY0-701: 3.2, video at 0:00; CompTIA Security+ SY0-701 Certification
Study Guide, page 133.

Questions # 3:

Which of the following would most likely be deployed to obtain and analyze attacker activity
and techniques?

Options:

 A.

Firewall

 B.

IDS

 C.

Honeypot

 D.

Layer 3 switch

Answer

C

Questions # 4:

The executive management team is mandating the company develop a disaster recovery plan.
The cost must be kept to a minimum, and the money to fund additional internet connections is
not available. Which of the following would be the best option?
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Options:

 A.

Hot site

 B.

Cold site

 C.

Failover site

 D.

Warm site

Answer

B

Questions # 5:

An attacker posing as the Chief Executive Officer calls an employee and instructs the
employee to buy gift cards. Which of the following techniques is the attacker using?

Options:

 A.

Smishing

 B.

Disinformation

 C.

Impersonating

 D.

Whaling



Page 6 of 13

Answer

D
Explanation

Whaling is a type of phishing attack that targets high-profile individuals, such as
executives, celebrities, or politicians. The attacker impersonates someone with authority
or influence and tries to trick the victim into performing an action, such as transferring
money, revealing sensitive information, or clicking on a malicious link. Whaling is also
called CEO fraud or business email compromise2.

[References: CompTIA Security+ Study Guide: Exam SY0-701, 9th Edition, Chapter 3, page
97., , , , , , , , , , ]

Questions # 6:

A forensic engineer determines that the root cause of a compromise is a SQL injection attack.
Which of the following should the engineer review to identify the command used by the threat
actor?

Options:

 A.

Metadata

 B.

Application log

 C.

System log

 D.

Netflow log

Answer

B
Explanation

To identify the exactcommand or input usedduring a SQL injection attack, theapplication
log (B)is the most relevant. It records inputs, errors, and processing activities within the
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application layer.

UnderDomain 2.1, CompTIA emphasizes reviewingapplication logsto detect indicators of
malicious activity, includingweb application attackslike SQL injection.

[Reference: CompTIA Security+ SY0-701 Objectives, Domain 2.1 – “Indicators of malicious
activity: SQL injection; review application logs.”, , , , , , , , , ]

Questions # 7:

An organization’s internet-facing website was compromised when an attacker exploited a
buffer overflow. Which of the following should the organization deploy to best protect against
similar attacks in the future?

Options:

 A.

NGFW

 B.

WAF

 C.

TLS

 D.

SD-WAN

Answer

B
Explanation

A buffer overflow is a type of software vulnerability that occurs when an application writes
more data to a memory buffer than it can hold, causing the excess data to overwrite
adjacent memory locations. This can lead to unexpected behavior, such as crashes, errors,
or code execution. A buffer overflow can be exploited by an attacker to inject malicious
code or commands into the application, which can compromise the security and
functionality of the system. An organization’s internet-facing website was compromised
when an attacker exploited a buffer overflow. To best protect against similar attacks in the
future, the organization should deploy a web application firewall (WAF). A WAF is a type of
firewall that monitors and filters the traffic between a web application and the internet. A
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WAF can detect and block common web attacks, such as buffer overflows, SQL injections,
cross-site scripting (XSS), and more. A WAF can also enforce security policies and rules,
such as input validation, output encoding, and encryption. A WAF can provide a layer of
protection for the web application, preventing attackers from exploiting its vulnerabilities
and compromising its data. References = Buffer Overflows – CompTIA Security+ SY0-701 –
2.3, Web Application Firewalls – CompTIA Security+ SY0-701 – 2.4, [CompTIA Security+
Study Guide with over 500 Practice Test Questions: Exam SY0-701, 9th Edition]

Questions # 8:

A company wants to improve the availability of its application with a solution that requires
minimal effort in the event a server needs to be replaced or added. Which of the following
would be the best solution to meet these objectives?

Options:

 A.

Load balancing

 B.

Fault tolerance

 C.

Proxy servers

 D.

Replication

Answer

A
Explanation

Detailed Explanation:Load balancing improves application availability by distributing traffic
across multiple servers. If one server fails, traffic is automatically routed to other available
servers with minimal intervention. Reference: CompTIA Security+ SY0-701 Study Guide,
Domain 3: Security Architecture, Section: " High Availability Solutions " ​​.
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Questions # 9:

A software company currently secures access using a combination of traditional
username/password configurations and one-time passwords for MFA. However, employees still
struggle to maintain both a password manager and the authenticator application. The
company wants to migrate to a single, integrated authentication solution that is more secure
and provides a smoother login experience for its employees. Which of the following solutions
will best satisfy the company ' s needs?

Options:

 A.

Migrating to FIDO2 passkeys, utilizing built-in device biometrics for user authentication

 B.

Implementing SMS-based one-time passwords as the primary second factor for all logins

 C.

Implementing SAML federation across authentication servers so employees can use SSO to
access applications

 D.

Deploying a PKI system that requires all employees to use smart cards for login access

Answer

A
Explanation

The best answer is A. Migrating to FIDO2 passkeys, utilizing built-in device biometrics for
user authentication.

The company wants a single, integrated authentication solution that is both more secure
and easier for employees to use. FIDO2 passkeys best match this requirement because
they allow passwordless authentication using cryptographic credentials stored on the
user’s device, often unlocked with biometrics or a local PIN.

This improves security and usability because:

users no longer need to manage a password plus a separate authenticator app

phishing resistance is stronger than traditional passwords and OTPs
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authentication is integrated into the device experience

biometric unlock makes login smoother for users

Why the other options are incorrect:

B. Implementing SMS-based one-time passwords as the primary second factor for all
loginsSMS is weaker than modern phishing-resistant methods and still does not solve
the issue of streamlining authentication as well as passkeys.

C. Implementing SAML federation across authentication servers so employees can
use SSO to access applicationsSSO improves convenience, but it does not by itself
replace passwords with a more secure integrated authentication method. It solves
access federation, not the core password-plus-authenticator problem.

D. Deploying a PKI system that requires all employees to use smart cards for login
accessSmart cards can be secure, but they are less convenient and less seamless
than device-based passkeys and biometrics for many organizations.

From a SY0-701 perspective, FIDO2 and passwordless authentication are strong modern
controls that improve both security and user experience. Therefore, A is the best answer.

Questions # 10:

Which of the following is an example of a data protection strategy that uses tokenization?

Options:

 A.

Encrypting databases containing sensitive data

 B.

Replacing sensitive data with surrogate values

 C.

Removing sensitive data from production systems

 D.

Hashing sensitive data in critical systems
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Answer

B
Explanation

Detailed Explanation:

Tokenization replaces sensitive data with non-sensitive surrogate values that retain the
necessary format but are meaningless without access to the original data. Reference:
CompTIA Security+ SY0-701 Study Guide, Domain 3: Security Architecture, Section: " Data
Masking and Tokenization " ​​.

Questions # 11:

Various stakeholders are meeting to discuss their hypothetical roles and responsibilities in a
specific situation, such as a security incident or major disaster. Which of the following best
describes this meeting?

Options:

 A.

Penetration test

 B.

Continuity of operations planning

 C.

Tabletop exercise

 D.

Simulation

Answer

C
Explanation

A tabletop exercise is a discussion-based exercise where stakeholders gather to walk
through the roles and responsibilities they would have during a specific situation, such as
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a security incident or disaster. This type of exercise is designed to identify gaps in
planning and improve coordination among team members without the need for physical
execution.

References = CompTIA Security+ SY0-701 study materials, particularly in the domain of
security operations and disaster recovery planning​​.
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