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Questions # 1:

A subset of the monitored devices is due for maintenance. These devices are expected to be
shut down and restarted multiple times during maintenance. Which action should be taken to
prevent the devices from triggering alerts during this period without impacting data
collection?

Options:

O A.

Disable all alerts during maintenance.

O B.

Make unreachable during maintenance.

O C.

Mute the devices during maintenance.

O D.

Unmanage devices during maintenance.

Answer

C
Explanation

SolarWinds provides several ways to handle maintenance windows, but they have
different impacts on historical data. According to theSolarWinds Platform Administrator
Guide, "Unmanaging" a node (Option D) stops all polling entirely, resulting in "gaps" in
your historical charts.

To prevent notifications whilepreserving data collection, the best practice is toMute
the devices during maintenance. When a device is "Muted" (also known as "Pause
Actions"), the platform continues to poll the device and record its status and performance
metrics (CPU, Memory, Latency) into the database. However, the alerting engine is
instructed to suppress any notification actions (emails, scripts, etc.) for that specific entity.
This ensures that you have a full historical record of the device's behavior during the
maintenance period—showing exactly when it went down and came back up—without
flooding the IT team with unnecessary alerts.
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Questions # 2:

How are devices within a network that does not respond to SNMP or WMI, discovered and
imported for monitoring?

Options:

O A.

Increase the network discovery time out value.

O B.

Include devices that only respond to ICMP in network discovery.

O C.

Select agent polling method in network discovery.

O D.

Set a network hop value greater than 0 in the discovery settings.

Answer

B
Explanation

Network Discovery in the SolarWinds Platform is designed to identify as much
infrastructure as possible, even if that infrastructure is "locked down." According to
theSolarWinds Platform Administrator Guide, the discovery wizard follows a specific
hierarchy of identification.

If a device hasSNMPorWMIldisabled (often the case for security-hardened servers, basic
switches, or simple IP-enabled appliances), the platform cannot gather deep performance
metrics like CPU or memory. However, the device can still be discovered and monitored
for "Up/Down" availability using a simple Ping (ICMP). To ensure these devices are added
to the database during a scan, the administrator must check the box to "Include devices
that only respond to ICMP" during the discovery configuration. If this is not selected,
the discovery engine will skip any IP address that does not provide a valid SNMP or WMI
credential response, potentially leaving gaps in the network inventory. This is the standard
method for monitoring "Ping-only" nodes.

Questions # 3:
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Which two of the following use cases are utilized for account limitations? (Choose two.)

Options:

O A.

access to monitored data by departments
O B.

access to monitored data by device types
O C.

access to features by departments

O D.

polling of devices by location

Answer

A B
Explanation

Account Limitationsare security filters applied at the user or group level to control data
visibility within the Web Console. According to theSolarWinds Platform User Account
Managementguide, these limitations do not affecthowdata is collected (polling), but
ratherwhocan see the resulting data.

The two primary use cases are:

Access by Department (A): Organizations often use custom properties (like
"Department") to tag nodes. By applying an account limitation, you can ensure that
the "Finance" team only sees servers tagged for their department, while the "IT"
team sees the entire infrastructure.

Access by Device Type (B): Limitations can be set based on vendor, machine type,
or other attributes. For instance, a Network Operations Center (NOC) team might be
limited to seeing only "Cisco" or "Juniper" devices to keep their dashboard focused
purely on networking gear.

Option C is incorrect because "access to features" (like the ability to manage alerts or
reports) is handled viaAccount Permissions, not limitations. Option D is incorrect
because "polling of devices" is a backend function of thePolling Engines, which is
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‘ managed via the "Manage Nodes" section rather than user-facing account limitations. |

Questions # 4:

Which benefit does Anomaly-Based Alerting add to the Hybrid Cloud Observability (HCO)
alerting engine?

Options:

O A.

analyzes entity behavior and uses data to fire an alert if trigger conditions are outside
established behavior

O B.

removes the requirement for any trigger condition thresholds on an alert
O C.

removes the requirement for the user to configure set of trigger conditions
O D.

resets alerts that met established trigger conditions and fired outside the scope of those
established behaviors

Answer

A
Explanation

Anomaly-Based Alertingrepresents a shift from static thresholds to behavioral analysis
in the HCO platform. According to theSolarWinds HCO Alerting Enginedocumentation, this
feature uses machine learning to establish a "baseline" for specific metrics like CPU load
or memory usage over a period of 7 to 30 days.

The primary benefit is that itanalyzes entity behaviorand triggers an alert only when a
metric deviates significantly from its historical "normal" for that specific day and time. For
example, if a server traditionally runs at 90% CPU during a Sunday night backup, a static
80% threshold alert would trigger a "false positive" every week. Anomaly-based alerting
learns this behavior and will only fire an alert if the CPU hits 90% on a Tuesday morning
when the normal load is only 20%.

This reduces alert noise by focusing ontrue anomaliesrather than simple threshold
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violations. It does not "remove the requirement for trigger conditions" (Options B and C);
instead, it replaces a static numerical threshold with a dynamic, machine-learned
threshold. The administrator still defineswhichentities to monitor andhowsensitive the
anomaly detection should be.

Questions # 5:

Which two of the following conclusions can be made from the shown AppStack view? (Choose
two.)
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Options:

O A.

A filter is applied to show entities related to an application.
O B.

The option to hide categories with no objects is selected.
O C.

The storage resource monitor (SRM) is not installed.

O D.

The user's account is given administrator access rights.

Answer

A B
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Explanation

According to the SolarWinds Platform Administrator Guide for Hybrid Cloud Observability,
theAppStack Environment Viewprovides an interactive, visual mapping of relationships
between monitored entities such as applications, servers, and storage. In the provided
image, it is evident thata filter is applied to show entities related to an application
(A)because the left-hand navigation pane shows specific filters selected under the
"Applications" category, and the main view displays a subset of the environment's total
objects that correspond specifically to those application relationships. This filtering
capability allows users to narrow down the environment to focus on the specific
dependencies of a critical business service, such as Microsoft Active Directory or a SQL
Server instance, which are shown as filtered groups in the sidebar.

Furthermore, it can be concluded thatthe option to hide categories with no objects
is selected (B). A standard, unfiltered AppStack view typically displays every possible
layer of the IT stack—including Transactions, LUNs, Pools, and Arrays—regardless of
whether they contain active entities. However, in the provided view, only categories
containing entities relevant to the current filter (such as Applications, Database Instances,
Servers, and Volumes) are visible. This indicates that the "Hide categories with no objects"
setting is active, which is a standard customization used to clean up the interface and
highlight only the active parts of the dependency map.

While the view shows storage-related entities like "Volumes," this does not confirm
whether theStorage Resource Monitor (SRM) is not installed (C), as basic volume
data can often be collected via standard node polling. Additionally, the AppStack interface
itself does not provide enough diagnostic data to verify if theuser account is given
administrator access rights (D), as these visual elements are accessible to non-admin
users with appropriate view permissions. Therefore, A and B are the only verified
conclusions based on the visual evidence of the filtered environment.

Questions # 6:

The built-in custom property, AssetTag, was set to mandatory after device monitoring had
been set up. Which two of the following results can be expected from this action? (Choose
two.)

Options:

O A.

asset tag must be provided after the action for all existing monitored devices
O B.

asset tag must be provided for all existing monitored devices when polled
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O C.
asset tag must be provided for all existing monitored devices when edited
O D.

asset tag must be provided immediately for all existing monitored devices

Answer

A C
Explanation

Custom properties can be configured as "Mandatory" to ensure data integrity across the
platform. According to theSolarWinds Platform Administrator Guide, changing a property
like AssetTag to mandatory after nodes already exist creates an enforcement
requirement.

The system does not retroactively block polling or delete nodes (Option B and D are
incorrect), but it enforces the requirement during administrative interaction. Specifically:

Requirement after the action (A): Moving forward, any new node added to the
system will require the AssetTag field to be populated before the node can be saved.

Requirement when edited (C): For existing nodes that do not yet have an
AssetTag, the platform will permit them to exist and be polled normally. However,
the next time an administrator attempts toeditthe properties of that node, the Web
Console will block the "Save" action until a value is provided for the mandatory
AssetTag field. This ensures that as the environment is managed over time, the
metadata is gradually backfilled until all mandatory requirements are satisfied.

Questions # 7:

From which two of the following locations can CPU load be excluded from contributing to
overall node status? (Choose two.)

Options:

O A.

all nodes widget

O B.
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edit node properties
O C.

mute node

O D.

node child status

Answer

B, D
Explanation

By default, the "overall status" of a node (Up, Warning, Critical) is calculated based on its
availability and the health of its child components, such as CPU and Memory. According to
theSolarWinds Platform Node Managementdocumentation, administrators can fine-tune
this rollup behavior to prevent non-critical metrics from turning a node "red" on the
dashboard.

Edit Node Properties (B): Inside the "Edit Node" page, there is a section for
"Thresholds." Here, an administrator can uncheck the box that allows CPU load to
contribute to the node's overall status. This is useful for servers that consistently run
high CPU but are otherwise healthy.

Node Child Status (D): Within the global SolarWinds settings, administrators can
manage "Node Child Status Participation." This centralized menu allows you to define
which sub-elements (CPU, Memory, Interfaces, etc.) are allowed to influence the
parent node's status.

Muting a node(Option C) only pauses alerts and does not change how status is
calculated. TheAll Nodes widget(Option A) is a visualization tool and does not provide
the configuration settings to change the underlying status logic.

Questions # 8:

A company has two SolarWinds* Hybrid Cloud Observability (HCO) servers, running in two
different sites. An employee at the second site has desighed a report that the first site wants
to use. How can the report be shared between the sites?
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Options:

O A.

export the report as a CSV from the second site and import it to the first site
O B.

export the report as a DOC from the second site and import it to the first site
O C.

export the report as a PDF from the second site and import it to the first site
O D.

export the report as an XML from the second site and import it to the first site

Answer

D
Explanation

In the SolarWinds Platform, transferring report definitions between different instances
(such as Site A and Site B) requires a format that captures the underlying logic, SQL/SWQL
queries, and layout metadata. According to theSolarWinds Platform Reporting Guide, while
CSV, PDF, and DOC are formats used for exporting theresultsof a report (the data), they
do not contain the instructions needed to recreate the report itself on a different server.

To share a report's structure, the administrator must use theExport/Import
XMLfunctionality. By selecting the report in the Report Manager and choosing "Export,"
the system generates a specialized.xml file. This file contains the complete definition of
the report, including the datasource filters, selected columns, chart configurations, and
formatting rules. When this XML file is imported into the second SolarWinds instance, the
platform parses the code and creates a new entry in the local database. This is the
standard method for migrating custom reports from a test environment to production or
sharing successful reporting templates across a geographically distributed organization
with multiple independent polling installations.

Questions # 9:

An agent software has been deployed to the Windows domain controller, however the server is
being polled through WMI. What is causing this irregularity?
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Options:

O A.

agent did not install correctly

O B.

agent polling is not supported

O C.

configure polling engine to accept agent data
O D.

edit the node and change the polling method

Answer

D
Explanation

In the SolarWinds Platform, the method used to poll a node (SNMP, WMI, or Agent) is a
specific property assigned to the node record in the database. According to theSolarWinds
Platform Agent Managementguide, simply installing the agent software on a remote server
does not automatically convert the existing node record to use that agent for data
collection.

If a node was originally added to the system viaWMI, the platform will continue to attempt
to poll it via WMI over the network using RPC/DCOM, even if the SolarWinds Agent is
successfully installed and running on the target machine. To fix this "irregularity" and take
advantage of the agent's encrypted, single-port communication, an administrator
mustedit the node and change the polling method (D).

By going toManage Nodes, selecting the domain controller, and clicking "Edit
Properties," the admin must find the "Polling Method" section and select "Agent". Once
saved, the Polling Engine will stop using WMI network calls and will instead wait for the
agent to provide the data (if in Agent-Initiated mode) or reach out to the agent via the
agent's port (if in Server-Initiated mode). This change ensures that the monitoring load is
shifted to the agent and that the communication adheres to the desired security profile.

Questions # 10:

A network discovery job was performed. The job was not correctly defined and not all devices
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were discovered within the network. What is the likely reason for the skipped devices?

Options:

O A.

The missing devices were configured for SNPMvS.

O B.

The missing devices were included in the discovery ignore list.
O C.

The network discovery timeout was too short

O D.

The preferred polling method in the discovery job was set to WML

Answer

B
Explanation

Network Discovery is an automated process to scan subnets and import new
infrastructure. However, the discovery engine includes logic to prevent duplicate entries
and ignore non-relevant assets. According to theSolarWinds Platform Administrator Guide,
if specific devices are missing from the results, the most common administrative cause is
theDiscovery Ignore List.

The "Ignore List" is a database of IP addresses or MAC addresses that the platform has
been explicitly told to skip. This often happens if a device was previously discovered but
the administrator chose "Ignore this node" during the import phase. The system
remembers this choice to prevent the device from reappearing in every subsequent scan.
Additionally, the platform automatically ignores any node that isalready presentin the
"Manage Nodes" list to avoid creating redundant monitoring objects.

While a timeout (Option C) or incorrect polling method (Option D) could cause a node to
fail to respond with its full metadata, the device would typically still appear in the
discovery results as a "Generic" or "ICMP-only" device rather than being skipped entirely.
Only thelgnore Listor pre-existing status causes a device to be excluded from the
discovery results table during a scan of a valid subnet.

Questions # 11:
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How can access to all reports be removed from user accounts?

Options:

O A.

add to report group and modify access

O B.

disable manage reports permissions

O C.

set user account report limitation to default
O D.

set user account report limitation to no reports

Answer

D
Explanation

In the SolarWinds Platform, report access is governed by both functional permissions and
account limitations. While "Disable Manage Reports" (Option B) prevents a user from
editing or creating reports, it does not necessarily hide the "Reports" menu or prevent the
user from viewing existing reports they have access to. To completely remove the
visibility and accessibility of all reports for a specific user account, anAccount
Limitationmust be applied.

According to theSolarWinds Platform User Account Managementdocumentation, account
limitations act as a security filter that restricts what the user can see throughout the entire
Web Console. By navigating toSettings > All Settings > Manage Accounts, selecting
the user, andediting theirReport Limitation, an administrator can choose "No Reports".
This configuration ensures that when the user logs in, the Reports section will either be
empty or completely hidden from their navigation bar, regardless of their other
permissions. This is the most effective method for high-security environments or multi-
tenant deployments where certain users should have zero visibility into the historical
performance data or inventory summaries contained within the reporting engine.
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