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Questions # 1:

Which two statement about the RADIUS service on FortiAuthenticator are true? (Choose two)

Options:

 A.

Two-factor authentication cannot be enforced when using RADIUS authentication

 B.

RADIUS users can migrated to LDAP users

 C.

Only local users can be authenticated through RADIUS

 D.

FortiAuthenticator answers only to RADIUS client that are registered with FortiAuthenticator

Answer

B, D
Explanation

 Two statements about the RADIUS service on FortiAuthenticator are true:

RADIUS users can be migrated to LDAP users using the RADIUS learning mode
feature. This feature allows FortiAuthenticator to learn user credentials from an
existing RADIUS server and store them locally as LDAP users for future
authentication requests.

FortiAuthenticator answers only to RADIUS clients that are registered with
FortiAuthenticator. A RADIUS client is a device that sends RADIUS authentication or
accounting requests to FortiAuthenticator. A RADIUS client must be added and
configured on FortiAuthenticator before it can communicate with it.

References:
https://docs.fortinet.com/document/fortiauthenticator/6.4.0/administration-guide/906179/r
adius-service
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Questions # 2:

You have implemented two-factor authentication to enhance security to sensitive enterprise
systems.

How could you bypass the need for two-factor authentication for users accessing form specific
secured networks?

Options:

 A.

Create an admin realm in the authentication policy

 B.

Specify the appropriate RADIUS clients in the authentication policy

 C.

Enable Adaptive Authentication in the portal policy

 D.

Enable the Resolve user geolocation from their IP address option in the authentication policy.

Answer

C
Explanation

Adaptive Authentication is a feature that allows administrators to bypass the need for two-
factor authentication for users accessing from specific secured networks. Adaptive
Authentication uses geolocation information from IP addresses to determine whether a
user is accessing from a trusted network or not. If the user is accessing from a trusted
network, FortiAuthenticator can skip the second factor of authentication and grant access
based on the first factor only.

References:
https://docs.fortinet.com/document/fortiauthenticator/6.4.0/administration-guide/906179/a
uthentication-policies#adaptive-authentication

Questions # 3:
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You are the administrator of a global enterprise with three FortiAuthenticator devices. You
would like to deploy them to provide active-passive HA at headquarters, with geographically
distributed load balancing.

What would the role settings be?

Options:

 A.

One standalone and two load balancers

B One standalone primary, one cluster member, and one load balancer

 B.

Two cluster members and one backup

 C.

Two cluster members and one load balancer

Answer

B
Explanation

To deploy three FortiAuthenticator devices to provide active-passive HA at headquarters,
with geographically distributed load balancing, the role settings would be:

One standalone primary, which acts as the master device for HA and load balancing

One cluster member, which acts as the backup device for HA and load balancing

One load balancer, which acts as a remote device that forwards authentication
requests to the primary or cluster member device

References:
https://docs.fortinet.com/document/fortiauthenticator/6.4.0/administration-guide/906179/h
igh-availability#ha-and-load-balancing

Questions # 4:
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Which network configuration is required when deploying FortiAuthenticator for portal services?

Options:

 A.

FortiAuthenticator must have the REST API access enable on port1

 B.

One of the DNS servers must be a FortiGuard DNS server

 C.

Fortigate must be setup as default gateway for FortiAuthenticator

 D.

Policies must have specific ports open between FortiAuthenticator and the authentication
clients

Answer

D
Explanation

When deploying FortiAuthenticator for portal services, such as guest portal, sponsor
portal, user portal or FortiToken activation portal, the network configuration must allow
specific ports to be open between FortiAuthenticator and the authentication clients. These
ports are:

TCP 80 for HTTP access

TCP 443 for HTTPS access

TCP 389 for LDAP access

TCP 636 for LDAPS access

UDP 1812 for RADIUS authentication

UDP 1813 for RADIUS accounting

References:
https://docs.fortinet.com/document/fortiauthenticator/6.4.0/administration-guide/906179/p
ortal-services#network-configuration
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Questions # 5:

You want to monitor FortiAuthenticator system information and receive FortiAuthenticator
traps through SNMP.

Which two configurations must be performed after enabling SNMP access on the
FortiAuthenticator interface? (Choose two)

Options:

 A.

Enable logging services

 B.

Set the tresholds to trigger SNMP traps

 C.

Upload management information base (MIB) files to SNMP server

 D.

Associate an ASN, 1 mapping rule to the receiving host

Answer

B, C
Explanation

To monitor FortiAuthenticator system information and receive FortiAuthenticator traps
through SNMP, two configurations must be performed after enabling SNMP access on the
FortiAuthenticator interface:

Set the thresholds to trigger SNMP traps for various system events, such as CPU
usage, disk usage, memory usage, or temperature.

Upload management information base (MIB) files to SNMP server to enable the
server to interpret the SNMP traps sent by FortiAuthenticator.

References:
https://docs.fortinet.com/document/fortiauthenticator/6.4.0/administration-guide/906179/s
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ystem-settings#snmp

Questions # 6:

Which EAP method is known as the outer authentication method?

Options:

 A.

PEAP

 B.

EAP-GTC

 C.

EAP-TLS

 D.

MSCHAPV2

Answer

A
Explanation

PEAP is known as the outer authentication method because it establishes a secure tunnel
between the client and the server using TLS. The inner authentication method, such as
EAP-GTC, EAP-TLS, or MSCHAPV2, is then used to authenticate the client within the tunnel.

References:
https://docs.fortinet.com/document/fortiauthenticator/6.4.0/administration-guide/906179/
wireless-802-1x-authentication#peap

Questions # 7:

Which interface services must be enabled for the SCEP client to connect to Authenticator?
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Options:

 A.

OCSP

 B.

REST API

 C.

SSH

 D.

HTTP/HTTPS

Answer

D
Explanation

HTTP/HTTPS are the interface services that must be enabled for the SCEP client to connect
to FortiAuthenticator. SCEP stands for Simple Certificate Enrollment Protocol, which is a
method of requesting and issuing digital certificates over HTTP or HTTPS.
FortiAuthenticator supports SCEP as a certificate authority (CA) and can process SCEP
requests from SCEP clients. To enable SCEP on FortiAuthenticator, the HTTP or HTTPS
service must be enabled on the interface that receives the SCEP requests.

References:
https://docs.fortinet.com/document/fortiauthenticator/6.4.0/administration-guide/906179/c
ertificate-management#scep

Questions # 8:

What capability does the inbound proxy setting provide?

Options:

 A.

It allows FortiAuthenticator to determine the origin source IP address after traffic passes
through a proxy for system access,
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 B.

It allows FortiAuthenticator to act as a proxy for remote authentication servers.

 C.

It allows FortiAuthenticator the ability to round robin load balance remote authentication
servers.

 D.

It allows FortiAuthenticator system access to authenticating users, based on a geo IP address
designation.

Answer

A
Explanation

The inbound proxy setting provides the ability for FortiAuthenticator to determine the
origin source IP address after traffic passes through a proxy for system access. The
inbound proxy setting allows FortiAuthenticator to use the X-Forwarded-For header in the
HTTP request to identify the original client IP address. This can help FortiAuthenticator
apply the correct authentication policy or portal policy based on the source IP address.

References:
https://docs.fortinet.com/document/fortiauthenticator/6.4.0/administration-guide/906179/s
ystem-settings#inbound-proxy

Questions # 9:

An administrator has an active directory (AD) server integrated with FortiAuthenticator. They
want members of only specific AD groups to participate in FSSO with their corporate FortiGate
firewalls.

How does the administrator accomplish this goal?

Options:

 A.

Configure a FortiGate filter on FortiAuthenticatoc

 B.
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Configure a domain groupings list to identify the desired AD groups.

 C.

Configure fine-grained controls on FortiAuthenticator to designate AD groups.

 D.

Configure SSO groups and assign them to FortiGate groups.

Answer

D
Explanation

To allow members of only specific AD groups to participate in FSSO with their corporate
FortiGate firewalls, the administrator can configure SSO groups and assign them to
FortiGate groups. SSO groups are groups of users or devices that are defined on
FortiAuthenticator based on various criteria, such as user group membership, source IP
address, MAC address, or device type. FortiGate groups are groups of users or devices
that are defined on FortiGate based on various criteria, such as user group membership,
firewall policy, or authentication method. By mapping SSO groups to FortiGate groups, the
administrator can control which users or devices can access the network resources
protected by FortiGate.

References:
https://docs.fortinet.com/document/fortiauthenticator/6.4.0/administration-guide/906179/s
ingle-sign-on#sso-groups

Questions # 10:

Which two protocols are the default management access protocols for administrative access
for FortiAuthenticator? (Choose two)

Options:

 A.

Telnet

 B.

HTTPS

 C.
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SSH

 D.

SNMP

Answer

B, C
Explanation

HTTPS and SSH are the default management access protocols for administrative access
for FortiAuthenticator. HTTPS allows administrators to access the web-based GUI of
FortiAuthenticator using a web browser and a secure connection. SSH allows
administrators to access the CLI of FortiAuthenticator using an SSH client and an
encrypted connection. Both protocols require the administrator to enter a valid username
and password to log in.

References:
https://docs.fortinet.com/document/fortiauthenticator/6.4.0/administration-guide/906179/s
ystem-settings#management-access

Questions # 11:

You are a FortiAuthenticator administrator for a large organization. Users who are configured
to use FortiToken 200 for two-factor authentication can no longer authenticate. You have
verified that only the users with two-factor authentication are experiencing the issue.

What can cause this issue?

Options:

 A.

FortiToken 200 license has expired

 B.

One of the FortiAuthenticator devices in the active-active cluster has failed

 C.

Time drift between FortiAuthenticator and hardware tokens

 D.
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FortiAuthenticator has lost contact with the FortiToken Cloud servers

Answer

C
Explanation

One possible cause of the issue is time drift between FortiAuthenticator and hardware
tokens. Time drift occurs when the internal clocks of FortiAuthenticator and hardware
tokens are not synchronized. This can result in mismatched one-time passwords (OTPs)
generated by the hardware tokens and expected by FortiAuthenticator. To prevent this
issue, FortiAuthenticator provides a time drift tolerance option that allows a certain
number of seconds of difference between the clocks.

References:
https://docs.fortinet.com/document/fortiauthenticator/6.4.0/administration-guide/906179/t
wo-factor-authentication#time-drift-tolerance

Questions # 12:

An administrator wants to keep local CA cryptographic keys stored in a central location.

Which FortiAuthenticator feature would provide this functionality?

Options:

 A.

SCEP support

 B.

REST API

 C.

Network HSM

 D.

SFTP server
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Answer

C
Explanation

Network HSM is a feature that allows FortiAuthenticator to keep local CA cryptographic
keys stored in a central location. HSM stands for Hardware Security Module, which is a
physical device that provides secure storage and generation of cryptographic keys.
Network HSM allows FortiAuthenticator to use an external HSM device to store and
manage the private keys of its local CAs, instead of storing them locally on the
FortiAuthenticator device.

References: https://docs.fortinet.com/document/fortiauthenticator/6.4.0/administration-
guide/906179/certificate-management#network-hsm

Questions # 13:

When configuring syslog SSO, which three actions must you take, in addition to enabling the
syslog SSO method? (Choose three.)

Options:

 A.

Enable syslog on the FortiAuthenticator interface.

 B.

Define a syslog source.

 C.

Select a syslog rule for message parsing.

 D.

Set the same password on both the FortiAuthenticator and the syslog server.

 E.

Set the syslog UDP port on FortiAuthenticator.

Answer

B, C, E
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Explanation

To configure syslog SSO, three actions must be taken, in addition to enabling the syslog
SSO method:

Define a syslog source, which is a device that sends syslog messages to
FortiAuthenticator containing user logon or logoff information.

Select a syslog rule for message parsing, which is a predefined or custom rule that
defines how to extract the user name, IP address, and logon or logoff action from the
syslog message.

Set the syslog UDP port on FortiAuthenticator, which is the port number that
FortiAuthenticator listens on for incoming syslog messages.

References:
https://docs.fortinet.com/document/fortiauthenticator/6.4.0/administration-guide/906179/s
ingle-sign-on#syslog-sso

Questions # 14:

Which two features of FortiAuthenticator are used for EAP deployment? (Choose two)

Options:

 A.

Certificate authority

 B.

LDAP server

 C.

MAC authentication bypass

 D.

RADIUS server
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Answer

A, D
Explanation

Two features of FortiAuthenticator that are used for EAP deployment are certificate
authority and RADIUS server. Certificate authority allows FortiAuthenticator to issue and
manage digital certificates for EAP methods that require certificate-based authentication,
such as EAP-TLS or PEAP-EAP-TLS. RADIUS server allows FortiAuthenticator to act as an
authentication server for EAP methods that use RADIUS as a transport protocol, such as
EAP-GTC or PEAP-MSCHAPV2.

References:
https://docs.fortinet.com/document/fortiauthenticator/6.4.0/administration-guide/906179/
wireless-802-1x-authentication
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