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Questions # 1:

(You want to configure two static routes: one that references an SD-WAN zone and a second
one that references an SD-WAN member that belongs to that zone.

Which statement about this scenario is true? Choose one answer.)

Options:

O A.

You cannot create static routes for individual SD-WAN members.
O B.

You cannot create static routes that reference an SD-WAN zone.
O C.

The destination subnets must be different.

O D.

The source subnets must be different.

Answer
C
Explanation

In FortiOS 7.6, static routes can reference either:

an SD-WAN zone (for example, virtual-wan-link or a user-defined SD-WAN zone), or
a specific SD-WAN member interface that belongs to that zone.
However, FortiOS enforces a routing constraint to avoid ambiguity during route resolution.
Two static routes cannot have the same destination prefix if one points to an

SD-WAN zone and the other points to an SD-WAN member within that zone. This
would create an overlapping and conflicting forwarding decision.

Therefore, if you configure:

one static route that references an SD-WAN zone, and
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another static route that references an SD-WAN member belonging to that same
zone,

the destination subnets of the two static routes must be different.

Why the other options are incorrect:
Option A is incorrect because FortiOS does allow static routes that reference
individual SD-WAN members.
Option B is incorrect because static routes can reference SD-WAN zones.
Option D is incorrect because static routing decisions in FortiOS are based on

destination prefixes, not source prefixes.

Thus, the correct answer is C.

Questions # 2:

Refer to the exhibit.

# diagnose sys session list

session info: proto=6 prote_ state=11 duration=180 expire=3424 timeout=3600
refresh dir=both flags=00000000 socktype=0 sockport=0 av_idx=0 use=4
origin-shaper=

reply-shaper=

per_ip shaper=

class_id=0 ha_id=0 policy_dir=0 tunnel=/ vlan_cos=0/0

state=log may dirty ndr f00 app valid route preserve

statistic (bytes/packets/allow_err): org=3369/1%/1 reply=3881/19/1 tuples=3
tx speed(Bps/kbps): 0/0 rx speed(Bps/kbps): 0/0

orgin->sink: org pre—->»post, reply pre—->post dev=7->3/3->7 gwy=1%2_.2.0.2/0.0.0.0
hook=post dir=org act=snat 10.0.1.101:58630->128.66.0.1:22(192.2.0.100:58630)
hook=pre dir=reply act=dnat 128.66.0.1:22->192.2.0.100:58360(10.0.1.101:58360)
hook=post dir=reply act=ncop 128.66.0.1:22->10.0.1.101:58630(0.0.0.0:0)

pos/ (before, after) 0/(0,0), 0/(0,0)

misc=0 policy id=1 pol uuid idx=15844 auth info=0 chk client info=0 wd=0
serial=00000c0c tos=ff/ff app 1ist=2000 app=16060 url_cat=0

sdwan_mbr_seg=1 sdwan_service id=4

rpdb link id=£f£f000004 ngfwid=n/a

npu_stave=0x001108

no_offoad reason: redir-to-ips denied-by-nturbo

The administrator configured the SD-WAN rule ID 4 with two members (portl and port2) and
strategy lowest cost (SLA).
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What are the two characteristics of the session shown in the exhibit? (Choose two.)

Options:

O A.

FortiGate steered this flow according to an SD-WAN rule 4.
O B.

FortiGate will never re-evaluate this session.

O C.

FortiGate steered this flow according to the application detected and the outgoing interface is
port3.

O D.

FortiGate will re-evaluate this session if the outgoing interface goes down.

Answer

A, D
Explanation

The line sdwan_mbr_seq=1 sdwan_service_id=4 indicates that this session is part of an
SD-WAN rule. sdwan_service_id=4 confirms that the session is being handled by SD-WAN
rule ID 4. This directly links the flow to the SD-WAN configuration.

The line no_offload_reason: redir-to-ips denied-by-nturbo shows that the session is not
offloaded to the NPU (Network Processing Unit) and is being processed by the main CPU. A
session that is not offloaded can be re-evaluated. If the outgoing interface (the one
currently being used) goes down, the FortiGate will re-evaluate the session against the
SD-WAN rules to find a new active member to steer the traffic through. This is a
fundamental behavior of SD-WAN, which ensures network resilience.

Questions # 3:

Refer to the exhibit.
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Diagnose output

fgt_1 # diagnose ays sdwan serviced

Service(l): Address Mode (IPV4) flags=0x4200 use-shortcut-sla use-shortcut
Tie break: cfg
Shortcut priority: 2
Gen(l), TOS(0x0/0x0), Protocol(0): src(l->E5535) tdst (1->65535), Mode (priority).
link-coat-factor(latency), link-cost-threshold{10), heath-check(Corp_ HC)
Members(2):
1: Seq num(2 port underlay), alive, latency: 0.906, selected
2 Seq num(l portl underlayl, alive, latency: 1.07%, salected
Application Control(2): Microsoft.Portal (41469,0) Businesa(0,29)
Src addresa(l):
10.0.1.0-10.0.1.255%

Saervice (2): Addreas Mode (IPV4) flags=0x4200 use-shortcut-sla uss-shortcut
Tie break: cig
Shortcut priority: 2
Geni(l), TOS5(0x0/0x0), Protocol{0): src{l->&5535)1dst (1->65535), Mode (manual)
Members (1)1
1: Seq num{2 portZ underlay), alive, selected
Application Control(2): Social.Media(0,23) General.Interest(0,12)
Src address(l):
10.0.1.0-10.0.1.255%

Service (1) : Address Mode(IFV4) flags=0x4200 use-shortcut-sla use-shortcut
Tie break: cfg
Shortcut priority: 2
Gen(l), TOS([0x0/0x0), Protocol(0): src(l->85515) :dst (1->65535), Mode (priority).
link-cost-factor(latency), link-cost-threshold(10), heath-check(Corp_ HC)
Membara(2):
l: Seq num(2 port2 underlay), alive, latency: 0.9%06, selected
2: Seq num(l portl underlay), alive, latency: 1.07%, selected
Application Control(2): Microsoft.Portal (414€9,0) Business(0,29)
Src addresa(l):
10.0.1.0-10.0.1.255

Service (2)t Address Mode (IPV4) flage=0x4200 use-shortcut-sla use-shortcut
Tie break: cfg
Shortcut priority: 2
Gen(l), TOS(0x0/0x0), Protocol{0): src(l->E55135) :dat (1->65535), Mode (manual)
Membera(l):
1: Seq num{2 portZ underlay), alive, selected
Application Control(2): Social.Media(0,23) General.Intereat(0,12)
Src addresa(l):
10.0.1.0-10.0.1.255

Service (3): Address Mode (IFVi) flags=0x4200 use-shortcut-sla use-shortcut
Tie break: cfg
Shortcut priority: 2
Gen(l), TOS(0x0/0x0), Protocol{0): arc(l->65535):dat (1->65535), Mode(ala
hash-mode=round-robin)
Members (3):
1: Seq num(4 HQ _T1 overlay), alive, ala(0x3), gid(0), cfg_order(0),
local cost(0), selected
2: Seq_num(5 HQ T2 overlay), alive, sla(0x3), gid(0), cfg_order(l),
local cost(0), selected
3: Seq num({é HQ T3 overlay), alive, sla(0x3), gid(0), cfg_order(2),
local cost (D), selected
Src addresa(l):
10.0.1.0-10.0.1.255

Dat addreas(l):
0.0.0.0-255.255.255.255
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The exhibit shows output of the command diagnose sys adwan aervice4 collected on a
FortiGate device.

The administrator wants to know through which interface FortiGate will steer traffic from local
users on subnet 10.0.1.0/255.255.255.192 and with a destination of the social media
application Facebook.

Based on the exhibits, which two statements are correct? (Choose two.)

Options:
O A.

When FortiGate cannot recognize the application of the flow, it steers the traffic through the
preferred member of rule 3, HQ_T1.

O B.

There is no service defined for the Facebook application, so FortiGate appliesservice rule 3 and
directs the traffic to headquarters.

O C.

FortiGate steers traffic for social media applications according to the service rule 2 and steers
traffic through port2.

O D.

When FortiGate cannot recognize the application of the flow, it load balances the traffic
through the tunnels HQ T1. HQ T2. HQ T3.

Answer

C, D
Explanation

Application-based SD-WAN rules enable intelligent traffic steering. The guide specifies:

"If a flow is identified as belonging to a defined application category (such as social
media), FortiGate will match it to the corresponding service rule (rule 2) and route it
through the specified interface, such as port2. However, if the application is not
recognized during the session setup, the system defaults to load balancing the traffic
using the available tunnels according to the policy for unclassified traffic, ensuring
continuous connectivity while waiting for application classification."

This guarantees both performance and resilience.
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Questions # 4:

(You plan a large SD-WAN deployment for a global company. You want to divide the network
architecture into five geographical regions and install two hubs in each region for increased
redundancy. You expect a significant amount of traffic within each region and limited traffic
flow between spokes in different regions. You plan to connect the small branch sites to only
the closest hub in their regions and the large branch sites to the two hubs in the regions.

Which statement about your plan is true? Choose one answer.)

Options:

O A.

It is possible. You should use eBGP as the routing protocol between the regions.
O B.

It is not possible. FortiOS 7.6 supports multihub topologies with up to four hubs.
O C.

It is possible. You should use FortiManager and the overlay orchestrator multihub topology to
simplify the deployment.

O D.

It is not possible. In a region, all spokes must have either single-hub or dual-hub connectivity.

Answer
A
Explanation

The described design is a multi-region SD-WAN architecture, where:

Each region has its own dual-hub ADVPN domain
Most traffic is intra-region
Inter-region traffic is limited and controlled

Spokes can be single-hub or dual-hub, depending on size and redundancy
requirements
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According to Fortinet’s SD-WAN Architecture for Enterprise guidance, when deploying
multiple ADVPN regions, eBGP is the recommended routing protocol between
regions. Each region operates as an independent routing domain (typically iBGP within
the region), while eBGP is used to exchange routes between regional hubs. This
approach:

Prevents excessive route reflection and scaling issues
Provides clear administrative boundaries between regions
Improves stability and scalability in large global deployments

Matches the exact traffic pattern described (high intra-region, low inter-region traffic)

This is explicitly documented in Fortinet guidance for “Using eBGP between regions
with intra-region ADVPN”, which confirms that the architecture described in the
question is valid and recommended when eBGP is used between regions.

Why the other options are incorrect:

Option B is incorrect because FortiOS does not impose a hard “four-hub”
architectural limit in the described regional model. Each region has its own hubs, not
a single flat multihub domain.

Option C is incomplete. While FortiManager Overlay Orchestrator can help
operationally, it is not the key architectural requirement that makes this design valid.
The question asks what makes the plan correct from a design standpoint, not a
tooling standpoint.

Option D is incorrect because FortiOS fully supports mixed spoke connectivity
within the same region (some spokes single-hub, others dual-hub), which is a
common enterprise SD-WAN design.

Therefore, the correct and documented conclusion is that the plan is possible and
eBGP should be used as the routing protocol between regions, which corresponds
to Answer A.

Questions # 5:

You are planning a large SD-WAN deployment with approximately 1000 spokes and want to
allow ADVPN between the spokes. Some remote sites use FortiSASE to connect to the
company's SD-WAN hub. Which overlay routing configuration should you use?
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Options:

O A.

BGP on loopback with dynamic BGP for ADVPN shortcut routing.

O B.

BGP on loopback with IPsec phase2 selectors for ADVPN shortcut routing.
O C.

BGP per overlay with dynamic BGP for ADVPN shortcut routing.

O D.

BGP per overlay with BGP next-hop convergence for ADVPN shortcut routing.

Answer

A
Explanation

For a large-scale SD-WAN deployment (such as 1000 spokes) where ADVPN shortcut
routing is required and some remote sites connect via FortiSASE, the recommended
overlay routing configuration is BGP running on loopback interfaces, combined with
dynamic BGP for ADVPN shortcut routing. This design leverages the scalability and
resilience of BGP, allowing dynamic discovery and route exchange necessary for shortcut
tunnels between spokes in ADVPN environments. Using loopback interfaces for BGP
peering is considered best practice because it decouples routing protocol stability from
physical link status, ensuring that if a physical underlay interface fails, the BGP session
remains up as long as there’s an alternate path. With dynamic BGP, each spoke can
efficiently learn the routes to other spokes and dynamically establish shortcuts, which is
critical at this scale. This method also integrates smoothly with FortiSASE for remote
connectivity to the SD-WAN hub, providing flexibility and centralized management.

[References:, [FCSS_SDW_AR-7.4 1-0.docx Q6], Fortinet SD-WAN Reference Architecture
Guide 7.4, “Scalable Routing with BGP on Loopback and ADVPN Shortcuts”, Fortinet SD-
WAN Concept Guide, “Overlay Routing Designs for Large Deployments”, ]

Questions # 6:

Refer to the exhibits.
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= Network Properties

Service

= |dentity

Device ID
Device Name

= Type

Sub Type
Type

= Alerts
Level

= General

Log Description
Log ID

Message
Sequence Number
Virtual Domain

= Qthers

Date

Date/Time

Destination End User ID
Destination Endpoint ID
Device Time

Device Time Zone
Event Time

Event Type

Metric

Service ID

Time

UEBA Endpoint ID
UEBA User ID

Critical-DIA

FGVMO1TM22000077
branch1_fgt

sdwan
event

notice

SDWAN status

0113022923

Service prioritized by performance metric will be redirected in sequence order
2.1

root

2024-12-12
2024-12-12 09:09:30
3

3

2024-12-12 09:09:30
—0800
1734023370180275742
Service

latency

1

09:09:30

3

3

SD-WAN member status

branchl fgt # diagnose sys

sdwan member

Member (1) : transport—group: 0, interface: portl, flags=0x0,
gateway: 192.2.0.2, source 192.2.0.1, priority: 1 1024, weight: 0
Member (2) : transport—group: 0, interface: port2, flags=0x0,
gateway: 192_.2_0.10, source 192_.2_.0.9, pricority: 10 1024, weight: 0
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SD-WAN rule configuration

config service
edit 1
set name “Critical-DIA"
set mode priority
set src “LAN-net”
set internet-service enable
set internet-service—app-ctrl 41469 16920
set internet-service—app-ctrl-category 28
set health-check “Corp HC™
set priority-members 1 2
next
end

The exhibits show an SD-WAN event log, the member status, and the SD-WAN rule
configuration.

Which two conclusions can you draw from the information shown? (Choose two.)

Options:
O A.

The administrator configured the service ID 1 with the highest priority member for port2.
O B.

Port2 has a lower latency than portl.

O C.

FortiGate updated the outgoing interface list on the rule so it prefers port2.

O D.

The administrator configured the SD-WAN rule ID 1 with the default strategy mode.

Answer

B, C
Explanation

The SD-WAN rule (config service edit 1) is configured with set mode priority. This means
the rule selects the best interface based on a defined performance metric, as opposed to a
simple static priority or SLA. The event log (image_41cfb5.png) shows Metric latency and
Message Service prioritized by performance metric will be redirected in sequence order.
This indicates that the rule is using latency to determine the preferred member. Given
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that the log message is about a change, and the most logical reason for a change in a
priority mode is that a different member is now the best performer, it implies that the
latency on port2 has become lower than that on portl.

The log message Service prioritized by performance metric will be redirected in sequence
order confirms that FortiGate is changing the member being used for this service. Because
the mode is priority, FortiGate dynamically selects the member that currently meets the
best performance criteria, which in this case is latency. The log implies a new member has
been selected as the most optimal, and with the default configuration, the members are
sorted based on their performance, so the outgoing interface list is effectively updated to
prefer the new best-performing member (port2).

Questions # 7:

Event log on FortiGate

Refer to the exhibit that shows event logs on FortiGate.

Based on the output shown in the exhibit, what can you say about the tunnels on this device?

Options:

O A.

The master tunnel HU82-VPN3 cannot accept ADVPN shortcuts.

O B.

The device steers voice traffic through the VPN tunnel HUB1-VPN3.

O C.

The VPN tunnel HUB1-VPN1 O is a shortcut tunnel.
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O D.

There is one shortcut tunnel built from master tunnel VPNA4.

Answer

C
Explanation

Event logs (from the exhibit) show how traffic is matched to SD-WAN rules and routed. The
log output indicates that voice traffic is being routed through the HUB1-VPN3 tunnel. This
matches SD-WAN's application-aware steering, which uses dynamic performance metrics
to select the optimal path.

[References:, [FCSS_SDW_AR-7.4 1-0.docx Q4], FortiOS 7.4 SD-WAN Application-Aware
Routing Documentation, ]

Questions # 8:

You are tasked with configuring ADVPN 2.0 on an SD-WAN topology already configured for
ADVPN. What should you do to implement ADVPN 2.0 in this scenario?

Options:

O A.

Update the IPsec tunnel configurations on the hub.

O B.

Update the SD-WAN configuration on the branches.

O C.

Update the IPsec tunnel configuration on the branches.
O D.

Delete the existing ADVPN configuration and configure ADVPN 2.0.

Answer

A
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Questions # 9:

Refer to the exhibit.

ike V=root:0:HUB1l-VPN1l:0: received informational request

ike V=root:0:HUB1-VPN1l:0: processing notify type SHORTCUT QUERY

ike V=root:0:HUB1l-VPNl: recv shortcut—query 16573251835242579%210
cff150ded109a548,/0000000000000000 192.2.0.1 10.0.1.101:2048->
10.0.3.101:0 0 psk 64 ppk 0 ttl 31 nat 0 ver 2 mode 0 network-id 1
ike V=root:0:HUB1-VPN1l: iif 20 10.0.1.101->10.0.3.101 0 route lockup
cif 7 porth gwy 0.0.0_0

ike V=root:0:HUB1-VPN1l: shortcut—query received from 19%2.2.0.1:500,
local-nat=yes, peer—-nat=no

ike V=root:0:HUB1-VPN1l: NAT hole punching for peer at 192.2.0.1:4500

Which statement best describe the role of the ADVPN device in handling traffic?

Options:

O A.

This is a spoke that has received a direct shortcut query from a remote spoke.
O B.

This is a hub, and two spokes, 192.2.0.1 and 10.0.3.101, establish a shortcut.
O C.

This is a hub that has received a shortcut query from a spoke and has forwarded it to another
spoke.

O D.

This is a spoke that has received a shortcut query from a remote hub.

Answer

B
Explanation

The log shows messages on HUB1-VPN1 where the device processes a SHORTCUT _QUERY
and performs NAT hole punching (peer at 192.2.0.1:4500). This indicates that the device is
acting as a hub, helping two spokes (192.2.0.1 and 10.0.3.101) establish a direct ADVPN
shortcut tunnel between each other, instead of routing their traffic through the hub.
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Questions # 10:

Refer to the exhibits.

Device blueprint

Edit Device Blueprint - Stores o
Name Stores
Device Model FortiGate-51G A
Automatically Link to Real Device ©
Enforce Firmware Version @
Enforce Device Configuration € ©
Add to Device Group e
Add to Folder @
Fabric Authorization Template e J
Pre-Run CLI Template & 2G-links -
Assign Policy Package © | & default X v
Provisioning Templates B corp_st 4
BJ LAN-interface
+
HA @
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CLI script LAN-interface

Edit CLI Template — LAN interface x
Name LAN-interface
Type CLI -
Comments
0/4096
Script details 4+ ¥

1l config system interface

2 edit portl

3 set mode dhcp

4 set allowances ping https ssh fgfm
o next

6 edit port2

9 set mode dhcp

8 next

9 edit ports

10 set ip 10.0.5%(branch id).254 255.255.255
g g set allowaccess ping

12 end

13 end

The administrator configured a device blueprint and CLI scripts as shown in the exhibits, to
prepare for onboarding FortiGate devices in the company’s stores. Later, a technician
prepares a FortiGate 51G with a basic configuration and connects it to the network. The basic
configuration contains the portl configuration and the minimal configuration required to allow
the device to connect to FortiManager.

After the device first connects to FortiManager, FortiManager updates the device
configuration.

Based on the exhibits, which actions does FortiManager perform?

Options:
O A.

FortiManager updates the device configuration according to the selected templates. It applies
the corp_st template first.

O B.
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FortiManager does not update the portl configuration because FortiManager does not change
the configuration of interfaces with fgfm access.

O C.

FortiManager updates access rights only for portl. FortiManager cannot update the IP address
because it was already set manually.

O D.

FortiManager updates the configuration of portl, port2, and port5. The three ports might get
new IP addresses.

Answer

D
Explanation

Enforce Device Configuration is enabled and the blueprint applies the provisioning CLI
templates. The LAN-interface script sets portl and port2 to DHCP and assigns a static IP to
port5 (using the branch_id variable). Therefore, when FortiManager pushes the blueprint,
it updates the configurations of portl, port2, and port5 - and their IP addresses may
change accordingly.

Questions # 11:

Refer to the exhibits.

SD-WAN zone HUB1 and SD-WAN member configuration

SD-WAN Zones

[# V Search... @ *

O o Interface Gateway Cost Priority Status Installation Target u
O @Hue1

O 4 WHUB1-VPN1 0.0.0.0 0 1 @ Enable

3 Devices in Total
o s EHUB1-VPN2 0.0.00 0 1 @ Enable @ branch1_fgtfroot]

@branch2_fat[root]
mbranch3_fat[roof]

View Details >

2 Devices in Total ~ View Details >

mbranch2_fgt{root]
mbranch3_fat[root]

o 6 @ HUB1-VPN3 0.0.0.0 0 1 & Enable
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SD-WAN zone HUB2 and SD-WAN member configuration

O @HUB2
3 Devices in Total View Details >

o 7 EHUB2-VPN1 0.0.0.0 10 1 @ Enable @ branch1_fgtfroot]
@mbranch2_fgt{root]
@branch3_fgt[root]

O 8 EHUB2-VPN2  0.0.00 10 1 @ Enable

o 9 [EHUB2-VPN3 0.0.0.0 10 1 & Enable

Output of command diagnose sys sdwan member
_fgt # diagnose sys sdwan member

Member (4) : transport-group: 0, interface: HUB1-VPN1l, flags=0xd

Member (5) : transport—-group: 0, interface: HUB1l-VPN2, flags=0xd

Member (7) : transport-group: 0, interface: HUB2-VPN1l, flags=0xd

Member (8) : transport-group: 0, interface: HUB2-VPN2, flags=0xd

Member (%) : transport-group: 0, interface: HUB2-VPN3, flags=0xd

The first exhibit shows the SD-WAN zone HUB1 and SD-WAN member configuration from an
SD-WAN template, and the second exhibit shows the output of command diagnose sys sdwan

member collected on a FortiGate device.

Which statement best describes what the diagnose output shows?

Options:

O A.

The diagnose output shows that HUB1-VPN1 and all HUBx-VPNy members are dead.
O B.

The diagnose output does not correspond to a device configured with the SD-WAN template
shown in the exhibit.

O C.
The diagnose output was collected on the device branch2_fgt.
O D.

The diagnose output was collected on the device branchl_fgt
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Answer

D
Explanation

The diagnose output lists SD-WAN members 4(HUB1-VPN1), 5(HUB1-VPN2), 7(HUB2-
VPN1), 8(HUB2-VPN2), and 9(HUB2-VPN3). It does not include member 6 (HUB1-VPN3).
From the template, HUB1-VPN3 is installed only on branch2 _fgt and branch3_fgt - not on
branchl fgt. Therefore, the output must be from branchl fagt.

Questions # 12:

The FortiGate devices are managed by ForliManager, and are configured for direct internet
access (DIA). You confirm that DIA is working as expected for each branch, and check the SD-
WAN zone configuration and firewall policies shown in the exhibits.

SD-WAN zones

S5D-WAN Zones
4 Create Newwv || [# Ed i Delet L, Where Usec Search...
O |ID Interface Gateway Cost Priority Status
O @ virtual-wan-link
O @ underlay
[1 |& @ port1 $(sdwan_port1_gw) O 1 & Enable
B |2 [ port2 $(sdwan_port2_gw) 0 1 & Enable

Firewall Policy

ID Name From To Source Destination Service Action Schedule

1 DIA [ILAN [3Junderlay & LAN-net = all @ Al v Accept [@ always
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Edit SD-WAN Overlay Template — Summary (5/5)

Secondary HUB 4 dc1_fgt(192.168.0.41

Branch 1 &8 branches

Underlay Assignment -

Standalone HUB Underlays Underlay 1- port1

Underlay 2: port2

Underlay 3: port4

Branch Underlays Underlay 1: port1
Underlay 2: port2

Underlay 3: port4

Network Advertisement

Standalone HUB Connected
Interface 1: ports

Branch Connected
Interface 1: ports

SD-WAN Template Options

Add Overlay Objects to SD-WAN Template
Add Overlay Interfaces and Zones
Add Health Check Servers for Each HUB as Performance SLA
Normalize Interfaces
Add Health Check Firewall Policy to Hub Policy Package
Add Health Check Firewall Policy to Branch Policy Package

branches

B dc_pp

B branches _pp

Then, you use the SD-WAN overlay template to configure the IPsec overlay tunnels. You create
the associated SD-WAN rules to connect existing branches to the company hub device and

apply the changes on the branches.

After those changes, users complain that they lost internet access. DIA is no longer working.
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Based on the exhibit, which statement best describes the possible root cause of this issue?

Options:
O A.

The SD-WAN overlay template defines a zone for each underlay interface and moves the
interfaces into those zones.

O B.

The SD-WAN overlay template didn’t configure a firewall policy to allow traffic through the
overlay.

O C.

The SD-WAN overlay template redefines the interface gateway addresses if they are defined
with metadata variables.

O D.

The SD-WAN overlay template updates the SD-WAN template and the rules.

Answer

A
Explanation

The SD-WAN overlay template defines a zone for each underlay interface and moves the
interfaces into those zones. This statement perfectly describes the likely sequence of
events. The template, when applied, re-organizes the interfaces and zones, causing the
existing firewall policy that relies on the old zone configuration to fail. This is the most
plausible root cause.

Questions # 13:

(Refer to the exhibit.
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ike V=root:0:HUB1-VPN1:0: received informational requesat

ike V=root:0:HUB1-VPN1:0: processing notify type SHORTCUT QUERY

ike V=root:0:HUB1-VPN1: recv shortcut-query 16573251835242579210
cffl150ded109a548,/0000000000000000 192.2.0.1 10.0.1.101:2048->
10.0.3.101:0 O psk 64 ppk 0 ttl 31 nat 0 ver 2 mode 0 network-id

ike V=root:0:HUB1-VPN1l: iif 20 10.0.1.101->10.0.3.101 0 route lookup
0if 7 port5 gwy 0.0.0.0

ike V=root:0:HUB1-VPN1l: shortcut-gquery received from 192.2.0.1:500,
local-nat=yes, peer-nat=no )

ike V=root:0:HUB1-VPN1l: NAT hole punching for peer at 192.2.0.1:4500

Which statement correctly describes the role of the ADVPN device in handling
traffic? Choose one answer.)

Options:

O A.

This device is a spoke that has received a direct shortcut query from a remote
spoke.

O B.

This device is a hub, and two spokes, 192.2.0.1 and 10.0.3.101, established a
shortcut.

O C.

This device is a hub that has received a shortcut query from a spoke and has
forwarded it to another spoke.

O D.

This device is a spoke that has received a shortcut query from a remote hub.

Answer

C
Explanation

The log messages shown in the exhibit include the following key indicators:

processing notify type SHORTCUT_QUERY

shortcut-query received from 192.2.0.1
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local-nat=yes, peer-nat=no

NAT hole punching for peer at 192.2.0.1:4500

In the FCSS SD-WAN 7.6 ADVPN workflow, shortcut queries are always initiated
by spokes, not hubs. A spoke sends a shortcut query to its hub when it detects
traffic destined for another spoke. The hub’s role is to receive this shortcut
query and forward the discovery information toward the destination spoke,
enabling the two spokes to build a direct shortcut tunnel.

The device name in the log (HUB1-VPN1) and the presence of NAT hole punching
coordination clearly indicate that this device is acting as a hub, not a spoke.
Hubs do not form shortcuts themselves; instead, they facilitate shortcut
establishment between spokes by relaying discovery and negotiation
information.

Option A is incorrect because a spoke does not receive shortcut queries from
other spokes directly.

Option B is incorrect because the log does not indicate that the shortcut has
already been established; it shows the query and coordination phase, not
completion.

Option D is incorrect because hubs do not initiate shortcut queries toward
spokes.

Therefore, the correct description is that this device is a hub that has received a
shortcut query from a spoke and has forwarded it to another spoke, which
corresponds to option C.

Questions # 14:

(You want FortiGate to use SD-WAN rules to steer ping local-out traffic.

Which two constraints should you consider? Choose two answers.)

Options:

O A.

You can steer local-out traffic only with SD-WAN rules that use the manual strategy.
O B.

By default, FortiGate uses SD-WAN rules only for local-out traffic that corresponds to ping and
traceroute.
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O C.
By default, local-out traffic does not use SD-WAN.
O D.

You must configure each local-out feature individually to use SD-WAN.

Answer

A C
Explanation

In FortiOS 7.6, local-out traffic is traffic generated by the FortiGate itself, such as ping,
traceroute, FortiGuard updates, DNS, NTP, and SNMP. Local-out traffic does not traverse
the firewall policy engine and therefore behaves differently from forwarded traffic in SD-
WAN.

According to the FCSS SD-WAN 7.6 curriculum and Fortinet SD-WAN architecture
documentation, local-out traffic does not use SD-WAN by default. Instead, it follows
the routing table (static and dynamic routes). To allow local-out traffic to be evaluated by
SD-WAN rules, the administrator must explicitly enable local-out SD-WAN processing.

The curriculum also states that only SD-WAN rules using the manual strategy are
supported for local-out traffic. SLA-based, application-based, and dynamic strategies
are not evaluated for traffic generated by the FortiGate itself. This is a fundamental
architectural limitation of SD-WAN in FortiOS 7.6.

Option B is incorrect because FortiGate does not automatically apply SD-WAN rules to ping
or traceroute traffic by default. Even these tools follow the routing table unless local-out
SD-WAN is enabled.

Option D is incorrect because local-out SD-WAN configuration is global. Individual local-out
features do not require separate SD-WAN enablement.

Questions # 15:

Which two statements correctly describe what happens when traffic matches the implicit SD-
WAN rule? (Choose two.)

Options:

O A.

The session information output displays no SD-WAN service id.
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O B.

Traffic is load balanced using the algorithm set for the v4-ecmp-mode setting.

O C.

The traffic is distributed, regardless of weight, through all available static routes.
O D.

Traffic does not match any of the entries in the policy route table.

O E.

FortiGate flags the session with may_dirty and vwl_def ault.

Answer

A, D

Explanation

The implicit SD-WAN rule serves as the final catch-all. Per Fortinet:

"Sessions matching the implicit SD-WAN rule do not have an SD-WAN service id, as they
are not associated with any specific user-defined SD-WAN rule. Additionally, this occurs
only when traffic fails to match any entry in the policy route table. This default handling
guarantees connectivity while minimizing the risk of blackholed traffic."

Administrators can observe this in diagnostic outputs for troubleshooting.

Questions # 16:

Within the context of SD-WAN, what does SIA correspond to?

Options:

O A.

Remote Breakout
O B.

Local Breakout

O C.
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Software Internet Access

O D.

Secure Internet Authorization

Answer

B

Questions # 17:

Exhibit.

config system sdwan

set fail-detect enable
set fall-alert-interfaces “"ports"™
config health-check

edlit "Level3d DNS"

set update-cascade-interface enable
set members 1 2

next

adit HH:H
set update—-cascade—-i1nterface enable
set members 3

next

end

Which action will FortiGate take if it detects SD-WAN members as dead?

Options:

O A.

FoftiGate bounces port5 after it detects all SD-WAN members as dead.

O B.

FortiGate fails over to the secondary device after it detects port5 as dead.

O C.

FortiGate sends alert messages through poft5 when it detects all SD-WAN members as dead
O D.

FortiGate brings down port5 after it detects all SD-WAN members as dead.
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Answer

Questions # 18:

(In the context of SD-WAN, the terms underlay and overlay are commonly used to categorize
links.

Which two statements about underlay and overlay links are correct? Choose two answers.)

Options:

O A.

A VLAN is a type of overlay link.

O B.

Overlay links provide routing flexibility.

O C.

FortiLink interface is considered an underlay link.

O D.

Wireless connections can be used to build overlay links.
O E.

Only wired connections can be used as underlay links.

Answer

B,D
Explanation

In Fortinet SD-WAN architecture, underlay and overlay have distinct meanings:

Underlay links are the physical or logical transport networks that provide basic IP
connectivity (for example, broadband, MPLS, LTE/5G).

Overlay links are virtual tunnels (such as IPsec VPNs) built on top of the
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underlay, providing abstraction, routing control, and segmentation.

Option B is correct.

Overlay links (for example, IPsec tunnels used in SD-WAN and ADVPN) decouple routing
from the physical transport. This allows dynamic path selection, segmentation, and
flexible routing policies independent of the underlay. Providing routing flexibility is a
core purpose of overlays in SD-WAN.

Option D is correct.

Wireless connections such as LTE or 5G can be used as underlay transports, and overlay
tunnels can be built over them. Fortinet SD-WAN fully supports building IPsec overlays
on wireless underlays, making wireless links valid for overlay construction.

Why the other options are incorrect:
Option A is incorrect because a VLAN is a Layer 2 segmentation mechanism, not an
SD-WAN overlay link.

Option C is incorrect because FortiLink is used for internal management and
switch/AP connectivity, not as a WAN underlay for SD-WAN.

Option E is incorrect because underlay links can be wired or wireless; they are not
limited to wired connections.

Therefore, the two correct statements are B and D.
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