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Questions # 1:

Which two solutions does Cisco offer for after an attack?

Options:

O A.

email and web security solutions

O B.

networks access control and identity services
O C.

firewalls and next generation firewalls

O D.

advanced malware protection and network behaviour analysis

Answer

D
Explanation

After an attack, organizations can leverage Cisco Advanced Malware Protection and
network behavior analysis to quickly and effectively scope, contain, and remediate an
attack to minimize damage.

https://www.cisco.com/c/dam/r/en/us/internet-of-everything-ioe/assets/files/gartner_BDA _
Whitepaper.pdf

Questions # 2:

Which Cisco technology uses software-defined segmentation to simplify the provisioning of
network access, accelerate security operations, and consistently enforce policy on the
network?
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Options:

O A.

Cisco Tatos

O B.

Cisco TrustSec

O C.

Cisco Stealthwatch Engine
O D.

Cisco Platform Exchange Grid

Answer

B
Explanation

https://www.cisco.com/c/en_in/solutions/enterprise-networks/trustsec/index.html

Questions # 3:

Which Cisco network administration product enables the creation and enforcement of security
and access ponces for a company's connected endpoint devices'?

Options:

O A.

Cisco Identity Services Engine
O B.

Cisco Stealthwatch Enterprise
O C.

Cisco TrustSec

O D.
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Cisco Platform Exchange Grid

Answer

A
Explanation

https://searchmobilecomputing.techtarget.com/definition/Cisco-ldentity-Services-Engine-IS
E

Questions # 4:

Cisco Identity Services Engine (ISE) is a network administration product that enables the
creation and enforcement of security and access policies for endpoint devices connected to a
company's routers and switches. Which of the following is not a benefit?

Options:

O A.

Control all access from one place

O B.

Destroy malware

O C.

See and share rich user and device details
O D.

Stop and contain threats

Answer

B
Explanation

https://www.cisco.com/c/en_hk/products/security/identity-services-engine/index.html

https://www.ciscolive.com/c/dam/r/ciscolive/us/docs/2018/pdf/BRKCRT-2902.pdf
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Questions # 5:

Which of the following describes the benefits of Cisco intelligent automation for cloud
software?

Options:

O A.

It defines the deployment and management requirements of an entire application stack.
O B.

It automates sophisticated data center and standard business processes from a single, self-
service portal.

o C.

It builds a robust security architecture while significantly reducing WAN costs and time to
deploy new services.

O D.

It includes Wireless LAN, Security/SD-WAN, Switching, Mobility Management, and Insight.

Answer

B

Questions # 6:

In addressing the full attack continuum, what type of capabilities are required before an
attack?

Options:

O A.

Preventive and Response

O B.
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Preventive and Detective
O C.
Predictive and Response
O D.

Preventive and Predictive

Answer

D
Explanation

https://www.ironshare.co.uk/technical/ciscos-attack-continuum/

Questions # 7:

What is Cisco Unified Fabric?

Options:

O A.

the latest technology that is used to power Cisco routers
O B.

the fabric that connects people, technology and business
O C.

a primary building block for cloud-based, virtualized, and general purpose data centers

O D.

a software based solution for data centers

Answer
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Explanation

https://www.cisco.com/c/en/us/solutions/collateral/data-center-virtualization/unified-fabric/
white_paper_c11-704054.html

Questions # 8:

Which of the following are included in Cisco's Collaboration Portfolio?

Options:

O A.

Unified Communications, Customer Care, Conferencing, and Collaboration Endpoints
O B.

Unified Communications, Unified Management, Customer Care, and Conferencing

O C.

Unified Management, Customer Care. Conferencing, and Collaboration Endpoints

O D.

Unified Management, Unified Communications. Conferencing, and Collaboration Endpoints

Answer

A
Explanation

Unified Communications
Contact center

Conferencing

Collaboration Endpoints

Questions # 9:
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In terms of infrastructure, the DNA centre is powered by 3 key engines. Which is the correct
group?

Options:

O A.

Context, Automation, Networking

O B.

Policy, Context, Analytics

O C.

Policy, Automation, Analytics

O D.

Encryption, Context, Analytics

Answer

C
Explanation

https://www.cisco.com/c/en/us/products/collateral/cloud-systems-management/dna-center/
nb-09-dna-center-data-sheet-cte-en.html

Questions # 10:

Which of the following describes the NFV ENCS Virtualized branch?

Options:
O A.

a cloud-delivered overlay WAN architecture that facilitates digital and cloud transformation for
enterprises

O B.

a hybrid platform that combines the benefits of a traditional router and a traditional server to

Page 8 of 12



offer the same functionality with a smaller infrastructure footprint

o C.

a security application that mitigates vulnerabilities to offer branch and consumers protection
where they need it most

O D.

a network device that mathematically verifies the entire network for correctness

Answer

B

Questions # 11:

Which of the following are included in Cisco's current networking product lines?

Options:

O A.

switches, routers, application delivery controllers, LAN, and WAN
O B.

switches, routers, and application delivery controllers

O C.

application delivery controllers, LAN, and WAN

O D.

switches, routers, LAN, and WAN

Answer

D

Questions # 12:
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What three key engines power Cisco DNA Center?

Options:

O A.

Identity Service Engine, Network Automation Platform, Encrypted Traffic Analytics
O B.

Identity Encryption Engine, Network Automation Platform, Network Data Platform

O C.

Network Control Platform, Network Automation Platform, Network Encryption Platform

O D.

Identity Service Engine, Network Control Platform, and Network Data Platform

Answer

Questions # 13:

What are the top three protecting capabilities of Cisco Data Center?

Options:

O A.

enforce, segment, and access

O B.

segment, enforce, and detect

O C.

detect, authenticate, and replicate
O D.

detect, replicate, and access
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Answer

B

Questions # 14:

Cisco has endpoints that are designed to improve collaboration and address the widest range
of use cases. Which of the following is not an endpoint?

Options:

O A.

Phones and Desktop endpoints

O B.

Video End Point Applications

O C.

Room and Immersive Systems

O D.

Mobile End Point Applications

Answer
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