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Questions # 1:

In an IACS system, a typical security conduit consists of which of the following assets?

Options:

O A.

Controllers, sensors, transmitters, and final control elements
O B.

Wiring, routers, switches, and network management devices
O C.

Ferrous, thickwall, and threaded conduit including raceways
O D.

Power lines, cabinet enclosures, and protective grounds

Answer

B
Explanation

In ISA/IEC 62443, a conduit is a logical or physical communication path used to connect
security zones and is typically composed of:

Routers and switches

Network cabling (wiring)

Firewalls and network management devices

“A conduit is used to implement the flow of data between zones, and includes the
communication hardware and associated logical controls such as firewalls, switches, and
routers.”

— ISA/IEC 62443-1-1:2007, Clause 3.3.44 - Conduit
This differs from physical electrical conduits, which are not a cybersecurity concept.

[References:, ISA/IEC 62443-1-1:2007 - Clause 3.3.44, ISA/IEC 62443-3-2 - Zone and
Conduit Model (Clause 5.3), = ==========, , , , ]
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Questions # 2:

Which is the BEST practice when establishing security zones?

Available Choices (select all choices that are correct)

Options:
O A.

Security zones should contain assets that share common security requirements.

O B.

Security zones should align with physical network segments.

O C.

Assets within the same logical communication network should be in the same security zone.
O D.

All components in a large or complex system should be in the same security zone.

Answer

A
Explanation

Security zones are logical groupings of assets that share common security requirements
based on factors such as criticality, consequence, vulnerability, and threat. Security zones
are used to apply the principle of defense in depth, which means creating multiple layers
of protection to prevent or mitigate cyberattacks. By creating security zones, asset owners
can isolate the most critical or sensitive assets from the less critical or sensitive ones, and
apply different levels of security controls to each zone according to the risk assessment.
Security zones are not necessarily aligned with physical network segments, as assets
within the same network may have different security requirements. For example, a
network segment may contain both a safety instrumented system (SIS) and a human-
machine interface (HMI), but the SIS has a higher security requirement than the HMI.
Therefore, the SIS and the HMI should be in different security zones, even if they are in the
same network segment. Similarly, assets within the same logical communication network
may not have the same security requirements, and therefore should not be in the same
security zone. For example, a logical communication network may span across multiple
physical locations, such as a plant and a corporate office, but the assets in the plant may
have higher security requirements than the assets in the office. Therefore, the assets in
the plant and the office should be in different security zones, even if they are in the same
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logical communication network. Finally, all components in a large or complex system
should not be in the same security zone, as this would create a single point of failure and
expose the entire system to potential cyberattacks. Instead, the components should be
divided into smaller and simpler security zones, based on their security requirements, and
the communication between the zones should be controlled by conduits. Conduits are
logical or physical connections between security zones that allow data flow and access
control. Conduits should be designed to minimize the attack surface and the potential
impact of cyberattacks, by applying security controls such as firewalls, encryption,
authentication, and authorization. References:

How to Define Zones and Conduitsl
Securing industrial networks: What is ISA/IEC 6244372

ISA/IEC 62443 Series of Standards3

Questions # 3:

Which statement BEST describes the enforceability of standards?

Options:

O A.

Compliance with standards is voluntary.

O B.

Standards have criminal penalties for non-compliance.

O C.

Standards are always legally binding and must be followed.
O D.

Courts never consider standards when determining liability.

Answer

A
Explanation

ISA/IEC 62443 is an international consensus standard, not a regulation. The standard itself
clearly distinguishes between voluntary standards and legally enforceable regulations. By
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default, compliance with standards such as ISA/IEC 62443 is voluntary, unless they are
explicitly referenced in laws, regulations, contracts, or regulatory frameworks.

Step 1: Nature of standards

Standards are developed to provide agreed-upon best practices and requirements based
on expert consensus. ISA/IEC 62443 provides structured, auditable requirements for
securing IACS, but it does not carry legal force on its own.

Step 2: Relationship to law and regulation

Governments or regulators may reference standards within regulations, making
compliance mandatory in specific contexts. However, the enforceability in such cases
comes from the law or contract, not from the standard itself.

Step 3: Role in liability and due diligence

While compliance is voluntary, courts may consider standards as evidence of industry best
practice when evaluating negligence or due diligence. This does not make them legally
binding, but it does make them highly influential.

Step 4: Why other options are incorrect

Standards do not impose criminal penalties, are not automatically legally binding, and are
often considered by courts.

Therefore, the most accurate statement is that compliance with standards is voluntary.

Questions # 4:

Which statement is TRUE reqarding application of patches in an IACS environment?

Available Choices (select all choices that are correct)

Options:

O A.

Patches should be applied as soon as they are available.

O B.

Patches should be applied within one month of availability.
O C.

Patches never should be applied in an IACS environment.
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O D.

Patches should be applied based on the organization's risk assessment.

Answer

D
Explanation

Patches are software updates that fix bugs, vulnerabilities, or improve performance or
functionality. Patches are important for maintaining the security and reliability of an IACS
environment, but they also pose some challenges and risks. Applying patches in an IACS
environment is not as simple as in an IT environment, because patches may affect the
availability, integrity, or safety of the IACS. Therefore, patches should not be applied
blindly or automatically, but based on the organization’s risk assessment. The risk
assessment should consider the following factors: 1

The severity and likelihood of the vulnerability that the patch addresses

The impact of the patch on the IACS functionality and performance

The compatibility of the patch with the IACS components and configuration

The availability of a backup or recovery plan in case the patch fails or causes problems
The testing and validation of the patch before applying it to the production system

The communication and coordination with the stakeholders involved in the patching
process

The documentation and auditing of the patching activities and results References: ISA
TR62443-2-3 - Security for industrial automation and control systems, Part 2-3: Patch
management in the IACS environment

Questions # 5:

Which of the following is a cause for the increase in attacks on IACS?

Available Choices (select all choices that are correct)

Options:

O A.

Use of proprietary communications protocols
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O B.

The move away from commercial off the shelf (COTS) systems, protocols, and networks
O C.

Knowledge of exploits and tools readily available on the Internet

O D.

Fewer personnel with system knowledge having access to IACS

Answer

A C
Explanation

One of the reasons for the increase in attacks on IACS is the availability of information and
tools that can be used to exploit vulnerabilities in these systems. The Internet provides a
platform for hackers, researchers, and activists to share their knowledge and techniques
for compromising IACS. Some examples of such information and tools are:

Stuxnet: A sophisticated malware that targeted the Iranian nuclear program in 2010. It
exploited four zero-day vulnerabilities in Windows and Siemens software to infect and
manipulate the programmable logic controllers (PLCs) that controlled the

centrifuges. Stuxnet was widely analyzed and reported by the media and security experts,
and its source code was leaked onlinel.

Metasploit: A popular penetration testing framework that contains modules for exploiting
various IACS components and protocols. For instance, Metasploit includes modules for
attacking Modbus, DNP3, OPC, and Siemens S7 devices2.

Shodan: A search engine that allows users to find devices connected to the Internet, such
as webcams, routers, printers, and IACS components. Shodan can reveal the location,
model, firmware, and configuration of these devices, which can be used by attackers to
identify potential targets and vulnerabilities3.

ICS-CERT: A website that provides alerts, advisories, and reports on IACS security issues
and incidents. ICS-CERT also publishes vulnerability notes and mitigation
recommendations for various IACS products and vendors4. These sources of information
and tools can be useful for legitimate purposes, such as security testing, research, and
education, but they can also be misused by malicious actors who want to disrupt, damage,
or steal from IACS. Therefore, IACS owners and operators should be aware of the threats
and risks posed by the Internet and implement appropriate security measures to protect
their systems. References:

The increase in attacks on Industrial Automation and Control Systems (IACS) can be
attributed to several factors, including: A. Use of proprietary communications protocols:
These can pose security risks because they may not have been designed with security in
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mind and are often not as well-tested against security threats as more standard protocols.
C. Knowledge of exploits and tools readily available on the Internet: The availability of
information about vulnerabilities and exploits on the internet has made it easier for
attackers to target IACS.

The other options, B and D, are incorrect because: B. The move towards commercial off-
the-shelf (COTS) systems, protocols, and networks actually increases risk because these
systems are more likely to be known and targeted by attackers, compared to proprietary
systems which might benefit from security through obscurity. D. There is actually an
increase in risk with more personnel with system knowledge because it enlarges the
attack surface - each individual with system knowledge can potentially become a vector
for an attack, either maliciously or accidentally.

Questions # 6:

In a defense-in-depth strategy, what is the purpose of role-based access control?

Available Choices (select all choices that are correct)

Options:

O A.

Ensures that users can access systems from remote locations

O B.

Ensures that users can access only certain devices on the network

O C.

Ensures that users can access only the functions they need for their job
O D.

Ensures that users correctly manage their username and password

Answer

C
Explanation

Role-based access control (RBAC) is a method of restricting access to resources based on
the roles of individual users within an organization. RBAC assigns permissions and
responsibilities to roles, rather than to individual users, and then assigns users to those
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roles. This way, users can only perform the actions that are relevant and necessary for
their role, and not access or modify any other resources that are beyond their scope of
authority. RBAC is one of the security countermeasures that can be implemented in a
defense-in-depth strategy, which is a layered approach to protect industrial automation
and control systems (IACS) from cyber threats. RBAC can help prevent unauthorized
access, misuse, or sabotage of IACS resources, as well as reduce the risk of human error
or insider attacks.

[References:, ISA/IEC 62443-3-3:2013, Security for industrial automation and control
systems - Part 3-3: System security requirements and security levels, Clause 5.3.2.11,
ISA/IEC 62443-2-1:2010, Security for industrial automation and control systems - Part 2-1:
Establishing an industrial automation and control systems security program, Clause
6.2.2.32, ISA/IEC 62443-4-1:2018, Security for industrial automation and control systems -
Part 4-1: Product security development life-cycle requirements, Clause 5.2.3.23, ISA/IEC
62443-4-2:2019, Security for industrial automation and control systems - Part 4-2:
Technical security requirements for IACS components, Clause 4.2.3.24, ,, ]

Questions # 7:

Which is a commonly used protocol for managing secure data transmission on the Internet?

Available Choices (select all choices that are correct)

Options:

O A.

Datagram Transport Layer Security (DTLS)
O B.

Microsoft Point-to-Point Encryption

O C.

Secure Telnet

O D.

Secure Sockets Layer

Answer

A, D
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Explanation

Datagram Transport Layer Security (DTLS) and Secure Sockets Layer (SSL) are both
commonly used protocols for managing secure data transmission on the Internet. DTLS is
a variant of SSL that is designed to work over datagram protocols such as UDP, which are
used for real-time applications such as voice and video. SSL is a protocol that provides
encryption, authentication, and integrity for data transmitted over TCP, which is used for
reliable and ordered delivery of data. Both DTLS and SSL use certificates and asymmetric
cryptography to establish a secure session between the communicating parties, and then
use symmetric cryptography to encrypt the data exchanged. DTLS and SSL are widely
used in web browsers, email clients, VPNs, and other applications that require secure
communication over the Internet. References:

ISA/IEC 62443 Standards to Secure Your Industrial Control System, Module 3: Introduction
to Cryptography, pages 3-5 to 3-7

Using the ISA/IEC 62443 Standards to Secure Your Control System, Chapter 6: Securing
Communications, pages 125-126

Questions # 8:

Which part of the standard provides a list of possible Foundational Requirements to address
assessed risks?

Options:

O A.

ISA/IEC 62443-3-1
O B.

ISA/IEC 62443-3-2
o C.

ISA/IEC 62443-3-3
O D.

ISA/IEC 62443-3-4

Answer

C
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Explanation

ISA/IEC 62443-3-3 provides the list of Foundational Requirements (FRs) for IACS
cybersecurity, mapping security controls to each FR to address risks identified during the
risk assessment process. The seven FRs include: Identification & Authentication Control
(IAC), Use Control (UC), System Integrity (Sl), Data Confidentiality (DC), Restricted Data
Flow (RDF), Timely Response to Events (TRE), and Resource Availability (RA).

[Reference: ISA/IEC 62443-3-3:2013, Section 4.3 and Table 3 (“List of Foundational
Requirements”)., , , , ]

Questions # 9:

Why is OPC Classic considered firewall unfriendly?

Options:

O A.

It allows use of only port 80.

O B.

It dynamically assigns several ports.

O C.

It is an obsolete communication standard.
O D.

It works with control devices from different manufacturers.

Answer

B
Explanation

OPC Classic uses Microsoft's DCOM (Distributed Component Object Model) for
communication, which dynamically opens multiple ports, making it extremely difficult to
manage with firewalls.

“OPC Classic is firewall-unfriendly because DCOM requires dynamic port negotiation,
making it difficult to define consistent firewall rules.”

Page 11 of 53



— ISA/IEC 62443-3-3:2013, Annex A - Communication Protocols and Security Concerns

This lack of port predictability presents a significant security and operational risk, which
led to the development of OPC UA, which uses fixed ports and supports encryption.

[References:, ISA/IEC 62443-3-3 - Annex A, OPC Foundation Security Guidelines,
===========' D oD ]

Questions # 10:

A company needs to create a standardized interface for exchanging real-time plant data
between heterogeneous control devices while maintaining a structured organization of data
elements such as folders, classes, and methods. Which feature of OPC supports this
requirement?

Options:

O A.

OPC Tunnel applications for firewalls

O B.

OPC Classic-aware firewalls analyzing DCOM

O C.

OPC Unified Architecture’s browsable namespace
O D.

OPC Classic’s use of Microsoft OLE and COM technologies

Answer

C
Explanation

ISA/IEC 62443 references OPC technologies as common industrial communication
mechanisms that must be secured appropriately. OPC Unified Architecture (OPC UA) was
designed specifically to overcome the limitations of OPC Classic while improving
interoperability and security.

Step 1: Need for structured data modeling

Modern IACS environments require standardized, vendor-neutral data exchange across
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heterogeneous devices. OPC UA introduces a browsable namespace that organizes data
into objects, folders, variables, methods, and relationships.

Step 2: Alignment with security and architecture goals
The browsable namespace enables consistent access control, integrity protection, and
secure session management, aligning with ISA/IEC 62443 principles of controlled data flow

and least privilege.

Step 3: Why other options are incorrect

OPC tunneling addresses connectivity, not data modeling.
DCOM-based firewalls relate to legacy OPC Classic.

OLE/COM technologies lack platform independence and modern security features.

Thus, OPC UA’s browsable namespace is the correct feature.

Questions # 11:

An industrial control system requires strong protection against intentional violations using
sophisticated means and moderate skills. According to the Security Level (SL) definitions,
which SL should be targeted?

Options:
O A.
SL1
O B.
SL?2
O C.
SL3
O D.

SL4
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Answer

C
Explanation

ISA/IEC 62443 defines Security Levels (SL 0-4) as qualitative representations of the
system’s ability to withstand different attacker capabilities. These definitions are
consistent across system (3-3) and component (4-2) requirements.

Step 1: Understanding attacker models

SL 1 addresses casual or accidental misuse.
SL 2 addresses intentional violations using simple means and low skill.
SL 3 addresses intentional violations using sophisticated means with moderate skills.

SL 4 addresses highly sophisticated attackers with extended resources.

Step 2: Match requirement to definition

The question explicitly describes:

Intentional violations
Sophisticated means

Moderate skill level

This description directly aligns with the formal definition of SL 3.

Step 3: Why other SLs do not fit

SL 1 and SL 2 do not account for sophisticated attack techniques.
SL 4 assumes nation-state-level capability and extensive resources, which exceeds
the stated threat.

Step 4: Risk-based targeting

ISA/IEC 62443-3-2 requires asset owners to select a Target Security Level (SL-T) based on
risk assessment. When threats involve deliberate, technically capable attackers but not
extreme resources, SL 3 is the appropriate target.

Therefore, the correct and standards-aligned answer is SL 3.
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Questions # 12:

What does a demilitarized zone (DMZ) provide in network security?

Options:

O A.

Secure data transfer

O B.

Increased bandwidth

O C.

Indirect access to the Internet
O D.

Simplified security architecture

Answer

C
Explanation

A demilitarized zone (DMZ) in network architecture provides indirect (controlled and
monitored) access to the Internet or untrusted networks, usually by isolating publicly
accessible services (like web servers) from internal control networks. This prevents direct
exposure of sensitive IACS assets to external threats. While DMZs can support secure data
transfer, their primary function is segmentation and indirect access.

[Reference: ISA/IEC 62443-3-3:2013, Section 4.2.3; ISA/IEC 62443-1-1:2007, Section 3.2.6
(Network Security Architectures and DMZ)., , , ]

Questions # 13:

How does ISA/IEC 62443-2-1 suggest integrating the IACS Security Program (SP) within an
organization?
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Options:

O A.

As a standalone system unrelated to other processes

O B.

Outsourcing all security responsibilities to third parties

O C.

By embedding it into organizational processes and the ISMS
O D.

Only focusing on technical controls without process integration

Answer

C
Explanation

ISA/IEC 62443-2-1 clearly recommends that the IACS Security Program (SP) be fully
embedded into existing organizational processes, including alignment with the Information
Security Management System (ISMS), if present.

“The IACS security program shall be integrated with the organization's overall
management systems and processes, including those defined in the ISMS (e.qg., ISO/IEC
27001).”

— ISA/IEC 62443-2-1:2010, Clause 4.2.1 - Integration of Security Program

This ensures that security is a sustained operational priority and not a separate or siloed
initiative.

[References:, ISA/IEC 62443-2-1:2010 - Clause 4.2.1, ISO/IEC 27001 - ISMS alignment, , ]

Questions # 14:

What is the purpose of ICS-CERT Alerts?

Options:

O A.
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To inform about hardware upgrades

O B.

To advertise cybersecurity services

O C.

To notify the owners of critical infrastructure
O D.

To alert of targeted global energy sector threats

Answer

C
Explanation

ICS-CERT (Industrial Control Systems Cyber Emergency Response Team) issues alerts to
inform critical infrastructure owners and operators about newly discovered vulnerabilities,
threats, and mitigation strategies.

“|CS-CERT Alerts provide timely information to critical infrastructure owners and operators
concerning current security issues, vulnerabilities, and exploits.”

— ICS-CERT Advisory Documentation (now under CISA)

Alerts may be sector-wide or vendor-specific, and are part of the U.S. Department of
Homeland Security’s proactive cyber defense strategy.

Clarification of Options:
Not specific to the energy sector only (D is too narrow)
Not promotional in nature (eliminates A and B)

[References:, ICS-CERT Alert Guidance (now under CISA), ISA/IEC 62443-2-1 - External
threat awareness, ===========, , , , ]

Questions # 15:

What is the name of the missing layer in the Open Systems Interconnection (OSI) model shown
below?
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¢ TCP, UDP

Physical

Options:
O A.
Control

O B.
Protocol
O C.
Transport
O D.

User

Answer

C
Explanation

The Open Systems Interconnection (OSI) model is a framework that describes the

functions of a networking system. The OSI model categorizes the computing functions of
the different network components, outlining the rules and requirement needed to support
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the interoperability of the software and hardware that make up the network1.

The OSI model consists of seven abstraction layers arranged in a top-down order: Physical,
Data Link, Network, Transport, Session, Presentation, and Application. The Transport layer
is the fourth layer in the OSI model, and it is responsible for ensuring reliable and efficient
data transfer between the Network layer and the Session layer2. The Transport layer uses
protocols such as Transmission Control Protocol (TCP) and User Datagram Protocol (UDP)
to provide end-to-end communication services, such as error detection and correction,
flow control, congestion control, and segmentation2.

The image that you sent shows a 3D representation of the OSI model, with the layers
stacked on top of each other. The missing layer is the Transport layer, which is
represented by a pink box with a white arrow pointing to it. The arrow is labeled “TCP,
UDP”.

1: What is the OSI Model? 7 Network Layers Explained | Fortinet 2: What is OSI Model | 7
Layers Explained - GeeksforGeeks

Questions # 16:

Which is an important difference between IT systems and IACS?

Options:

O A.

The IACS security priority is integrity.

O B.

The IT security priority is availability.

O C.

IACS cybersecurity must address safety issues.
O D.

Routers are not used in IACS networks.

Answer

C
Explanation
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A key distinguishing factor between IT (Information Technology) and IACS (Industrial
Automation and Control Systems) environments is the **requirement for cybersecurity to
consider safety in IACS systems.

From ISA/IEC 62443-1-1, Clause 4.3:

“In contrast to traditional IT environments, where the primary concern is confidentiality,
the primary concerns in IACS environments are often availability, integrity, and most
critically — safety.”

Any cybersecurity failure in IACS environments can result in physical consequences, such
as equipment damage, environmental harm, or loss of human life — making safety a
critical consideration.

Incorrect Options:

A. Integrity is important, but availability and safety are usually higher priorities.
B. IT prioritizes confidentiality, not availability.

D. Routers are indeed used in IACS networks, often hardened or industrial-grade.

[References:, ISA/IEC 62443-1-1:2007 - “Terminology, Concepts, and Models”, ISA/IEC
62443 Study Guide, NIST IR 8183 - Cybersecurity Framework Profile for IACS, , , ]

Questions # 17:

What is the purpose of ISO/IEC 15408 (Common Criteria)?

Available Choices (select all choices that are correct)

Options:

O A.

To define a security management organization

O B.

To describe a process for risk management

O C.

To define a product development evaluation methodology
O D.

To describe what constitutes a secure product
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Answer

C
Explanation

ISO/IEC 15408, also known as the Common Criteria for Information Technology Security
Evaluation, is an international standard that provides a framework for evaluating the
security of IT products and systems. The purpose of the standard is to define a common
set of requirements for the security functions and assurance measures of IT products and
systems, and to establish a common methodology for conducting security evaluations.
The standard allows users to specify their security needs and expectations in a Security
Target (ST), which may be based on one or more Protection Profiles (PPs) that define
security requirements for a class of products or systems. Vendors can then implement or
claim compliance with the ST or PPs, and have their products or systems evaluated by
independent testing laboratories against the security criteria defined in the standard. The
standard also defines a scale of Evaluation Assurance Levels (EALs) that indicate the
degree of confidence in the security of the evaluated product or system. The standard is
intended to facilitate the development, procurement, and use of secure IT products and
systems, and to promote the recognition and acceptance of evaluation results across
different countries and regions. References:

ISO/IEC 15408-1:2009 - Common Criteria Evaluation for IT Security - Nemkol
Common Criteria - Wikipedia2

ISO/IEC Standard 15408 — ENISA3

Questions # 18:

Security Levels (SLs) are broken down into which three types?

Options:

O A.

Target, capacity, and availability
O B.

Target, capacity, and achieved
O C.

Target, capability, and availability
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O D.

Target, capability, and achieved

Answer

D
Explanation

In the ISA/IEC 62443 framework, Security Levels (SLs) are categorized into three distinct
types:

Target SL (SL-T) - The security level required based on risk assessment

Capability SL (SL-C) - The level a component or system can support

Achieved SL (SL-A) - The level actually implemented in the system

“Three types of security levels are defined:

Target (SL-T): derived from risk analysis

Capability (SL-C): supported by the product or system

Achieved (SL-A): implemented and operational in the environment”

— ISA/IEC 62443-1-1:2007, Clause 3.2.4 and Table 3

This classification supports gap analysis and helps asset owners ensure their system
meets both required and feasible security levels.

[References:, ISA/IEC 62443-1-1:2007 - Clause 3.2.4, ISA/IEC 62443-3-2:2020 - SL
classification and usage in risk analysis, ===========,, , , ]

Questions # 19:

Which standard is recognized as part of the NIST CSF Informative References?

Options:
O A.
COBIT 5

O B.
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PCI DSS
O C.

ISO 9001
O D.

ISA/IEC 62443

Answer

D
Explanation

ISA/IEC 62443 is officially listed as an Informative Reference in the NIST Cybersecurity
Framework (CSF). Informative References provide detailed guidance to help organizations
implement the CSF's functions, categories, and subcategories.

“ISA/IEC 62443 is included in the NIST CSF Informative References to help apply risk-based
cybersecurity practices to industrial control systems.”

— NIST CSF Informative Reference Catalog, Section: PR.IP and ID.RA

ISA/IEC 62443 aligns well with CSF categories such as Protect (PR) and Identify (ID),
especially for operational technology environments.

[References:, NIST CSF Informative References Catalog, ISA/IEC 62443-2-1 - Alignment
with CSF categories, ===========,,, , ]

Questions # 20:

During the operation of an IACS, who is responsible for executing the Security Protection
Scheme (SPS) process measures and responding to emerging risks?

Options:

O A.

The asset owner

O B.

The product vendor

O C.
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The external auditor
O D.

The system integrator

Answer

A
Explanation

ISA/IEC 62443 clearly assigns operational cybersecurity responsibility to the asset owner.
During the Operate and Maintain phase of the IACS lifecycle, the asset owner is
accountable for ensuring that cybersecurity controls are executed, monitored, and
adapted as risks evolve.

Step 1: Definition of the SPS

IEC 62443-2-2 defines the Security Protection Scheme (SPS) as a documented set of
technical, procedural, and physical measures selected to manage cybersecurity risk. While
other parties may contribute to its design or implementation, execution during operation
is the asset owner’s responsibility.

Step 2: Operational accountability

ISA/IEC 62443-2-1 establishes that the asset owner must operate and maintain the IACS
security program, including incident handling, vulnerability management, patching,
monitoring, and response to emerging threats.

Step 3: Why other roles are incorrect

Product vendors are responsible for product security, not operational risk response.
System integrators support design and implementation, not ongoing ownership.

External auditors assess compliance but do not execute controls.

Step 4: Risk ownership principle

Because the asset owner bears the consequences of downtime, safety incidents, and
regulatory impact, the standard assigns them responsibility for executing SPS measures
and responding to new risks.

Therefore, Option A is correct.
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Questions # 21:

Safety management staff are stakeholders of what security program development?

Available Choices (select all choices that are correct)

Options:
O A.
CSMS

O B.
SPRP

O C.

CSA

O D.

ERM

Answer

A
Explanation

Safety management staff are stakeholders of the CSMS, which stands for Cybersecurity
Management System. The CSMS is a framework for managing the cybersecurity of
industrial automation and control systems (IACS) based on the ISA/IEC 62443-2-1
standardl. The CSMS defines the objectives, policies, metrics, and governance for the
overall ICS security program2. The CSMS also includes the processes for risk assessment,
security design, implementation, monitoring, and improvement3. Safety management
staff are involved in the CSMS development and implementation, as they are responsible
for ensuring the safety of the IACS and the people, environment, and assets that depend
on it. Safety management staff need to coordinate with the security management staff to
align the safety and security requirements, identify and mitigate the safety risks arising
from cyber threats, and monitor and respond to safety incidents caused by

cyberattacks. References:

1: ISA/IEC 62443-2-1: Establishing an Industrial Automation and Control Systems Security
Program, ISA, 2010.

2: A Practical Approach to Adopting the IEC 62443 Standards - ISAGCA
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3: ISA ISA-IEC-62443 ISA/IEC 62443 Cybersecurity Fundamentals Specialist Online Training
- Exam4Training

[4]: Using the ISA/IEC 62443 Standards to Secure Your Control System, ISA, 2018.

Questions # 22:

Which of the following ISA-99 (IEC 62443) Reference Model levels is named correctly?

Available Choices (select all choices that are correct)

Options:

O A.

Level 1: Supervisory Control

O B.

Level 2: Quality Control

O C.

Level 3: Operations Management
O D.

Level 4: Process

Answer

C
Explanation

The ISA-99/IEC 62443 standards for industrial automation and control systems security
categorize network and system components into different levels based on their
operational context. The correct name from the provided options for one of these levels is
Level 3: Operations Management. This level typically encompasses systems that manage
production control systems, including batch management, production scheduling, and
overall factory operations. The other levels listed, such as Supervisory Control and
Process, refer to different aspects of the system but are not named correctly in the options
provided. Level 1 is correctly referred to as "Basic Control," and Level 4 should be
"Business Logistics" instead of "Process."
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Questions # 23:

Which is a common pitfall when initiating a CSMS program?

Available Choices (select all choices that are correct)

Options:

O A.

Organizational lack of communication

O B.

Failure to relate to the mission of the organization

O C.

Insufficient documentation due to lack of good follow-up
O D.

Immediate jump into detailed risk assessment

Answer

D
Explanation

"A common pitfall is to attempt to initiate a CSMS program without at least a high-level
rationale that relates cyber security to the specific organization and its mission."

A CSMS program is a Cybersecurity Management System program that follows the IEC
62443 standards for securing industrial control systems (ICS)1. A common pitfall when
initiating a CSMS program is D. Immediate jump into detailed risk assessment. This is
because a detailed risk assessment requires a clear definition of the system under
consideration (SuC), the allocation of IACS assets to zones and conduits, and the
identification of threats, vulnerabilities, and consequences for each zone and

conduit2. These steps are part of the assess phase of the CSMS program, which is the first
phase of the security program development process2. However, before starting the assess
phase, it is important to have the management team’s support to ensure the CSMS
program will have sufficient financial and organizational resources to implement
necessary actions2. Therefore, jumping into detailed risk assessment without having the
management buy-in is a common mistake that can jeopardize the success of the CSMS
program.
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Questions # 24:

Which of the following is an activity that should trigger a review of the CSMS?

Available Choices (select all choices that are correct)

Options:

O A.

Budgeting

O B.

New technical controls

O C.

Organizational restructuring
O D.

Security incident exposing previously unknown risk.

Answer

B,C, D
Explanation

According to the ISA/IEC 62443-2-1 standard, a review of the CSMS should be triggered by
any changes that affect the cybersecurity risk of the industrial automation and control
system (IACS), such as new technical controls, organizational restructuring, or security
incidentsl. Budgeting is not a trigger for CSMS review, unless it impacts the cybersecurity
risk level or the CSMS itself2. References: 1: ISA/IEC 62443-2-1:2010, Section 4.3.3.3 2: A
Practical Approach to Adopting the IEC 62443 Standards, ISAGCA Blog3

Questions # 25:

What type of attack is characterized by encrypting an organization’s data and demanding
payment for restoration?
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Options:

O A.
Phishing

O B.
Ransomware
O C.

DDoS attack
O D.

Malware variant

Answer

B
Explanation

Ransomware is a type of malicious software (malware) designed to block access to a
computer system or data, typically by encrypting files, until a sum of money (ransom) is
paid. This form of attack is increasingly targeting industrial automation and control system
(IACS) environments due to the critical nature of these systems. Unlike phishing (which
tricks users into revealing sensitive information) or DDoS attacks (which disrupt
availability), ransomware specifically encrypts data and extorts the victim.

[Reference: ISA/IEC 62443-3-2:2020, Annex B; ISA/IEC 62443-1-1:2007, Section 3.2.2;
ISA/IEC 62443-2-1:2009, Section 4.2.3.,, .. ]

Questions # 26:

Which of the following is NOT listed as a potential consequence of compromising IACS
according to the ISA99 Committee scope?

Options:
O A.
Losses

O B.
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Increased product sales

O C.

Endangerment of public safety
O D.

Loss of proprietary information

Answer

B

Explanation

The ISA99 Committee (which developed ISA/IEC 62443) defines the scope and impact of
IACS cybersecurity incidents in terms of negative consequences.

Step 1: Recognized consequences

The standard identifies consequences such as:

Financial losses
Environmental damage
Endangerment of public or worker safety

Loss of proprietary or sensitive information

Step 2: Purpose of defining consequences

These consequences justify why IACS cybersecurity must prioritize availability, integrity,
and safety in addition to confidentiality.

Step 3: Why increased product sales is excluded

“Increased product sales” is not a negative consequence and is not mentioned anywhere
in the ISA99 scope as a result of a cybersecurity compromise.

Therefore, the correct answer is Increased product sales.

Questions # 27:

What is the FIRST step required in implementing ISO 270017
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Available Choices (select all choices that are correct)

Options:

O A.

Create a security management organization.
O B.

Define an information security policy.

O C.

Implement strict security controls.

O D.

Perform a security risk assessment.

Answer

D
Explanation

The first step in implementing ISO 27001, an international standard for information
security management systems (ISMS), is to perform a security risk assessment. This initial
step is critical as it helps identify the organization's information assets that could be at
risk, assess the vulnerabilities and threats to these assets, and evaluate their potential
impacts. This risk assessment forms the foundation for defining appropriate security
controls and measures tailored to the organization’s specific needs. Starting with a risk
assessment ensures that the security controls implemented are aligned with the actual
risks the organization faces, making the ISMS more effective and targeted.

ISA/IEC 62443 Cybersecurity Fundamentals References:

Although ISO 27001 is not part of ISA/IEC 62443, it shares common principles in
cybersecurity management by starting with a comprehensive understanding and
assessment of security risks, which is a fundamental aspect in both standards for setting
up effective security practices.

Questions # 28:

What are the two elements of the risk analysis category of an IACS?
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Options:

O A.

Risk evaluation and risk identification

O B.

Business rationale and risk reduction and avoidance

O C.

Business rationale and risk identification and classification
O D.

Business recovery and risk elimination or mitigation

Answer

C
Explanation

According to ISA/IEC 62443-3-2, the risk analysis phase in the IACS security lifecycle
includes both the business rationale and the risk identification and classification. This
ensures that risk decisions are based not only on technical vulnerability but also on
business impact and operational context.

“The risk analysis process includes identification and classification of risks based on a
defined business rationale. This ensures that the protection requirements are aligned with
the organization’s risk tolerance and operational priorities.”

— ISA/IEC 62443-3-2:2020, Section 6.4 - Risk Assessment and SL Targeting

The term business rationale refers to understanding the value and criticality of the asset
or system in order to make informed security decisions.

[References:, ISA/IEC 62443-3-2:2020 - Section 6.4, ISA/IEC 62443-2-1 - Section 4.3.2:
Risk and business continuity alignment, , ]

Questions # 209:

What programs are MOST effective if they are tailored to the audience, consistent with
company policy, and communicated regularly?
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Options:

O A.

CSMS development

O B.

Cybersecurity awareness programs

O C.

Control systems adjustment programs
O D.

ISCS cybersecurity certification programs

Answer

B
Explanation

Cybersecurity awareness programs are critical for ensuring that all personnel understand
and follow security practices. To be effective, these programs must be:

Tailored to roles and responsibilities

Aligned with company policies

Communicated regularly and reinforced

“An effective cybersecurity awareness program is audience-specific, policy-aligned, and
continuously reinforced to ensure long-term behavioral change.”

— ISA/IEC 62443-2-1:2010, Clause 4.3.3 - Security Training and Awareness

These programs are part of the organization's security governance and are essential for
building a security-focused culture.

[References:, ISA/IEC 62443-2-1:2010 - Clause 4.3.3, ISA/IEC 62443-1-1 - Organizational
requirements for awareness, , |

Questions # 30:

As related to IACS Maintenance Service Providers, when do maintenance activities generally
start?
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Options:

O A.

During the design phase

O B.

At the beginning of the project

O C.

After the handover of the solution
O D.

Before the handover of the solution

Answer

C
Explanation

Maintenance service activities typically begin after the system is deployed and handed
over to the asset owner. This is aligned with the Operation and Maintenance phase of the
IACS lifecycle.

“Maintenance service providers typically become responsible for cybersecurity-related
activities after the asset owner takes ownership of the system, following handover.”

— ISA/IEC 62443-2-4:2015, Clause 4.2.3 - Transition and Handover

Prior to handover, integrators and product suppliers manage the system. Maintenance
providers take over only post-commissioning.

[References:, ISA/IEC 62443-2-4:2015 - Clause 4.2.3, ISA/IEC 62443-1-1 - IACS lifecycle
phasesl =_=—=—========,,,, ]

Questions # 31:

What does Foundational Requirement 6 (FR 6) - Timely Response to Events (TRE) require?

Options:

O A.
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Control access to information

O B.

Protect against unauthorized operation

O C.

Notify the proper authority about security violations
O D.

Ensure adequate responses to network resource requests

Answer

C
Explanation

Foundational Requirement 6 (FR 6), Timely Response to Events (TRE), as described in
ISA/IEC 62443-3-3, requires that the system detect and respond to security-relevant
events, including notifying the proper authority or personnel about security violations in a
timely manner. This enables rapid incident response, containment, and recovery actions,
all of which are critical to minimizing damage.

[Reference: ISA/IEC 62443-3-3:2013, Section 4.3.3.6 (FR 6: Timely Response to Events)., , ,
’ ]

Questions # 32:

The ISA/IEC 62443 Profiles Group will include parts starting with which number?

Options:
O A.

6-x

O B.

5-x

O C.
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O D.

Answer

B
Explanation

The ISA/IEC 62443 series is structured into logical groups to address different aspects of
industrial cybersecurity. Historically, the series was organized into Parts 1 through 4,
covering general concepts, management system requirements, system requirements, and
component requirements. As the standard evolved, the need arose to address sector-
specific and application-specific cybersecurity needs without modifying the core
requirements.

To address this, ISA introduced the concept of cybersecurity profiles. These profiles allow
industries (such as oil and gas, power, water, or manufacturing) to select and tailor
existing ISA/IEC 62443 requirements for their specific operational context while preserving
consistency with the base standard.

The Profiles Group is formally designated as ISA/IEC 62443-5-x. This numbering clearly
distinguishes profiles from foundational requirements and ensures that:

No new security requirements are created

Existing requirements are selected, scoped, and referenced appropriately

Alignment with Parts 2, 3, and 4 is preserved
By allocating profiles to the 5-x series, ISA ensures modularity and prevents fragmentation

of the standard. Profiles serve as an application layer over existing requirements, enabling
consistent adoption across sectors without redefining core security controls.

Parts 3-x and 4-x remain dedicated to system and component requirements, while 6-x
does not exist in the published structure for profiles. Therefore, 5-x is the correct and
formally defined answer.

Questions # 33:

At Layer 4 of the Open Systems Interconnection (OSI) model, what identifies the application
that will handle a packet inside a host?

Available Choices (select all choices that are correct)
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Options:

O A.

ATCP/UDP application ID
O B.

A TCP/UDP host ID

O C.

ATCP/UDP port number
O D.

ATCP/UDP registry number

Answer

C
Explanation

At layer 4 of the OSI model, also known as the transport layer, the application that will
handle a packet inside a host is identified by a TCP/UDP port number. A port number is a
16-bit integer that is assigned to a specific application or service that runs on a host. Port
numbers are used to multiplex and demultiplex the data streams that are exchanged
between hosts and end systems. Multiplexing is the process of combining multiple data
streams into one, while demultiplexing is the process of separating one data stream into
multiple ones. Port numbers are part of the header of the transport layer protocol data
unit (PDU), which is called a segment for TCP and a datagram for UDP. The header
contains the source port number and the destination port number, which indicate the
applications that are involved in the communication. For example, if a host sends a packet
to another host using the HTTP protocol, which runs on port 80 by default, the source port
number would be a random number chosen by the sender, and the destination port
number would be 80. The receiver would then use the destination port number to
demultiplex the packet and deliver it to the HTTP application.

Port numbers are divided into three ranges: well-known ports (0-1023), registered ports
(1024-49151), and dynamic or private ports (49152-65535). Well-known ports are
reserved for common and standardized applications and services, such as HTTP (80), FTP
(21), and SSH (22). Registered ports are assigned by the Internet Assigned Numbers
Authority (IANA) to specific applications and services that request them, such as Skype
(49175) and Minecraft (25565). Dynamic or private ports are not assigned by any
authority and can be used by any application or service that needs them, such as
ephemeral ports that are used for temporary connections.

The other options are not valid identifiers for the application that will handle a packet
inside a host at layer 4 of the OSI model. A TCP/UDP application ID is not a term that is
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used in the OSI model or the TCP/IP model. A TCP/UDP host ID is not a term that is used in
the OSI model or the TCP/IP model, and it would be more appropriate for layer 3, which is
the network layer, where the host is identified by an IP address. A TCP/UDP registry
number is not a term that is used in the OSI model or the TCP/IP model, and it would be
more appropriate for layer 5, which is the session layer, where the registry number is used
to identify a session between two hosts.

[References:, Transport Layer | Layer 4 | The OSI-Modell, OSI model - Wikipedia2, What is
Layer 4 of the OSI Model? | Glossary | A10 Networks3, What Are the 7 Layers of the OSI
Model? | Webopedia4, , , ]

Questions # 34:

Which of the following is a recommended default rule for IACS firewalls?

Available Choices (select all choices that are correct)

Options:

O A.

Allow all traffic by default.

O B.

Allow IACS devices to access the Internet.

O C.

Allow traffic directly from the IACS network to the enterprise network.
O D.

Block all traffic by default.

Answer

D
Explanation

A recommended default rule for IACS firewalls is to block all traffic by default, and then
allow only the necessary and authorized traffic based on the security policy and the zone
and conduit model. This is also known as the principle of least privilege, which means
granting the minimum access required for a legitimate purpose. Blocking all traffic by
default provides a higher level of security and reduces the attack surface of the IACS
network. The other choices are not recommended default rules for IACS firewalls, as they
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may expose the IACS network to unnecessary risks. Allowing all traffic by default would
defeat the purpose of a firewall, as it would not filter any malicious or unwanted traffic.
Allowing IACS devices to access the Internet would expose them to potential cyber
threats, such as malware, phishing, or denial-of-service attacks. Allowing traffic directly
from the IACS network to the enterprise network would bypass the demilitarized zone
(DMZ), which is a buffer zone that isolates the IACS network from the enterprise network
and hosts services that need to communicate between them. References:

ISA/IEC 62443 Standards to Secure Your Industrial Control System training coursel
ISA/IEC 62443 Cybersecurity Fundamentals Specialist Study Guide2

Using the ISA/IEC 62443 Standard to Secure Your Control Systems3

Questions # 35:

How can defense in depth be achieved via security zones?

Options:

O A.

By having zones within zones, or subzones, that provide layered security

O B.

By having a zone edge that is using the security policies of the asset owner
O C.

By having zones that are connected via using the latest version of SSL

O D.

By having zones that separate sensors from actuators, that provide layered security

Answer

A
Explanation

Defense in depth is a core concept of ISA/IEC 62443, and security zones are a structural
method to implement it. According to ISA/IEC 62443-3-2 and 62443-1-1, layering can be
achieved by nesting zones — creating zones within zones (i.e., subzones) — to enhance
protection through multiple barriers.
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“Defense in depth is realized through segmentation into zones and conduits. A zone may
contain subzones to establish additional layers of security, providing multiple barriers to
intrusion.”

— ISA/IEC 62443-3-2:2020, Clause 5.3.2 - Zone and Conduit Model

This layered zoning approach enables tiered security controls, reducing the impact of
breaches and limiting lateral movement within a network.

[References:, ISA/IEC 62443-3-2:2020 - Clause 5.3.2, ISA/IEC 62443-1-1:2007 - Security
Zones and Conduits, S=s=ss=2===%  [5"]

Questions # 36:

Which statement BEST describes the Target Security Protection Ratings?

Options:

O A.

They represent the actual security levels achieved at a time during operation.

O B.

They measure the cost-effectiveness of security investments or implementation measures.
O C.

They define the levels of security requirements fulfilled through implementation measures.
O D.

They outline the desired levels of system security requirements to be fulfilled during
operation.

Answer

D
Explanation

In ISA/IEC 62443, Target Security Protection Ratings correspond to the concept of Target
Security Levels (SL-T).
Step 1: Definition of target ratings

Target ratings describe the desired level of protection that a system or zone must achieve
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during operation, based on risk assessment.

Step 2: Difference between target and achieved

Target ratings define what is required.

Achieved ratings (SL-A) describe what has actually been implemented and verified.

Step 3: Why Option D is correct

The target rating outlines the intended security outcome that implementation measures
must fulfill during operation, not what currently exists.

Step 4: Why other options are incorrect

Actual achieved levels, cost metrics, or implementation measurements are separate
concepts.

Therefore, the correct description is that they outline the desired levels of system security
requirements to be fulfilled during operation.

Questions # 37:

In which layer is the physical address assigned?

Available Choices (select all choices that are correct)

Options:
O A.
Layer 1l
O B.
Layer 2
O C.
Layer 3
O D.

Layer 7
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Answer

B
Explanation

According to the OSI model, the physical address is assigned in the layer 2, also known as
the data link layer. The physical address is a unique identifier for each device on a
network, such as a MAC address or a serial number. The data link layer is responsible for
transferring data between adjacent nodes on a network, using the physical address to
identify the source and destination of each frame. The data link layer also provides error
detection and correction, flow control, and media access control. References: ISA/IEC
62443 Cybersecurity Fundamentals Specialist Exam Prep, section 2.2; ISA/IEC 62443
Standards to Secure Your Industrial Control System, section 3.1.2.

Questions # 38:

A national standards body wants to represent its country’s interests at an international level
and adopt global standards locally. What role does this organization fulfill?

Options:

O A.

Global Standards Development Organization (SDO)
O B.

Regulatory Agency

O C.

Industry Consortium

O D.

National Standardization Body

Answer

D
Explanation

ISA/IEC 62443 is developed within the international standards system, where national
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participation is coordinated through National Standardization Bodies (NSBs). These
organizations represent their country’s interests in international standards committees
and manage the adoption of international standards at the national level.

Step 1: Role of a National Standardization Body

An NSB acts as the official representative of a country within international standards
organizations such as IEC and ISO. It coordinates national input, votes on standards, and
nominates experts to technical committees.

Step 2: Adoption of international standards

NSBs are responsible for adopting international standards as national standards, often
with minimal or no modification. This enables consistent global alignment while supporting
local implementation.
Step 3: Why other options are incorrect
Global SDOs develop standards internationally but do not represent individual
countries.

Regulatory agencies enforce laws, not standards.

Industry consortia represent private-sector interests, not national positions.

Thus, the correct role is National Standardization Body.

Questions # 39:

What does the abbreviation CSMS round in ISA 62443-2-1 represent?

Available Choices (select all choices that are correct)

Options:

O A.

Control System Management System
O B.

Control System Monitoring System

O C.

Cyber Security Management System
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O D.

Cyber Security Monitoring System

Answer

C
Explanation

The abbreviation CSMS stands for Cyber Security Management System in ISA

62443-2-1. This standard defines the elements necessary to establish a CSMS for
industrial automation and control systems (IACS) and provides guidance on how to
develop those elements123. A CSMS is a collection of policies, procedures, practices, and
personnel that are responsible for ensuring the security of IACS throughout their
lifecycle24. References: 1: ISA/IEC 62443 Series of Standards - ISA 2: ISA 62443-2-1 -
Security for industrial automation and control systems, Part 2-1: Establishing an Industrial
Automation and Control Systems Security Program | GlobalSpec 3: IEC 62443-2-1:2010 |
IEC Webstore | cyber security, smart city 4: Structuring the ISA/IEC 62443 Standards -
ISAGCA

Questions # 40:

Which of the following activities is NOT listed under the “Patch Testing” phase in the asset
owner requirements?

Options:

O A.

Notification

O B.

File authenticity

O C.

Removal procedure
O D.

Qualification and verification
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Answer

C

Explanation

ISA/IEC 62443-2-1 defines structured patch management phases, including evaluation,
testing, deployment, and rollback considerations.

Step 1: Patch testing objectives

The patch testing phase focuses on ensuring that patches are authentic, safe, and
compatible with the operational environment.

Step 2: Included activities

File authenticity verifies that patches are genuine and unaltered
Qualification and verification ensure patches do not disrupt operations

Notification ensures relevant stakeholders are informed of test results

Step 3: Why removal procedure is excluded

Removal or rollback procedures are part of deployment and recovery planning, not patch
testing itself.

Thus, the correct answer is Removal procedure.

Questions # 41:

Which of the following is an industry sector-specific standard?

Available Choices (select all choices that are correct)

Options:

O A.

ISA-62443 (EC 62443)
O B.

NIST SP800-82
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O C.

APl 1164

O D.

D.1SO 27001

Answer

C
Explanation

API 1164 is an industry sector-specific standard that provides guidance on the
cybersecurity of pipeline supervisory control and data acquisition (SCADA) systems. API
stands for American Petroleum Institute, which is the largest U.S. trade association for the
oil and natural gas industry. APl 1164 was first published in 2004 and revised in 2009 and
2021. The latest version of the standard aligns with the ISA/IEC 62443 series of standards
and incorporates the concepts of security levels, zones, and conduits. APl 1164 covers the
security lifecycle of pipeline SCADA systems, from risk assessment and policy
development to implementation and maintenance. The standard also defines roles and
responsibilities, security requirements, security controls, and security assessment
methods for pipeline SCADA systems.

[References:, APl 1164: Pipeline SCADA Security, Fourth Edition, September 2021, ISA/IEC
62443 Cybersecurity Fundamentals Specialist Study Guide, Section 2.2.2, Industry Sector-
Specific Standards, ISA/IEC 62443 Cybersecurity Fundamentals Specialist Exam
Specification, Section 2.2.2, Industry Sector-Specific Standards, , , ]

Questions # 42:

What is a key aspect of the relationship between physical security measures and
cybersecurity?

Options:

O A.

Cybersecurity is irrelevant.

O B.

Physical security is more important.

O C.
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They should operate independently.
O D.

They should complement each other.

Answer

D
Explanation

ISA/IEC 62443 emphasizes that physical security and cybersecurity are interdependent
and must complement each other to provide robust protection for industrial automation
and control systems (IACS). Physical security measures (like locks, fences, access cards)
protect against unauthorized physical access, while cybersecurity measures protect
against digital threats. Both must work together; for example, a cyber attacker might gain
physical access to a control cabinet or a physical intruder might exploit weak network
security.

[Reference: ISA/IEC 62443-2-1:2009, Section 4.2.5 (“Physical and environmental
security”); ISA/IEC 62443-1-1:2007, Section 4.5., ,,, ]

Questions # 43:

What is the name of the protocol that implements serial Modbus over Ethernet?

Available Choices (select all choices that are correct)

Options:

O A.

MODBUS/CIP

O B.
MODBUS/Ethernet
O C.
MODBUS/Plus

O D.

MODBUS/TCP
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Answer

D
Explanation

MODBUS/TCP is the name of the protocol that implements serial Modbus over Ethernet.
MODBUS/TCP is a variant of the Modbus protocol that uses the Transmission Control
Protocol (TCP) as the transport layer to encapsulate Modbus messages and send them
over Ethernet networks. MODBUS/TCP preserves the Modbus application layer and data
model, which means that serial Modbus devices can communicate with MODBUS/TCP
devices through a gateway or a converter. MODBUS/TCP is widely used in industrial
automation and control systems, as it offers high performance, interoperability, and
compatibility with existing Modbus devices. References: ISA/IEC 62443 Cybersecurity
Fundamentals Specialist Study Guide, Section 3.1.21; MODBUS Application Protocol
Specification V1.1b3, Section 1.1

Questions # 44:

What should the identification analysis of discovered vulnerabilities determine?

Options:

O A.

Root cause analysis

O B.

User interface improvements
O C.

The cost of patch development
O D.

Marketing strategy for the product

Answer

A
Explanation
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ISA/IEC 62443 requires that vulnerability management go beyond detection and focus on
understanding why vulnerabilities exist. Identification analysis is a critical step in this
process.

Step 1: Purpose of identification analysis

The standard requires asset owners and suppliers to analyze discovered vulnerabilities to
determine their origin and contributing factors. This ensures corrective actions address
systemic issues, not just symptoms.

Step 2: Root cause focus

Root cause analysis identifies whether vulnerabilities result from configuration errors,
insecure design, missing controls, or process failures. This aligns with the standard’s
emphasis on prevention and continuous improvement.

Step 3: Why other options are incorrect

User interface improvements and marketing strategies are unrelated to cybersecurity risk
reduction. Cost considerations may follow remediation planning but are not the purpose of
identification analysis.

Step 4: Lifecycle relevance

By identifying root causes, organizations can prevent recurrence and strengthen controls
across the IACS lifecycle.

Thus, the correct answer is Root cause analysis.

Questions # 45:

What is a feature of an asymmetric key?

Available Choices (select all choices that are correct)

Options:

O A.

Uses a continuous stream
O B.

Uses different keys

O C.

Shares the same key OD.
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O D.

Has lower network overhead

Answer

B
Explanation

An asymmetric key is a feature of asymmetric cryptography, also known as public-key
cryptography, which is a method of encrypting and decrypting data using two different
keys: a public key and a private key. The public key can be shared with anyone, while the
private key must be kept secret by the owner. The public key and the private key are
mathematically related, but it is computationally infeasible to derive one from the other.
Asymmetric cryptography can be used for various purposes, such as digital signatures,
key exchange, and encryption. For example, if Alice wants to send a message to Bob, she
can use Bob’s public key to encrypt the message, and only Bob can decrypt it using his
private key. Alternatively, if Bob wants to prove that he is the author of a message, he can
use his private key to sign the message, and anyone can verify it using his public key.
Asymmetric cryptography has some advantages over symmetric cryptography, which uses
the same key for both encryption and decryption. For instance, asymmetric cryptography
does not require a secure channel to distribute the keys, and it can provide non-
repudiation and authentication. However, asymmetric cryptography also has some
drawbacks, such as higher computational complexity, larger key sizes, and higher network
overhead.

[References:, ISA/IEC 62443-3-3:2018, Section 4.2.3.6.1, Cryptographyl, ISA/IEC
62443-4-2:2019, Section 4.2.3.6.1, Cryptography, ISA/IEC 62443 Cybersecurity
Fundamentals Specialist Study Guide, Section 5.3.1, Cryptography, ISA/IEC 62443
Cybersecurity Fundamentals Specialist Exam Specification, Section 5.3.1, Cryptography, , ,
]

Questions # 46:

Which analysis method is MOST frequently used as an input to a security risk assessment?

Available Choices (select all choices that are correct)

Options:
O A.
Failure Mode and Effects Analysis

O B.
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Job Safety Analysis

O C.

Process Hazard Analysis (PHA)
O D.

System Safety Analysis (SSA)

Answer

C
Explanation

A Process Hazard Analysis (PHA) is a systematic method of identifying and evaluating the
potential hazards associated with an industrial process. A PHA can help to identify the
sources of cyber threats, the consequences of cyber incidents, and the existing safeguards
and mitigation measures. A PHA is most frequently used as an input to a security risk
assessment because it provides a comprehensive and structured overview of the process
and its risks, which can then be used to determine the security level targets and security
countermeasures for the industrial automation and control system (IACS). A PHA can also
help to align the security objectives with the safety objectives of the process, and to
ensure that the security measures do not compromise the safety or operability of the
process. References:

ISA/IEC 62443 Standards to Secure Your Industrial Control System, page 10

Using the ISA/IEC 62443 Standard to Secure Your Control System, page 17

Questions # 47:

What is a frequent mistake made with cybersecurity management?

Options:

O A.

Ignoring organizational culture

O B.

Focusing solely on technology solutions

o C.
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Implementing too many security practices at once

O D.

Initially addressing smaller pieces of the entire system

Answer

B
Explanation

One of the most frequent mistakes in cybersecurity management—according to ISA/IEC
62443 guidance—is focusing only on technological solutions and neglecting other critical
components such as people, process, and culture. Effective cybersecurity management
must include policies, training, incident response, and continual improvement, not just
technical controls. This holistic approach is emphasized throughout the standards,
particularly in the sections describing CSMS program elements and organizational
responsibilities.

[Reference: ISA/IEC 62443-2-1:2009, Section 4.2.3 (“Cybersecurity is not just a technology
problem”); Section 6.2.4 (Organizational awareness and training)., , , , ]
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