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Questions # 1:

Which one of the following is a common risk with network configuration management?

Options:

O A.

Patches on the network are difficult to keep current.
O B.

It is the responsibility of the systems administrator.
O C.

User ID and passwords are never set to expire.

O D.

Network diagrams are not up to date.

Answer

D
Explanation

A common risk with network configuration management is that network diagrams are not
up to date. Network configuration management is a process or a technique that monitors,
controls, and maintains the configuration or the settings of the network devices or the
components within a system or a service, such as the routers, the switches, or the
firewalls, to ensure or maintain the performance, the functionality, or the security of the
system or the service. Network diagrams are graphical representations or visualizations of
the network devices or the components within a system or a service, and their
connections or relationships, such as the topology, the layout, or the architecture, that are
used or applied for the network configuration management process or technique, to
understand, to document, or to communicate the configuration or the settings of the
network devices or the components within a system or a service, such as the routers, the
switches, or the firewalls. A common risk with network configuration management is that
network diagrams are not up to date, which means that the network diagrams do not
reflect or represent the current or the accurate configuration or the settings of the
network devices or the components within a system or a service, such as the routers, the
switches, or the firewalls, due to the changes or the modifications that occur or happen in
the system or the service, such as the addition, the removal, or the update of the network
devices or the components within a system or a service, and due to the lack or the
absence of the update or the maintenance of the network diagrams. Network diagrams
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that are not up to date can pose or present a risk or a challenge to the network
configuration management process or technique, as they can cause or result in the
confusion, the inconsistency, or the error in the monitoring, the control, or the
maintenance of the configuration or the settings of the network devices or the
components within a system or a service, such as the routers, the switches, or the
firewalls, and as they can also affect or impact the performance, the functionality, or the
security of the system or the service.

A. Patches on the network are difficult to keep current is not a common risk with
network configuration management, but rather a common challenge or a difficulty
with network configuration management. Patches on the network are updates or
fixes that are applied or installed on the network devices or the components within a
system or a service, such as the routers, the switches, or the firewalls, to improve or
enhance the performance, the functionality, or the security of the system or the
service, such as by resolving or correcting the vulnerabilities, the weaknesses, or the
bugs of the network devices or the components within a system or a service. Patches
on the network are difficult to keep current, which means that the patches on the
network are hard or complex to maintain or to manage at the latest or the most
recent version or state, due to the factors or the elements that affect or influence the
patching or the updating process or technique, such as the availability, the
compatibility, or the testing of the patches on the network. Patches on the network
that are difficult to keep current can pose or present a challenge or a difficulty to the
network configuration management process or technique, as they can require or
demand the time, the effort, or the resources to monitor, to control, or to maintain
the configuration or the settings of the network devices or the components within a
system or a service, such as the routers, the switches, or the firewalls, and as they
can also affect or impact the performance, the functionality, or the security of the
system or the service. However, patches on the network that are difficult to keep
current are not a common risk with network configuration management, as they do
not directly or immediately cause or result in the confusion, the inconsistency, or the
error in the monitoring, the control, or the maintenance of the configuration or the
settings of the network devices or the components within a system or a service, such
as the routers, the switches, or the firewalls, and as they do not directly or
immediately affect or impact the performance, the functionality, or the security of
the system or the service.

B. It is the responsibility of the systems administrator is not a common risk with
network configuration management, but rather a common fact or a reality with
network configuration management. It is the responsibility of the systems
administrator, which means that the systems administrator is the person or the role
that is accountable or liable for the network configuration management process or
technique, and that has the duty or the obligation to monitor, to control, or to
maintain the configuration or the settings of the network devices or the components
within a system or a service, such as the routers, the switches, or the firewalls, to
ensure or maintain the performance, the functionality, or the security of the system
or the service. It is the responsibility of the systems administrator is a common fact
or a reality with network configuration management, as it is the systems
administrator who has the knowledge, the skill, or the authority to perform or to
execute the network configuration management process or technique, and to
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manage or to handle the network devices or the components within a system or a
service, such as the routers, the switches, or the firewalls. However, it is the
responsibility of the systems administrator is not a common risk with network
configuration management, as it does not directly or immediately cause or result in
the confusion, the inconsistency, or the error in the monitoring, the control, or the
maintenance of the configuration or the settings of the network devices or the
components within a system or a service, such as the routers, the switches, or the
firewalls, and as it does not directly or immediately affect or impact the
performance, the functionality, or the security of the system or the service.

C. User ID and passwords are never set to expire is not a common risk with network
configuration management, but rather a common risk with network access control.
User ID and passwords are credentials or information that are used or applied for the
network access control process or technique, which is a process or a technique that
grants or denies the access or the permission to the network devices or the
components within a system or a service, such as the routers, the switches, or the
firewalls, by the user or the device that requests or attempts to access or to use the
system or the service, such as the employee, the contractor, or the partner. User ID
and passwords are never set to expire, which means that the user ID and passwords
do not have or follow the expiration or the termination date or period, and that they
remain or stay valid or active indefinitely or permanently, without the need or the
requirement to change or to update them. User ID and passwords that are never set
to expire can pose or present a risk or a challenge to the network access control
process or technique, as they can increase or enhance the risk of unauthorized or
inappropriate access or permission to the network devices or the components within
a system or a service, such as the routers, the switches, or the firewalls, by the user
or the device that does not have or follow the legitimate or the valid credentials or
information, such as the user ID and passwords, and by the third parties or the
attackers who capture or monitor the credentials or information, such as the user ID
and passwords, and who exploit or take advantage of them. However, user ID and
passwords that are never set to expire are not a common risk with network
configuration management, as they do not directly or immediately cause or result in
the confusion, the inconsistency, or the error in the monitoring, the control, or the
maintenance of the configuration or the settings of the network devices or the
components within a system or a service, such as the routers, the switches, or the
firewalls, and as they do not directly or immediately affect or impact the
performance, the functionality, or the security of the system or the service.

References: CISSP All-in-One Exam Guide, Eighth Edition, Chapter 7, page 245; Official
(1SC)2 CISSP CBK Reference, Fifth Edition, Chapter 7, page 289

Questions # 2:

Which of the following is the MOST effective method of mitigating data theft from an active
user workstation?
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Options:

O A.

Implement full-disk encryption

O B.

Enable multifactor authentication
O C.

Deploy file integrity checkers

O D.

Disable use of portable devices

Answer

D
Explanation

The most effective method of mitigating data theft from an active user workstation is to
disable use of portable devices. Portable devices are the devices that can be easily
connected to or disconnected from a workstation, such as USB drives, external hard
drives, flash drives, or smartphones. Portable devices can pose a risk of data theft from an
active user workstation, as they can be used to copy, transfer, or exfiltrate data from the
workstation, either by malicious insiders or by unauthorized outsiders. By disabling use of
portable devices, the data theft from an active user workstation can be prevented or
reduced.

A. Implement full-disk encryption is not the most effective method of mitigating data
theft from an active user workstation, but rather a method of mitigating data theft
from a lost or stolen user workstation. Full-disk encryption is the process of
transforming or encoding the entire data on a disk or a device into an unreadable or
unintelligible form, using a secret key or algorithm. Full-disk encryption can protect
the data from unauthorized access or disclosure if the disk or the device is lost or
stolen, but it does not protect the data from unauthorized copying or transferring if
the disk or the device is active and unlocked.

B. Enable multifactor authentication is not the most effective method of mitigating
data theft from an active user workstation, but rather a method of mitigating
unauthorized access or login to a user workstation. Multifactor authentication is the
process of verifying the identity and the legitimacy of a user or a device by requiring
two or more factors or methods of authentication, such as something the user knows
(e.g., password, PIN, or security question), something the user has (e.qg., token, card,
or smartphone), or something the user is (e.q., fingerprint, face, or voice). Multifactor
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authentication can prevent or reduce unauthorized access or login to a user
workstation, but it does not prevent or reduce data theft from an active user
workstation, especially by malicious insiders who have legitimate access or login
credentials.

C. Deploy file integrity checkers is not the most effective method of mitigating data
theft from an active user workstation, but rather a method of detecting data
tampering or corruption on a user workstation. File integrity checkers are the
software tools or applications that monitor and verify the integrity or the authenticity
of the files or the programs on a workstation, by using cryptographic techniques,
such as hashing, digital signatures, or certificates. File integrity checkers can detect
data tampering or corruption on a user workstation, but they cannot prevent or
reduce data theft from an active user workstation, as they do not prevent or restrict
data copying or transferring.

References: CISSP All-in-One Exam Guide, Eighth Edition, Chapter 6, page 330; Official
(ISC)2 CISSP CBK Reference, Fifth Edition, Chapter 6, page 291

Questions # 3:

In which order, from MOST to LEAST impacted, does user awareness training reduce the
occurrence of the events below?

Eveni QOrdel

Disloyval employees
User-instigated

1

&
Targeted infiltration e |
Virus infiltrations 4

Options:

Answer
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Answer:
Explanation

—

The correct order is:

User-instigated
Virus infiltrations
Disloyal employees

Targeted infiltration

Comprehensive Explanation: User awareness training is a process of educating and
informing users about the security policies, procedures, and best practices of an
organization. User awareness training can help reduce the occurrence of security events
by increasing the users’ knowledge, skills, and attitude towards security. User awareness
training can have different impacts on different types of security events, depending on the
nature and source of the events. The order of impact from most to least is as follows:

User-instigated: These are security events that are caused by the actions or inactions
of the users, such as clicking on malicious links, opening infected attachments, using
weak passwords, sharing credentials, etc. User awareness training can have the
most impact on reducing these events, as it can teach the users how to avoid
common mistakes, recognize and report threats, and follow the security policies and
guidelines12

Virus infiltrations: These are security events that involve the infection of a system or
network by a malicious code, such as a virus, worm, or Trojan. User awareness
training can have a significant impact on reducing these events, as it can educate
the users about the sources and symptoms of malware, the importance of antivirus
software and updates, and the proper handling of removable media and
downloads12

Disloyal employees: These are security events that are perpetrated by the
employees who have malicious intentions or motivations, such as stealing,
sabotaging, or leaking sensitive information or resources. User awareness training
can have a moderate impact on reducing these events, as it can raise the users’
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awareness of the ethical and legal implications of their actions, the consequences of
violating the security policies and agreements, and the methods of detecting and
reporting suspicious activities. However, user awareness training may not be enough
to deter or prevent some disloyal employees who have strong incentives or
rationalizations for their actions12

Targeted infiltration: These are security events that are carried out by sophisticated
and persistent attackers who aim to compromise a specific system or network, such
as a nation-state, a competitor, or a hacker group. User awareness training can have
a minimal impact on reducing these events, as it can only help the users to identify
and avoid some of the common techniques used by the attackers, such as phishing,
social engineering, or spoofing. However, user awareness training may not be
effective against the advanced and customized tactics, techniques, and procedures
(TTPs) used by the attackers, who may exploit the vulnerabilities or weaknesses of
the system or network, or use insider threats or compromised accounts to gain
accessl2

References: CISSP All-in-One Exam Guide, Eighth Edition, Chapter 7: Security Operations,
p. 440; Official (ISC)2 CISSP CBK Reference, Fifth Edition, Domain 7: Security Operations,
p. 852.

Questions # 4:

Which of the following is the PRIMARY reason for employing physical security personnel at
entry points in facilities where card access is in operation?

Options:

O A.

To verify that only employees have access to the facility.
O B.

To identify present hazards requiring remediation.

O C.

To monitor staff movement throughout the facility.

O D.

To provide a safe environment for employees.
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Answer

D
Explanation

According to the CISSP CBK Official Study Guide, the primary reason for employing
physical security personnel at entry points in facilities where card access is in operation is
to provide a safe environment for employees. Physical security personnel are the human
or the personnel components or elements of the physical security system or the network,
which is the system or the network that prevents or deters the unauthorized or
unintended access or entry to the resources, data, or information, such as the locks, keys,
doors, or windows of the premises or the facilities, or the badges, cards, or tags of the
subjects or the entities. Physical security personnel may perform various functions or
tasks, such as the guarding, patrolling, or monitoring of the premises or the facilities, or
the verifying, identifying, or authenticating of the subjects or the entities. Employing
physical security personnel at entry points in facilities where card access is in operation
helps to provide a safe environment for employees, as it enhances or supplements the
security or the protection of the premises or the facilities, as well as the resources, data,
or information that are contained or stored in the premises or the facilities, by adding or
applying an additional layer or level of security or protection, as well as a human or a
personal touch or factor, to the physical security system or the network. Providing a safe
environment for employees helps to ensure the safety or the well-being of the employees,
as well as the productivity or the performance of the employees, as it reduces or
eliminates the risks or the threats that may harm or damage the employees, such as the
theft, vandalism, or violence of the employees. To verify that only employees have access
to the facility is not the primary reason for employing physical security personnel at entry
points in facilities where card access is in operation, although it may be a benefit or a
consequence of employing physical security personnel at entry points in facilities where
card access is in operation. Verifying that only employees have access to the facility is the
process of checking or confirming that the subjects or the entities that enter or access the
facility are the employees or the authorized users or clients of the facility, by using or
applying the appropriate methods or mechanisms, such as the card access, the
biometrics, or the physical security personnel of the facility. Verifying that only employees
have access to the facility helps to ensure the security or the integrity of the facility, as
well as the resources, data, or information that are contained or stored in the facility, as it
prevents or limits the unauthorized or unintended access or entry to the facility, which
may lead to the attacks or threats that may harm or damage the facility, such as the theft,
vandalism, or violence of the facility. Verifying that only employees have access to the
facility may be a benefit or a consequence of employing physical security personnel at
entry points in facilities where card access is in operation, as physical security personnel
may perform the function or the task of verifying, identifying, or authenticating the
subjects or the entities that enter or access the facility, by using or applying the card
access, the biometrics, or other methods or mechanisms of the facility. However, verifying
that only employees have access to the facility is not the primary reason for employing
physical security personnel at entry points in facilities where card access is in operation,
as it is not the main or the most important reason or objective for employing physical
security personnel at entry points in facilities where card access is in operation. To identify
present hazards requiring remediation is not the primary reason for employing physical
security personnel at entry points in facilities where card access is in operation, although
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it may be a benefit or a consequence of employing physical security personnel at entry
points in facilities where card access is in operation. Identifying present hazards requiring
remediation is the process of detecting or discovering the existing or the current hazards
or dangers that may affect or impair the facility, as well as the resources, data, or
information that are contained or stored in the facility, such as the fire, flood, or
earthquake of the facility, as well as the actions or the measures that are needed or
required to fix or resolve the hazards or dangers, such as the evacuation, recovery, or
contingency of the facility. Identifying present hazards requiring remediation helps to
ensure the safety or the well-being of the facility, as well as the resources, data, or
information that are contained or stored in the facility, as it reduces or eliminates the
impact or the consequence of the hazards or dangers that may harm or damage the
facility, such as the fire, flood, or earthquake of the facility. Identifying present hazards
requiring remediation may be a benefit or a consequence of employing physical security
personnel at entry points in facilities where card access is in operation, as physical
security personnel may perform the function or the task of detecting or discovering the
existing or the current hazards or dangers that may affect or impair the facility, as well as
the actions or the measures that are needed or required to fix or resolve the hazards or
dangers, by using or applying the appropriate tools or techniques, such as the sensors,
alarms, or cameras of the facility. However, identifying present hazards requiring
remediation is not the primary reason for employing physical security personnel at entry
points in facilities where card access is in operation, as it is not the main or the most
important reason or objective for employing physical security personnel at entry points in
facilities where card access is in operation. To monitor staff movement throughout the
facility is not the primary reason for employing physical security personnel at entry points
in facilities where card access is in operation, although it may be a benefit or a
consequence of employing physical security personnel at entry points in facilities where
card access is in operation. Monitoring staff movement throughout the facility is the
process of observing or tracking the activities or the behaviors of the staff or the
employees that work or operate in the facility, such as the entry, exit, or location of the
staff or the employees, by using or applying the appropriate methods or mechanisms,
such as the card access, the biometrics, or the physical security personnel of the facility.
Monitoring staff movement throughout the facility helps to ensure the security or the
integrity of the facility, as well as the resources, data, or information that are contained or
stored in the facility, as it prevents or limits the unauthorized or unintended access or
entry to the facility, which may lead to the attacks or threats that may harm or damage
the facility, such as the theft, vandalism, or violence of the facility. Monitoring staff
movement throughout the facility may also help to ensure the productivity or the
performance of the staff or the employees, as it prevents or limits the misuse or abuse of
the facility, such as the idle, waste, or fraud of the facility. Monitoring staff movement
throughout the facility may be a benefit or a consequence of employing physical security
personnel at entry points in facilities where card access is in operation, as physical
security personnel may perform the function or the task of observing or tracking the
activities or the behaviors of the staff or the employees that work or operate in the facility,
by using or applying the card access, the biometrics, or other methods or mechanisms of
the facility. However, monitoring staff movement throughout the facility is not the primary
reason for employing physical security personnel at entry points in facilities where card
access is in operation, as it is not the main or the most important reason or objective for
employing physical security personnel at entry points in facilities where card access is in
operation.
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Questions # 5:

The PRIMARY purpose of accreditation is to:

Options:

O A.

comply with applicable laws and regulations.
O B.

allow senior management to make an informed decision regarding whether to accept the risk
of operating the system.

O C.
protect an organization’s sensitive datA.
O D.

verify that all security controls have been implemented properly and are operating in the
correct manner.

Answer

B
Explanation

According to the CISSP CBK Official Study Guidel, the primary purpose of accreditation is
to allow senior management to make an informed decision regarding whether to accept
the risk of operating the system. Accreditation is the process of formally authorizing a
system to operate based on the results of the security assessment and the risk analysis.
Accreditation is a management responsibility that involves evaluating the security
posture, the residual risk, and the compliance status of the system, and determining if the
system is acceptable to operate within the organization’s risk tolerance. Accreditation
does not necessarily mean that the system complies with applicable laws and regulations,
protects the organization’s sensitive data, or verifies that all security controls have been
implemented properly and are operating in the correct manner, although these may be
factors that influence the accreditation decision. References: 1

Questions # 6:
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Which of the following approaches is the MOST effective way to dispose of data on multiple
hard drives?

Options:

O A.

Delete every file on each drive.

O B.

Destroy the partition table for each drive using the command line.

O C.

Degauss each drive individually.

O D.

Perform multiple passes on each drive using approved formatting methods.

Answer

D
Explanation

According to the CISSP Official (ISC)2 Practice Tests3, the most effective way to dispose of
data on multiple hard drives is to perform multiple passes on each drive using approved
formatting methods. This means that the data on the hard drives should be overwritten
with random or meaningless patterns several times, using software tools or commands
that follow the standards and guidelines for secure data erasure. This can ensure that the
data on the hard drives is irrecoverable and unreadable, even by using advanced forensic
techniques or tools. Deleting every file on each drive is not an effective way to dispose of
data on multiple hard drives, as it does not actually erase the data, but only removes the
pointers or references to the data. The data can still be recovered and read by using
undelete or recovery tools, or by accessing the slack or unallocated space on the drive.
Destroying the partition table for each drive using the command line is not an effective
way to dispose of data on multiple hard drives, as it does not actually erase the data, but
only removes the information about how the drive is divided into logical sections. The data
can still be recovered and read by using partition recovery tools, or by accessing the raw
data on the drive. Degaussing each drive individually is not an effective way to dispose of
data on multiple hard drives, as it may not work on modern hard drives that use
perpendicular recording technology. Degaussing is a process that uses a strong magnetic
field to erase the data on magnetic media, such as tapes or disks. However, modern hard
drives have higher coercivity, which means they require a stronger magnetic field to be
erased, and degaussing may not be able to generate such a field. Degaussing may also
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‘ damage the hard drive components and render them unusable. References: 3 |

Questions # 7:

The BEST method to mitigate the risk of a dictionary attack on a system is to

Options:

O A.

use a hardware token.

O B.

use complex passphrases.

O C.

implement password history.
O D.

encrypt the access control list (ACL).

Answer

B
Explanation

The best method to mitigate the risk of a dictionary attack on a system is to use complex
passphrases. A dictionary attack is a type of brute force attack that tries to guess or crack
a password or a passphrase by using a list or a database of common or frequently used
words, phrases, or combinations, such as names, dates, or dictionary words. A complex
passphrase is a type of password or a passphrase that consists of a long and random
sequence of characters, words, or symbols, that is hard to guess or crack by a dictionary
attack or any other attack. A complex passphrase can provide a high level of security and
entropy for a system, as it increases the possible combinations and reduces the
probability of a successful attack.

A. Use a hardware token is not the best method to mitigate the risk of a dictionary
attack on a system, but rather a method of enhancing the security of a system by
using multifactor authentication. A hardware token is a type of device or a gadget
that generates or stores a secret code or a value that can be used as a factor or a
method of authentication, such as a one-time password (OTP), a personal
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identification number (PIN), or a cryptographic key. A hardware token can provide an
additional layer of security and protection for the system, as it can prevent or reduce
the risk of unauthorized or inappropriate access or login, by adding an extra layer of
verification and validation for the users or the devices.

C. Implement password history is not the best method to mitigate the risk of a
dictionary attack on a system, but rather a method of preventing password reuse or
recycling by the users or the devices. Password history is a feature or a function that
records and stores the previous passwords or passphrases used by the users or the
devices, and prevents them from using the same or similar passwords or
passphrases again, within a certain period of time or a certain number of changes.
Password history can prevent password reuse or recycling by the users or the
devices, as it can reduce the risk of compromise or exposure of the passwords or
passphrases, by requiring them to use new and different passwords or passphrases
periodically or frequently.

D. Encrypt the access control list (ACL) is not the best method to mitigate the risk of
a dictionary attack on a system, but rather a method of protecting the access control
information or data from unauthorized access or disclosure. An access control list
(ACL) is a type of data structure or a file that stores and manages the access control
rules or policies for a system or a resource, such as a file, a folder, or a network. An
ACL specifies the permissions or the privileges that the users or the devices have or
do not have for the system or the resource, such as read, write, execute, or delete.
Encrypting the ACL is the process of transforming or encoding the ACL into an
unreadable or unintelligible form, using a secret key or algorithm. Encrypting the ACL
can protect the access control information or data from unauthorized access or
disclosure, as it can prevent or reduce the risk of tampering or modification of the
ACL by malicious actors or attackers.

References: CISSP All-in-One Exam Guide, Eighth Edition, Chapter 6, page 328; Official
(ISC)2 CISSP CBK Reference, Fifth Edition, Chapter 6, page 289

Questions # 8:

Which of the following explains why record destruction requirements are included in a data
retention policy?

Options:
O A.
To comply with legal and business requirements

O B.

To save cost for storage and backup
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O C.
To meet destruction guidelines
O D.

To validate data ownership

Answer

A
Explanation

Record destruction requirements are included in a data retention policy to ensure that
organizations comply with legal and business requirements. Proper disposal of records
helps in protecting sensitive information from unauthorized access and also ensures
compliance with laws regulating the storage and disposal of data. References: CISSP
Official (ISC)2 Practice Tests, Chapter 1, page 32; Official (ISC)2 CISSP CBK Reference,
Fifth Edition, Chapter 1, page 40

Questions # 9:

Which of the following types of security testing is the MOST effective in providing a better
indication of the everyday security challenges of an organization when performing a security
risk assessment?

Options:
O A.
External
O B.
Overt

O C.
Internal
O D.

Covert
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Answer

C
Explanation

The type of security testing that is the most effective in providing a better indication of the
everyday security challenges of an organization when performing a security risk
assessment is internal. Internal security testing is a type of security testing or a evaluation
technique or method that assesses or analyzes the security or the protection of the
system or the service from the perspective or the viewpoint of the insider or the
authorized user or device within the organization, such as the employee, the contractor, or
the partner, who has the legitimate or the valid access or permission to the system or the
service, and who may pose or present the threat or the risk to the system or the service,
intentionally or unintentionally, such as by exploiting or taking advantage of the
vulnerabilities or the weaknesses of the system or the service, by misusing or abusing the
access or the permission to the system or the service, or by being compromised or
breached by the third parties or the attackers. Internal security testing can provide a
better indication of the everyday security challenges of an organization when performing a
security risk assessment, as it can reflect or represent the realistic or the practical
scenario or situation of the security or the protection of the system or the service, by
considering or taking into account the factors or the elements that affect or influence the
security or the protection of the system or the service from the inside or the within the
organization, such as the policies, the procedures, the controls, the culture, or the
behavior, and by identifying or detecting the vulnerabilities or the weaknesses of the
system or the service that may be exploited or taken advantage of by the insider or the
authorized user or device within the organization, such as the employee, the contractor, or
the partner, who has the legitimate or the valid access or permission to the system or the
service, and who may pose or present the threat or the risk to the system or the service,
intentionally or unintentionally, such as by exploiting or taking advantage of the
vulnerabilities or the weaknesses of the system or the service, by misusing or abusing the
access or the permission to the system or the service, or by being compromised or
breached by the third parties or the attackers.

Questions # 10:

Which of the following is the BEST example of weak management commitment to the
protection of security assets and resources?

Options:
O A.

poor governance over security processes and procedures
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O B.
immature security controls and procedures
O C.
variances against regulatory requirements
O D.

unanticipated increases in security incidents and threats

Answer

A
Explanation

The best example of weak management commitment to the protection of security assets
and resources is poor governance over security processes and procedures. Governance is
the set of policies, roles, responsibilities, and processes that guide, direct, and control how
an organization’s business divisions and IT teams cooperate to achieve business goals.
Management commitment is essential for effective governance, as it demonstrates the
leadership and support for security initiatives and activities. Poor governance indicates
that management does not prioritize security, allocate sufficient resources, enforce
accountability, or monitor performance. The other options are not examples of weak
management commitment, but rather possible consequences or indicators of poor security
practices. Immature security controls and procedures, variances against regulatory
requirements, and unanticipated increases in security incidents and threats are all signs
that security is not well-managed or implemented, but they do not necessarily reflect the
level of management commitment. References: CISSP All-in-One Exam Guide, Eighth
Edition, Chapter 1, p. 19; Official (ISC)2 CISSP CBK Reference, Fifth Edition, Chapter 1, p.
9.

Questions # 11:

The goal of a Business Continuity Plan (BCP) training and awareness program is to

Options:
O A.
enhance the skills required to create, maintain, and execute the plan.

O B.
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provide for a high level of recovery in case of disaster.
O C.
describe the recovery organization to new employees.
O D.

provide each recovery team with checklists and procedures.

Answer

A
Explanation

A Business Continuity Plan (BCP) is a document that outlines the processes and
procedures that an organization will follow in the event of a disruption or disaster, such as
a fire, flood, cyberattack, etc. The BCP aims to ensure the continuity of the organization’s
critical functions and minimize the impact of the disruption or disaster on the
organization’s operations, assets, and stakeholders. A BCP training and awareness
program is a set of activities that educate the organization’s staff and management on the
BCP, its objectives, scope, roles, and responsibilities. The goal of a BCP training and
awareness program is to enhance the skills required to create, maintain, and execute the
plan, as well as to increase the awareness and commitment of the organization’s staff and
management to the BCP. Providing for a high level of recovery in case of disaster is not
the goal of a BCP training and awareness program, but rather the goal of the BCP itself.
Describing the recovery organization to new employees is not the goal of a BCP training
and awareness program, but rather a specific task within the program. Providing each
recovery team with checklists and procedures is not the goal of a BCP training and
awareness program, but rather a specific task within the program. References: Business
Continuity Plan (BCP), [CISSP All-in-One Exam Guide, Eighth Edition, Chapter 7: Security
Operations]2
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