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Questions # 1:

The analyst has created a correlation rule to correlate events from Anti-Virus (AV>, Network
Intrusion Prevention (NIPS) and the firewall. While reviewing just firewall events, the analyst
notices a large spike in outbound Command and Control traffic, however, the correlation rule
is not triggering The analyst then looks at the Network IPS and the Anti-Virus views and
notices there are no alerts for this traffic. Which of the following features of NIPS and AV are
most likely turned off?

 

Options:

 A.

Alerting

 B.

Heuristics

 C.

Advanced Persistent Threats (APT)

 D.

Automatic DAT updates

Answer

B

Questions # 2:

By default, the McAfee Enterprise Security Manager (ESM) communicates with the McAfee
Event Receiver (ERC) and McAfee Enterprise Log Manager (ELM) over port

Options:

 A.

21.
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 B.

443.

 C.

22.

 D.

23.

Answer

C

Questions # 3:

Which of the following is the minimum number of CPUs required to build a virtual image
Enterprise Security Manager (ESM)?

Options:

 A.

Two units

 B.

Four units

 C.

Six units

 D.

Eight units

Answer

D

Questions # 4:
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The primary function of the Application Data Monitor (ADM) appliance is to decode traffic at
layer

Options:

 A.

one for inspection.

 B.

three for inspection.

 C.

five for inspection.

 D.

seven for inspection.

Answer

D

Questions # 5:

A SIEM can be effectively used to identify active threats from internal systems by
monitoring/correlating events that occur

Options:

 A.

when no one is logged in; for example, after hours or on weekends.

 B.

across an unusual range of ports or destinations; for example, all high ports.

 C.

irregularly, for example, only on Fridays, or only at end-of-quarter

 D.
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in accordance with expected systems use.

Answer

D

Questions # 6:

Which of the following operations is NOT an available selection when using Multi-Device
Management?

Options:

 A.

Reboot

 B.

Update

 C.

start

 D.

Disable

Answer

D

Questions # 7:

The McAfee Enterprise Log Manager (ELM) offers three levels of compression (Low, Medium,
and High). By default, the ELM compression level is set to Low. Which of compression (Low,
Medium, and High). By default, the ELM compression level is set to Low. Which of the following
is the compression ratio for the Medium level?
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Options:

 A.

17:1

 B.

20:1

 C.

10:1

 D.

14:1

Answer

A

Questions # 8:

Which options within the Receiver properties should be selected to configure the device to
respond to ICMP echo requests?

Options:

 A.

Receiver ManagementAUpdate Device

 B.

Receiver Configuration\lnterface

 C.

Connedion\Status

 D.

Key Management Key Device
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Answer

B

Questions # 9:

Which of the following ports is the correct choice for use when configuring the database
properties of a McAfee Network Security Platform (NSP) Device Data Source?

Options:

 A.

1433

 B.

5432

 C.

9001

 D.

3306

Answer

D

Questions # 10:

Zones allow a user to group devices and the events they generate by

Options:

 A.

Geographical location and IP reputation

 B.
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Geographical reputation and IP Address

 C.

Geographical location and IP Address

 D.

Geographical location and File reputation

Answer

C
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