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Questions # 1:

Various stakeholders are meeting to discuss their hypothetical roles and responsibilities in a
specific situation, such as a security incident or major disaster. Which of the following best
describes this meeting?

Options:

O A.

Penetration test

O B.

Continuity of operations planning

O C.

Tabletop exercise

O D.

Simulation

Answer

C
Explanation

A tabletop exercise is a discussion-based exercise where stakeholders gather to walk
through the roles and responsibilities they would have during a specific situation, such as
a security incident or disaster. This type of exercise is designed to identify gaps in
planning and improve coordination among team members without the need for physical
execution.

References = CompTIA Security+ SY0-701 study materials, particularly in the domain of
security operations and disaster recovery planning.

Questions # 2:

A security analyst is investigating an application server and discovers that software on the
server is behaving abnormally. The software normally runs batch jobs locally and does not
generate traffic, but the process is now generating outbound traffic over random high ports.
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Which of the following vulnerabilities has likely been exploited in this software?

Options:

O A.

Memory injection
O B.

Race condition

O C.

Side loading

O D.

SQL injection

Answer

A
Explanation

Memory injection vulnerabilities allow unauthorized code or commands to be executed
within a software program, leading to abnormal behavior such as generating outbound
traffic over random high ports. This issue often arises from software not properly
validating or encoding input, which can be exploited by attackers to inject malicious
code.References: CompTIA Security+ SY0-701 course content and official CompTIA study
resources.

Questions # 3:

A company suffered a critical incident where 30GB of data was exfiltrated from the corporate
network. Which of the following actions is the most efficient way to identify where the system
data was exfiltrated from and where it was sent?

Options:
O A.

Analyze firewall and network logs for large amounts of outbound traffic to external IP
addresses or domains.
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O B.

Analyze IPS and IDS logs to find the IP addresses used by the attacker for reconnaissance
scans.

O C.
Analyze endpoint and application logs to see whether file-sharing programs were running.
O D.

Analyze external vulnerability scans to identify exploitable systems.

Answer

A
Explanation

To efficiently identify where data was exfiltrated from and where it was sent, the
best action is to analyze firewall and network logs for unusually large outbound data
transfers. Security+ SY0-701 emphasizes that network-level telemetry provides the most
direct evidence of data exfiltration, including source IPs, destination IPs or domains, ports,
protocols, timestamps, and data volume.

Firewall and flow logs can quickly reveal which internal systems transmitted large
quantities of data externally and identify the attacker’s destination infrastructure. This
approach is efficient because it focuses directly on the movement of data rather than
preliminary or secondary indicators.

IPS/IDS logs (B) are more useful for detecting reconnaissance or intrusion attempts, not
confirming data theft paths. Endpoint and application logs (C) may help identify tools used
but are less efficient for mapping data movement. External vulnerability scans (D) identify
weaknesses, not exfiltration activity.

Therefore, the most efficient action is A: Analyze firewall and network logs for large
outbound traffic.

Questions # 4:

Which of the following should a technician perform to verify the integrity of a file transferred
from one device to another?

Options:

O A.
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Authentication
O B.
Obfuscation

O C.

Hashing

O D.

Encryption

Answer

C
Explanation

Comprehensive and Detailed Explanation From Exact Extract:

Hashing is the process used to verify file integrity. When transferring a file between
devices, a hash value (such as SHA-256) is generated before the transfer and then
recomputed afterward. If the two hash values match, the file has not been altered,
corrupted, or tampered with during transmission.

Authentication (A) verifies identity, not file integrity. Obfuscation (B) hides meaning but
does not detect modification. Encryption (D) protects confidentiality but does not
guarantee integrity unless combined with hashing or digital signatures.

CompTIA Security+ SY0-701 covers hashing under cryptographic functions used for
integrity verification. Hash algorithms ensure that even a single byte change results in a
completely different hash value (the avalanche effect). This makes hashing the standard
method for verifying the integrity of transferred files, software downloads, backups, and
system images.

Questions # 5:

A user is attempting to patch a critical system, but the patch fails to transfer. Which of the
following access controls is most likely inhibiting the transfer?

Options:

O A.
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Attribute-based
O B.

Time of day

O C.
Role-based

O D.

Least privilege

Answer

D
Explanation

The least privilege principle states that users and processes should only have the
minimum level of access required to perform their tasks. This helps to prevent
unauthorized or unnecessary actions that could compromise security. In this case, the
patch transfer might be failing because the user or process does not have the appropriate
permissions to access the critical system or the network resources needed for the
transfer. Applying the least privilege principle can help to avoid this issue by granting the
user or process the necessary access rights for the patching activity. References: CompTIA
Security+ Study Guide: Exam SY0-701, 9th Edition, page 931

Questions # 6:

A company discovered its data was advertised for sale on the dark web. During the initial
investigation, the company determined the data was proprietary data. Which of the following
is the next step the company should take?

Options:

O A.

Identity the attacker sentry methods.

O B.

Report the breach to the local authorities.

o C.
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Notify the applicable parties of the breach.
O D.

Implement vulnerability scanning of the company's systems.

Answer

C

Questions # 7:

A company must ensure sensitive data at rest is rendered unreadable. Which of the following
will the company most likely use?

Options:

O A.
Hashing

O B.
Tokenization
O C.
Encryption
O D.

Segmentation

Answer

C
Explanation

Encryption is a method of transforming data in a way that makes it unreadable without a
secret key necessary to decrypt the data back into plaintext. Encryption is one of the most
common and effective ways to protect data at rest, as it prevents unauthorized access,
modification, or theft of the data. Encryption can be applied to different types of data at
rest, such as block storage, object storage, databases, archives, and so on. Hashing,
tokenization, and segmentation are not methods of rendering data at rest unreadable, but
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rather of protecting data in other ways. Hashing is a one-way function that generates a
fixed-length output, called a hash or digest, from an input, such that the input cannot be
recovered from the output. Hashing is used to verify the integrity and authenticity of data,
but not to encrypt it. Tokenization is a process that replaces sensitive data with non-
sensitive substitutes, called tokens, that have no meaning or value on their own.
Tokenization is used to reduce the exposure and compliance scope of sensitive data, but
not to encrypt it. Segmentation is a technique that divides a network or a system into
smaller, isolated units, called segments, that have different levels of access and
security. Segmentation is used to limit the attack surface and contain the impact of a
breach, but not to encrypt data at rest. References: CompTIA Security+ Study Guide:
Exam SY0-701, 9th Edition, pages 77-781; Protecting data at rest - Security Pillar3

Questions # 8:

Which of the following is a possible consequence of a VM escape?

Options:
O A.

Malicious instructions can be inserted into memory and give the attacker elevated
permissions.

O B.

An attacker can access the hypervisor and compromise other VMs.
O C.

Unencrypted data can be read by a user in a separate environment.

O D.

Users can install software that is not on the manufacturer's approved list.

Answer

B
Explanation

Detailed Explanation:A VM escape occurs when an attacker breaks out of a virtual
machine's isolation to access the hypervisor. This compromise can allow control of the
hypervisor and all other VMs on the host, posing significant security risks. Reference:
CompTIA Security+ SY0-701 Study Guide, Domain 3: Security Architecture, Section:
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‘ "Virtualization Risks and Mitigation". |

Questions # 9:

Which of the following exercises should an organization use to improve its incident response
process?

Options:

O A.

Tabletop

O B.

Replication

O C.

Failover

O D.

Recovery

Answer

A
Explanation

A tabletop exercise is a simulated scenario that tests the organization’s incident response
plan and procedures. It involves key stakeholders and decision-makers who discuss their
roles and actions in response to a hypothetical incident. It can help identify gaps,
weaknesses, and improvement areas in the incident response process. It can also enhance
communication, coordination, and collaboration among the

participants. References: CompTIA Security+ Study Guide: Exam SY0-701, 9th Edition,
page 5251

Questions # 10:

A few weeks after deploying additional email servers, employees complain that messages are
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being marked as spam. Which needs to be updated?

Options:
O A.
CNAME
O B.
SMTP

O C.

DLP

O D.

SPF

Answer

D
Explanation

SPF (Sender Policy Framework) DNS records specify which mail servers are authorized to
send email on behalf of a domain. When new email servers are added but SPF records are
not updated, recipient mail systems cannot verify the legitimacy of the new servers. As a
result, those messages are flagged as spam or rejected altogether.

CompTIA Security+ SY0-701 highlights SPF as an essential email authentication
mechanism used to reduce spoofing, phishing, and spam classification errors. Updating
the SPF record to include the new servers ensures email reputation is maintained and
messages are delivered properly.

CNAME (A) maps hostnames but does not affect outbound email legitimacy. SMTP (B) is
the mail protocol, not the authentication method. DLP (C) governs sensitive data handling,
not spam classification.

Thus, SPF is the correct answer.

Questions # 11:

An accounting clerk sent money to an attacker's bank account after receiving fraudulent
instructions over the phone to use a new account. Which of the following would most likely
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prevent this activity in the future?

Options:

O A.

Standardizing security incident reporting

O B.

Executing regular phishing campaigns

O C.

Implementing insider threat detection measures
O D.

Updating processes for sending wire transfers

Answer

D
Explanation

Comprehensive and Detailed In-Depth Explanation:

Updating wire transfer processes to include verification steps (such as requiring dual
approval or verifying account changes via a secondary communication method)
canprevent fraudulenttransactions. Attackers often use business email compromise (BEC)
or pretexting to trick employees into transferring funds to fraudulent accounts.

Standardizing security incident reportingis useful for tracking security events but does not
prevent fraud in real time.

Executing regular phishing campaignsimproves awareness but does not enforce a
verification process for financial transactions.

Implementing insider threat detectionfocuses on internal risks but does not specifically
prevent external fraud.

Amore secure wire transfer processwith additional verification steps is the most effective
measure against fraudulent transactions.

Questions # 12:
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An organization experiences a cybersecurity incident involving a command-and-control server.
Which of the following logs should be analyzed to identify the impacted host? (Select two).
Options:

O A.

Application

O B.

Authentication

O C.

DHCP

O D.

Network

O E.

Firewall

O F.

Database

Answer

C E
Explanation

To identify the impacted host in a command-and-control (C2) server incident, the following
logs should be analyzed:

DHCP logs: These logs record IP address assignments. By reviewing DHCP logs, an
organization can determine which host was assigned a specific IP address during the time
of the attack.

Firewall logs: Firewall logs will show traffic patterns, including connections to external C2
servers. Analyzing these logs helps to identify the IP address and port numbers of the
communicating host.

Application, Authentication, and Database logs are less relevant in this context because
they focus on internal processes and authentication events rather than network traffic
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‘ involved in a C2 attack. |

Questions # 13:

The internal audit team determines a software application is no longer in scope for external
reporting requirements. Which of the following will confirm management’s perspective that
the application is no longer applicable?

Options:

O A.

Data inventory and retention

O B.

Right to be forgotten

O C.

Due care and due diligence

O D.

Acknowledgement and attestation

Answer

D
Explanation

Acknowledgement and attestationinvolveformal confirmationthat an application is no
longer in scope for compliance, auditing, or reporting requirements. This typically includes
documentation signed by relevant stakeholders confirming that the software no longer
processes, stores, or transmits relevant data.

Data inventory and retention (A)is related to managing data assets, not software scope
confirmation.

Right to be forgotten (B)pertains toprivacy laws (e.g., GDPR), allowing individuals to
request data deletion.

Due care and due diligence (C)focus on security best practices rather than software
applicability.
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Management and Oversight domain., , , , , ]

Questions # 14:

During an investigation, an incident response team attempts to understand the source of an
incident. Which of the following incident response activities describes this process?

‘ [Reference:CompTIA Security+ SY0-701 Official Study Guide, Security Program |

Options:

O A.

Analysis

O B.

Lessons learned
O C.

Detection

O D.

Containment

Answer

A
Explanation

Analysis is the incident response activity that describes the process of understanding the
source of an incident. Analysis involves collecting and examining evidence, identifying the
root cause, determining the scope and impact, and assessing the threat actor’'s motives
and capabilities. Analysis helps the incident response team to formulate an appropriate
response strategy, as well as to prevent or mitigate future incidents. Analysis is usually
performed after detection and before containment, eradication, recovery, and lessons
learned. References = CompTIA Security+ Study Guide with over 500 Practice Test
Questions: Exam SY0-701, 9th Edition, Chapter 6, page 223. CompTIA Security+ SY0-701
Exam Objectives, Domain 4.2, page 13.

Questions # 15:
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Visitors to a secured facility are required to check in with a photo ID and enter the facility
through an access control vestibule Which of the following but describes this form of security
control?

Options:

O A.

Physical

O B.

Managerial

O C.

Technical

O D.

Operational

Answer

A
Explanation

A physical security control is a device or mechanism that prevents unauthorized access to
a physical location or asset. An access control vestibule, also known as a mantrap, is a
physical security control that consists of a small space with two sets of interlocking doors,
such that the first set of doors must close before the second set opens. This prevents
unauthorized individuals from following authorized individuals into the facility, a practice
known as piggybacking or tailgating. A photo ID check is another form of physical security
control that verifies the identity of visitors. Managerial, technical, and operational security
controls are not directly related to physical access, but rather to policies, procedures,
systems, and processes that support security objectives. References: CompTIA Security+
Study Guide: Exam SY0-701, 9th Edition, page 341; Mantrap (access control) - Wikipedia2

Questions # 16:

A company hired a consultant to perform an offensive security assessment covering
penetration testing and social engineering.
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Which of the following teams will conduct this assessment activity?

Options:
O A.
White

O B.
Purple

O C.

Blue

O D.

Red

Answer

D
Explanation

A red team is a group of security professionals who perform offensive security
assessments covering penetration testing and social engineering. A red team simulates
real-world attacks and exploits the vulnerabilities of a target organization, system, or
network. A red team aims to test the effectiveness of the security controls, policies, and
procedures of the target, as well as the awareness and response of the staff and the blue
team. A red team can be hired as an external consultant or formed internally within the
organization. References = CompTIA Security+ Study Guide with over 500 Practice Test
Questions: Exam SY0-701, 9th Edition, Chapter 1, page 18. CompTIA Security+ (SY0-701)
Certification Exam Objectives, Domain 1.8, page 4. Security Teams - SY0-601 CompTIA
Security+ : 1.8

Questions # 17:

Which of the following is the most common data loss path for an air-gapped network?

Options:

O A.
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Bastion host

O B.

Unsecured Bluetooth
O C.

Unpatched OS

O D.

Removable devices

Answer

D
Explanation

An air-gapped network is a network that is physically isolated from other networks, such
as the internet, to prevent unauthorized access and data leakage. However, an air-gapped
network can still be compromised by removable devices, such as USB drives, CDs, DVDs,
or external hard drives, that are used to transfer data between the air-gapped network
and other networks. Removable devices can carry malware, spyware, or other malicious
code that can infect the air-gapped network or exfiltrate data from it. Therefore,
removable devices are the most common data loss path for an air-gapped

network. References: CompTIA Security+ Study Guide: Exam SY0-701, 9th Edition,
Chapter 9: Network Security, page 449 1

Questions # 18:

Which of the following metrics impacts the backup schedule as part of the BIA?

Options:
O A.
RTO
O B.
RPO

O C.
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MTTR

O D.

MTBF

Answer

B
Explanation

Recovery Point Objective (RPO) defines the maximum acceptable amount of data loss
measured in time. It directly impacts how frequently backups should occur to ensure data
can be restored to a point no older than the RPO after a disruption.

Recovery Time Objective (RTO) (A) defines how quickly systems must be restored but
does not dictate backup frequency. Mean Time To Repair (MTTR) (C) and Mean Time
Between Failures (MTBF) (D) relate to system repair and reliability metrics, not backup
schedules.

Understanding and defining RPO is a key part of the Business Impact Analysis (BIA)
process covered in the Risk Management domain[J6:Chapter 17tCompTIA Security+ Study
Guide[].
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