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Questions # 1:

Refer to the exhibit.

Which two statements about FortiWeb instances deployed in Google Cloud are true?

Options:

 A.

You can change the operation mode of FortiWeb.

 B.

You can deploy FortiWeb using pay-as-you-go or bring-your-own-license.

 C.

By default, you can access FortiWeb using HTTPS on port 443.

 D.

You can configure the FortiWeb instance with only one network interface.

Answer

A, B
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Explanation

FortiWeb’s operation mode can be changed, such as between reverse proxy and
transparent modes, to suit different deployment scenarios.

FortiWeb in Google Cloud supports flexible licensing models, including pay-as-you-go and
bring-your-own-license (BYOL).

Questions # 2:

You have been tasked with destroying all resources relating to a recent active-active high-
availability (HA) FGSP Terraform deployment in Google Cloud.

What steps do you have to take to ensure a successful deletion? (Choose two.)

Options:

 A.

Delete all dependencies to resources relating to the Terraform template.

 B.

Use the command terraform plan before destroying the Terraform template.

 C.

Use the command terraform destroy to delete all resources deployed by the Terraform
template.

 D.

Delete all resources manually because active-active HA clusters cannot be destroyed using
Terraform.

Answer

A, C
Explanation

Removing dependencies prevents resource conflicts during deletion.

terraform destroy is the correct command to cleanly and completely remove all resources
created by the Terraform deployment.
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Questions # 3:

Refer to the exhibit.

Which two types of traffic flow must the FortiGate cluster inspect, if the client at
198.51.100.10 sends traffic to the Workload A instance? (Choose two.)

Options:

 A.

North-bound

 B.

South-bound

 C.

West-bound
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 D.

East-bound

Answer

B, D
Explanation

South-bound traffic refers to traffic coming from outside the network (the client
198.51.100.10) into the internal environment.

East-bound traffic refers to traffic moving laterally within the internal network, such as
between VPCs or workloads, which the FortiGate cluster can inspect for internal threats.

Questions # 4:

A cloud administrator has been receiving reports of slow response times from users accessing
their organization’s web application, which is protected by FortiWeb Cloud.

Which two steps can be taken to potentially alleviate the problem? (Choose two.)

Options:

 A.

Adding additional passthrough load balancers.

 B.

Changing the DNS records to point to the web application.

 C.

Deploying FortiWeb Cloud in the same region where the web application is hosted.

 D.

Enabling the content delivery network (CDN).

Answer

C, D
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Explanation

Deploying FortiWeb Cloud closer to the web application reduces latency and improves
response times.

Enabling CDN caches content closer to users, reducing load times and speeding up
content delivery.

Questions # 5:

An administrator configured an external fabric connector for Google Cloud to pull information
from Google Cloud, including addresses, VM names, and subnets to create firewall policies.

When trying to create dynamic firewall addresses, the list of available instances does not
populate any information from Google Cloud.

Which two issues are the most probable cause? (Choose two.)

Options:

 A.

Google Cloud Metadata API access is disabled for Compute Engine for the FortiGate instance.

 B.

There are no VM instances deployed in Google Cloud.

 C.

The VM instances in Google Cloud have multiple IP address assigned to them.

 D.

The VM instances in Google Cloud were not deployed using Google Cloud marketplace.

Answer

A, B
Explanation

The external fabric connector relies on Google Cloud Metadata API access to retrieve
instance information; if this is disabled, data won't populate.
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If no VM instances exist in the project, there will be no instance data for the connector to
retrieve.

Questions # 6:

You have been tasked with deploying an active-active FortiGate high-availability cluster in
Google Cloud.

How can you ensure that traffic will flow symmetrically?

Options:

 A.

Enable the layer 3 unified threat management scanning feature on FortiGate.

 B.

Google Cloud performs NAT on incoming traffic for external passthrough network load
balancers. No action is needed.

 C.

There is no need to ensure traffic symmetry because FortiGate can effectively inspect
asymmetric traffic.

 D.

Deploy internal passthrough network load balancers on both sides of the cluster they support
symmetric hashing.

Answer

D

Questions # 7:

Which Fortinet proprietary protocol do you use when deploying an active-passive high-
availability (HA) cluster in Google Cloud?
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Options:

 A.

Broadcast FGCP

 B.

Unicast FGCP

 C.

Anycast FGSP

 D.

Multicast FGSP

Answer

B
Explanation

Unicast FGCP (FortiGate Clustering Protocol) is the proprietary protocol used for active-
passive HA clusters in Google Cloud, enabling state synchronization and failover
communication between cluster members.

Questions # 8:

An administrator has been tasked with modifying their organization’s existing active-passive
high-availability (HA) FortiGate cluster and turn it into an active-active HA cluster.

Which two behavior changes will the administrator see in the cluster after the change?
(Choose two.)

Options:

 A.

There is no longer a need to reserve a dedicated port for HA communications.

 B.

The sessions will no longer be synchronized between cluster members.
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 C.

The cluster no longer act as a single logical instance.

 D.

The configuration will no longer be synchronized between cluster members.

Answer

A, C
Explanation

Active-active HA does not require a dedicated HA communication port as each member
handles traffic independently.

In active-active mode, cluster members operate more independently and do not present
as a single logical device like in active-passive mode.
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