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Questions # 1:

What is the name of the Standard Linux Command that is also available as windows
application that can be used to create bit-stream images?

Options:

 A.

mcopy

 B.

image

 C.

MD5

 D.

dd

Answer

D

Questions # 2:

To preserve digital evidence, an investigator should ____________________.

Options:

 A.

Make two copies of each evidence item using a single imaging tool

 B.

Make a single copy of each evidence item using an approved imaging tool

 C.

Make two copies of each evidence item using different imaging tools
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 D.

Only store the original evidence item

Answer

C

Questions # 3:

What header field in the TCP/IP protocol stack involves the hacker exploit known as the Ping of
Death?

Options:

 A.

ICMP header field

 B.

TCP header field

 C.

IP header field

 D.

UDP header field

Answer

B

Questions # 4:

How many bits is Source Port Number in TCP Header packet?

Options:

 A.
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16

 B.

32

 C.

48

 D.

64

Answer

A

Questions # 5:

You have used a newly released forensic investigation tool, which doesn't meet the Daubert
Test, during a case. The case has ended-up in court. What argument could the defense make
to weaken your case?

Options:

 A.

The tool hasn't been tested by the International Standards Organization (ISO)

 B.

Only the local law enforcement should use the tool

 C.

The total has not been reviewed and accepted by your peers

 D.

You are not certified for using the tool

Answer

C
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Questions # 6:

You have compromised a lower-level administrator account on an Active Directory network of
a small company in Dallas, Texas. You discover Domain Controllers through enumeration. You
connect to one of the Domain Controllers on port 389 using ldp.exe. What are you trying to
accomplish here?

Options:

 A.

Poison the DNS records with false records

 B.

Enumerate MX and A records from DNS

 C.

Establish a remote connection to the Domain Controller

 D.

Enumerate domain user accounts and built-in groups

Answer

D

Questions # 7:

How many sectors will a 125 KB file use in a FAT32 file system?

Options:

 A.

32

 B.

16

 C.
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256

 D.

25

Answer

C

Questions # 8:

Volatile Memory is one of the leading problems for forensics. Worms such as code Red are
memory resident and do write themselves to the hard drive, if you turn the system off they
disappear. In a lab environment, which of the following options would you suggest as the most
appropriate to overcome the problem of capturing volatile memory?

Options:

 A.

Use VMware to be able to capture the data in memory and examine it

 B.

Give the Operating System a minimal amount of memory, forcing it to use a swap file

 C.

Create a Separate partition of several hundred megabytes and place the swap file there

 D.

Use intrusion forensic techniques to study memory resident infections

Answer

C

Questions # 9:

When examining a file with a Hex Editor, what space does the file header occupy?
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Options:

 A.

the last several bytes of the file

 B.

the first several bytes of the file

 C.

none, file headers are contained in the FAT

 D.

one byte at the beginning of the file

Answer

D

Questions # 10:

A packet is sent to a router that does not have the packet destination address in its route
table.

How will the packet get to its proper destination?

Options:

 A.

Root Internet servers

 B.

Border Gateway Protocol

 C.

Gateway of last resort

 D.

Reverse DNS
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Answer

C

Questions # 11:

When examining the log files from a Windows IIS Web Server, how often is a new log file
created?

Options:

 A.

the same log is used at all times

 B.

a new log file is created everyday

 C.

a new log file is created each week

 D.

a new log is created each time the Web Server is started

Answer

A

Questions # 12:

Profiling is a forensics technique for analyzing evidence with the goal of identifying the
perpetrator from their various activity. After a computer has been compromised by a hacker,
which of the following would be most important in forming a profile of the incident?

Options:

 A.

The manufacturer of the system compromised
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 B.

The logic, formatting and elegance of the code used in the attack

 C.

The nature of the attack

 D.

The vulnerability exploited in the incident

Answer

B

Questions # 13:

In Microsoft file structures, sectors are grouped together to form:

Options:

 A.

Clusters

 B.

Drives

 C.

Bitstreams

 D.

Partitions

Answer

A

Questions # 14:
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The following excerpt is taken from a honeypot log. The log captures activities across three
days.

There are several intrusion attempts; however, a few are successful.

(Note: The objective of this question is to test whether the student can read basic information
from log entries and interpret the nature of attack.)

Apr 24 14:46:46 [4663]: spp_portscan: portscan detected from 194.222.156.169

Apr 24 14:46:46 [4663]: IDS27/FIN Scan: 194.222.156.169:56693 -> 172.16.1.107:482

Apr 24 18:01:05 [4663]: IDS/DNS-version-query: 212.244.97.121:3485 -> 172.16.1.107:53

Apr 24 19:04:01 [4663]: IDS213/ftp-passwd-retrieval: 194.222.156.169:1425 ->
172.16.1.107:21

Apr 25 08:02:41 [5875]: spp_portscan: PORTSCAN DETECTED from 24.9.255.53

Apr 25 02:08:07 [5875]: IDS277/DNS-version-query: 63.226.81.13:4499 -> 172.16.1.107:53

Apr 25 02:08:07 [5875]: IDS277/DNS-version-query: 63.226.81.13:4630 -> 172.16.1.101:53

Apr 25 02:38:17 [5875]: IDS/RPC-rpcinfo-query: 212.251.1.94:642 -> 172.16.1.107:111

Apr 25 19:37:32 [5875]: IDS230/web-cgi-space-wildcard: 198.173.35.164:4221 ->
172.16.1.107:80

Apr 26 05:45:12 [6283]: IDS212/dns-zone-transfer: 38.31.107.87:2291 -> 172.16.1.101:53

Apr 26 06:43:05 [6283]: IDS181/nops-x86: 63.226.81.13:1351 -> 172.16.1.107:53

Apr 26 06:44:25 victim7 PAM_pwdb[12509]: (login) session opened for user simple by (uid=0)

Apr 26 06:44:36 victim7 PAM_pwdb[12521]: (su) session opened for user simon by
simple(uid=506)

Apr 26 06:45:34 [6283]: IDS175/socks-probe: 24.112.167.35:20 -> 172.16.1.107:1080

Apr 26 06:52:10 [6283]: IDS127/telnet-login-incorrect: 172.16.1.107:23 ->
213.28.22.189:4558

From the options given below choose the one which best interprets the following entry:

Apr 26 06:43:05 [6283]: IDS181/nops-x86: 63.226.81.13:1351 -> 172.16.1.107:53

Options:

 A.



Page 11 of 12

An IDS evasion technique

 B.

A buffer overflow attempt

 C.

A DNS zone transfer

 D.

Data being retrieved from 63.226.81.13

Answer

A
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