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Questions # 1:

Which of the following rate systems of the Orange book has no security controls?

Options:
O A.
D-rated
O B.
C-rated
O C.
E-rated
O D.

A-rated

Answer

Questions # 2:

Which of the following roles is responsible for review and risk analysis of all contracts on a
regular basis?

Options:

O A.

The Configuration Manager

O B.

The Supplier Manager

O C.

The Service Catalogue Manager
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O D.

The IT Service Continuity Manager

Answer

Questions # 3:

Which of the following are the levels of public or commercial data classification system? Each
correct answer represents a complete solution. Choose all that apply.
Options:

O A.

Secret

O B.

Sensitive

O C.

Unclassified

O D.

Private

O E.

Confidential

O F.

Public

Answer

B,D,E F

Questions # 4:
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Which of the following administrative policy controls is usually associated with government
classifications of materials and the clearances of individuals to access those materials?
Options:

O A.

Separation of Duties

O B.

Due Care

O C.

Acceptable Use

O D.

Need to Know

Answer

D
Questions # 5:

Fill in the blank with an appropriate phrase. models address specifications,
requirements, and design, verification and validation, and maintenance activities.

Options:
O A.

Life cycle

Answer

A
Questions # 6:
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You work as a Web Administrator for Perfect World Inc. The company is planning to host an E-
commerce Web site. You are required to design a security plan for it. Client computers with
different operating systems will access the Web server. How will you configure the Web server
so that it is secure and only authenticated users are able to access it? Each correct answer
represents a part of the solution. Choose two.

Options:

O A.

Use encrypted authentication.

O B.

Use the SSL protocol.

O C.

Use the EAP protocol.

O D.

Use Basic authentication.

Answer

A B

Questions # 7:

How many change control systems are there in project management?

Options:
O A.

3

O B.

4

O C.
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O D.

Answer

Questions # 8:

Which of the following refers to an information security document that is used in the United
States Department of Defense (DoD) to describe and accredit networks and systems?
Options:

O A.

SSAA

O B.

FITSAF

O C.

FIPS

O D.

TCSEC

Answer

A

Questions # 9:

What are the steps related to the vulnerability management program? Each correct answer
represents a complete solution. Choose all that apply.
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Options:

O A.

Maintain and Monitor

O B.

Organization Vulnerability
O C.

Define Policy

O D.

Baseline the Environment

Answer

A CD

Questions # 10:

Della works as a security manager for SoftTech Inc. She is training some of the newly recruited
personnel in the field of security management. She is giving a tutorial on DRP. She explains
that the major goal of a disaster recovery plan is to provide an organized way to make
decisions if a disruptive event occurs and asks for the other objectives of the DRP. If you are
among some of the newly recruited personnel in SoftTech Inc, what will be your answer for her
question? Each correct answer represents a part of the solution. Choose three.

Options:

O A.

Protect an organization from major computer services failure.

O B.

Minimizethe risk to the organization from delays in providing services.

O C.

Guarantee the reliability of standby systems through testing and simulation.

O D.
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Maximize the decision-making required by personnel during a disaster.

Answer

A B, C
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