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Questions # 1:

>

Refer to the exhibit. An engineer is creating a secure preshared key based SSID using WPA2
for a wireless network running on 2.4 GHz and 5 GHz. Which two tasks must the engineer
perform to complete the process? (Choose two.)

Options:

 A.

Select the 802.1 x option for Auth Key Management.

 B.

Select the WPA Policy option.

 C.

Select the PSK option for Auth Key Management.

 D.

Select the AES option for Auth Key Management.

 E.

Select the AES (CCMP128) option for WPA2/WPA3 Encryption.

Answer

D, E

Questions # 2:

Refer to the exhibit.

>

An engineer is configuring a Layer 3 port-channel interface with LACP. The configuration on
the first device is complete, and it is verified that both interfaces have registered the neighbor
device in the CDP table. Which task on the neighbor device enables the new port channel to
come up without negotiating the channel?
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Options:

 A.

Change the EtherChannel mode on the neighboring interfaces to auto.

 B.

Configure the IP address of the neighboring device.

 C.

Bring up the neighboring interfaces using the no shutdown command.

 D.

Modify the static EtherChannel configuration of the device to passive mode.

Answer

D

Questions # 3:

Which command do you enter so that a switch configured with Rapid PVST + listens and learns
for a specific time period?

Options:

 A.

switch(config)#spanning-tree vlan 1 max-age 6

 B.

switch(config)#spanning-tree vlan 1 hello-time 10

 C.

switch(config)#spanning-tree vlan 1 priority 4096

 D.

switch(config)#spanning-tree vlan 1 forward-time 20
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Answer

D
Explanation

Forward time : Determines how long each of the listening and learning states last before
the port begins forwarding.

Switch(config)# [ no ] spanning-tree vlan vlan_ID forward-time forward_time

Configures the forward time of a VLAN. The forward_time value can be from 4 to 30
seconds.

https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst4500/12-2/15-02SG/configurati
on/guide/config/spantree.html#56177

Questions # 4:

Drag and drop the Cisco IOS attack mitigation features from the left onto the types of network
attack they mitigate on the right.

>

Options:

Answer

Answer: >

Questions # 5:

Drag and drop the characteristic from the left onto the IPv6 address type on the right.

>

Options:
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Answer

Answer: >

Questions # 6:

Drag and drop the characteristic from the left onto the IPv6 address type on the right.

>

Options:

Answer

Answer: >

Questions # 7:

Refer to the exhibit.

>

A packet sourced from 10.10.10.1 is destined for 10.10.8.14. What is the subnet mask of the
destination route?

Options:

 A.

255.255.254.0

 B.

255.255.255.240

 C.

255.255.255.248

 D.

255.255.255.252



Page 6 of 66

Answer

B

Questions # 8:

A network engineer must configure an access list on a new Cisco IOS router. The access list
must deny HTTP traffic to network 10.125.128.32/27 from the 192.168.240.0/20 network, but
it must allow the 192.168.240.0/20 network to reach the rest of the 10.0.0.0/8 network. Which
configuration must the engineer apply?

A)

>

B)

>

C)

>

D)

>

Options:

 A.

Option A

 B.

Option B

 C.

Option C

 D.

Option D
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Answer

C

Questions # 9:

>

Refer to the exhibit. A packet sourced from 172.16.32.254 is destined for 172.16.32.8. What is
the subnet mask of the preferred destination route?

Options:

 A.

255.255.224.0

 B.

255.255.255.0

 C.

255.255.255.192

 D.

255.255.255.252

Answer

C

Questions # 10:

To improve corporate security, an organization is planning to implement badge authentication
to limit access to the data center. Which element of a security program is being deployed?

Options:

 A.

user training
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 B.

user awareness

 C.

vulnerability verification

 D.

physical access control

Answer

D

Questions # 11:

Which cipher is supported for wireless encryption only with the WPA2 standard?

Options:

 A.

AES256

 B.

AES

 C.

RC4

 D.

SHA

Answer

B

Questions # 12:



Page 9 of 66

Drag and drop the SNMP components from the left onto the description on the right.

>

Options:

Answer

Answer: >
Explanation

1-2

2-3

3-1

Questions # 13:

How does MAC learning function on a switch?

Options:

 A.

broadcasts frames to all ports without queueing

 B.

adds unknown source MAC addresses to the address table

 C.

sends a retransmission request when a new frame is received

 D.

sends frames with unknown destinations to a multicast group
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Answer

B

Questions # 14:

Why is a first-hop redundancy protocol implemented?

Options:

 A.

to protect against default gateway failures

 B.

to prevent loops in a network

 C.

to enable multiple switches to operate as a single unit

 D.

to provide load-sharing for a multilink segment

Answer

A

Questions # 15:

What is a function of Cisco Advanced Malware Protection for a Next-Generation IPS?

Options:

 A.

authorizing potentially compromised wireless traffic

 B.

inspecting specific files and file types for malware
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 C.

authenticating end users

 D.

URL filtering

Answer

B
Explanation

AMP gives you real-time blocking of malware and advanced sandboxing, that is backed up
by world class global threat intelligence, to provide rapid detection, containment and
removal of advanced malware

https://www.cisco.com/c/en/us/products/security/amp-appliances/index.html

Questions # 16:

A client experiences slow throughput from a server that is directly connected to the core
switch in a data center. A network engineer finds minimal latency on connections to the
server, but data transfers are unreliable, and the output of the show Interfaces counters errors
command shows a high FCS-Err count on the interface that is connected to the server. What is
the cause of the throughput issue?

Options:

 A.

high bandwidth usage

 B.

a physical cable fault

 C.

a speed mismatch

 D.

a cable that is too long
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Answer

B

Questions # 17:

Which interface enables communication between a program on the controller and a program
on the networking devices?

Options:

 A.

northbound interface

 B.

software virtual interface

 C.

southbound interface

 D.

tunnel Interface

Answer

B

Questions # 18:

Which protocol does Ansible use to push modules to nodes in a network?

Options:

 A.

SSH

 B.



Page 13 of 66

SNMP

 C.

Kerberos

 D.

Telnet

Answer

A

Questions # 19:

>

SW1 supports connectivity for a lobby conference room and must be secured. The engineer
must limit the connectivity from PCI lo ma SW1 and SW2 network. The MAC addresses allowed
must be Limited to two. Which configuration secures the conference room connectivity?

A)

>

B)

>

C)

>

D)

>

Options:

 A.

Option A

 B.

Option B
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 C.

Option C

 D.

Option D

Answer

B

Questions # 20:

Drag and drop the TCP or UDP details from the left onto their corresponding protocols on the
right.

>

Options:

Answer

Answer: >

Questions # 21:

>

Refer to the exhibit Routers R1 R2 and R3 use a protocol to identify their neighbors ' IP
addresses hardware platforms, and software versions. A network engineer must configure R2
to avoid sharing any neighbor information with R3, and maintain its relationship with R1. What
action meets this requirement?

Options:

 A.

Configure the no cdp enable command on gO/2.

 B.
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Configure the no cdp run command globally.

 C.

Configure the no lldp run command globally.

 D.

Configure the no lldp receive command on gQV1.

Answer

A

Questions # 22:

Which selections must be used on the WLC when implementing a RADIUS server for wireless
authentication?

Options:

 A.

Client Exclusion and SSH

 B.

802.1x and the MAC address of the server

 C.

Network Access Control State and SSH

 D.

AAA Override and the IP address of the server

Answer

B

Questions # 23:
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Which protocol is implemented when an organization must verify network performance,
troubleshoot issues, and use an agent to communicate between monitoring tools and end
devices?

Options:

 A.

SNMP

 B.

FTP

 C.

NTP

 D.

NFS

Answer

D

Questions # 24:

Which REST method updates an object in the Cisco DNA Center Intent API?

Options:

 A.

CHANGE

 B.

UPDATE

 C.

POST

 D.

PUT



Page 17 of 66

Answer

D
Explanation

PUT is most-often utilized for **update** capabilities, PUT-ing to a known resource URI
with the request body containing the newly-updated representation of the original
resource.

However, PUT can also be used to create a resource in the case where the resource ID is
chosen by the client instead of by the server. In other words, if the PUT is to a URI that
contains the value of a non-existent resource ID. Again, the request body contains a
resource representation. Many feel this is convoluted and confusing. Consequently, this
method of creation should be used sparingly, if at all.

Alternatively, use POST to create new resources and provide the client-defined ID in the
body representation—presumably to a URI that doesn’t include the ID of the resource (see
POST below).

On successful update, return 200 (or 204 if not returning any content in the body) from a
PUT. If using PUT for create, return HTTP status 201 on successful creation. A body in the
response is optional—providing one consumes more bandwidth. It is not necessary to
return a link via a Location header in the creation case since the client already set the
resource ID.

PUT is not a safe operation, in that it modifies (or creates) state on the server, but it is
idempotent. In other words, if you create or update a resource using PUT and then make
that same call again, the resource is still there and still has the same state as it did with
the first call.

If, for instance, calling PUT on a resource increments a counter within the resource, the
call is no longer idempotent. Sometimes that happens and it may be enough to document
that the call is not idempotent. However, it’s recommended to keep PUT requests
idempotent. It is strongly recommended to use POST for non-idempotent requests.

Examples:

https://www.restapitutorial.com/lessons/httpmethods.html

Questions # 25:

What is a requirement for nonoverlapping Wi-Fi channels?
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Options:

 A.

different security settings

 B.

discontinuous frequency ranges

 C.

different transmission speeds

 D.

unique SSIDs

Answer

B

Questions # 26:

Refer to the exhibit.

>

An engineer assumes a configuration task from a peer Router A must establish an OSPF
neighbor relationship with neighbor 172 1 1 1 The output displays the status of the adjacency
after 2 hours. What is the next step in the configuration process for the routers to establish an
adjacency?

Options:

 A.

Configure router A to use the same MTU size as router B.

 B.

Set the router B OSPF ID to a nonhost address.

 C.

Configure a point-to-point link between router A and router B.
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 D.

Set the router B OSPF ID to the same value as its IP address

Answer

A

Questions # 27:

Refer to the exhibit.

>

Which plan must be Implemented to ensure optimal QoS marking practices on this network?

Options:

 A.

As traffic traverses MLS1 remark the traffic, but trust all markings at the access layer.

 B.

Trust the IP phone markings on SW1 and mark traffic entering SW2 at SW2.

 C.

Remark traffic as it traverses R1 and trust all markings at the access layer.

 D.

As traffic enters from the access layer on SW1 and SW2. trust all traffic markings.

Answer

C

Questions # 28:

R1 as an NTP server must have:

• NTP authentication enabled
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• NTP packets sourced from Interface loopback 0

• NTP stratum 2

• NTP packets only permitted to client IP 209.165 200 225

How should R1 be configured?

A)

>

B)

>

C)

>

D)

>

Options:

 A.

Option A

 B.

Option B

 C.

Option C

 D.

Option D

Answer

B

Questions # 29:
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Refer to the exhibit.

>

An engineer is configuring the HO router. Which IPv6 address configuration must be applied to
the router fa0 ' 1 interface for the router to assign a unique 64-brt IPv6 address to Itself?

Options:

 A.

ipv6 address 2001:DB8:0:1:C601:42FF:FE0F:7/64

 B.

ipv6 address 2001:DB8:0:1:C601:42FE:800F:7/64

 C.

ipv6 address 2001 :DB8:0:1:FFFF:C601:420F:7/64

 D.

iov6 address 2001 :DB8:0:1:FE80:C601:420F:7/64

Answer

A

Questions # 30:

Which action is taken by the data plane within a network device?

Options:

 A.

forwards traffic to the next hop

 B.

constructs a routing table based on a routing protocol

 C.

provides CLI access to the network device
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 D.

looks up an egress interface in the forwarding information base

Answer

A

Questions # 31:

An engineer must configure R1 for a new user account. The account must meet these
requirements:

* It must be configured in the local database.

* The username is engineer.

* It must use the strongest password configurable. Which command must the engineer
configure on the router?

Options:

 A.

R1 (config)# username engineer2 algorithm-type scrypt secret test2021

 B.

R1(config)# username engineer2 secret 5 password S1$b1Ju$kZbBS1Pyh4QzwXyZ

 C.

R1(config)# username engineer2 privilege 1 password 7 test2021

 D.

R1(config)# username englneer2 secret 4 S1Sb1Ju$kZbBS1Pyh4QzwXyZ

Answer

B

Questions # 32:
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Which type of IPv6 address is similar to a unicast address but is assigned to multiple devices
on the same network at the same time?

Options:

 A.

global unicast address

 B.

anycast address

 C.

multicast address

 D.

link-local address

Answer

B

Questions # 33:

Refer to the exhibit.

>

The link between PC1 and the switch is up. but it is performing poorly. Which interface
condition is causing the performance problem?

Options:

 A.

There is a duplex mismatch on the interface

 B.

There is an issue with the fiber on the switch interface.

 C.
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There is a speed mismatch on the interface.

 D.

There is an interface type mismatch

Answer

A

Questions # 34:

Refer to the exhibit.

>

An engineer is configuring a new router on the network and applied this configuration. Which
additional configuration allows the PC to obtain its IP address from a DHCP server?

Options:

 A.

Configure the ip dhcp relay information command under interface Gi0/1.

 B.

Configure the ip dhcp smart-relay command globally on the router

 C.

Configure the ip helper-address 172.16.2.2 command under interface Gi0/0

 D.

Configure the ip address dhcp command under interface Gi0/0

Answer

C

Questions # 35:
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Refer to the exhibit.

>

Traffic that is flowing over interface TenGigabitEthernet0/0 experiences slow transfer speeds.
What is the reason for the issue?

Options:

 A.

heavy traffic congestion

 B.

a duplex incompatibility

 C.

a speed conflict

 D.

queuing drops

Answer

C

Questions # 36:

What is an expected outcome when network management automation is deployed?

Options:

 A.

A distributed management plane must be used.

 B.

Software upgrades are performed from a central controller

 C.

Complexity increases when new device configurations are added
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 D.

Custom applications are needed to configure network devices

Answer

B

Questions # 37:

A Cisco engineer is configuring a factory-default router with these three passwords:

• The user EXEC password for console access is p4ssw0rd1

• The user EXEC password for Telnet access is s3cr3t2

• The password for privileged EXEC mode is pnv4t3p4ss Which command sequence must the
engineer configured

A)

>

B)

>

C)

>

D)

>

Options:

 A.

Option A

 B.

Option B

 C.

Option C
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 D.

Option D

Answer

B

Questions # 38:

Refer to the exhibit.

>

Which configuration enables DHCP addressing for hosts connected to interface
FastEthernetO/1 on router R4?

Options:

 A.

interface FastEthernet0/0ip helper-address 10.0.1.1iaccess-list 100 permit udp host 10.0.1.1
eq bootps host 10.148.2.1

 B.

interface FastEthernot0/1ip helper-address 10.0.1.1!access-list 100 permit tcp host 10.0.1.1
eq 67 host 10.148.2.1

 C.

interface FastEthernetO/0ip helper-address 10.0.1.1Iaccess-list 100 permit host 10.0.1.1 host
10.148.2.1 eq bootps

 D.

interface FastEthernet0/1ip helper-address 10.0.1.1!access-list 100 permit udp host 10.0.1.1
eq bootps host 10.148.2.1

Answer

B

Questions # 39:
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An engineer is tasked to configure a switch with port security to ensure devices that forward
unicasts multicasts and broadcasts are unable to flood the port The port must be configured to
permit only two random MAC addresses at a time Drag and drop the required configuration
commands from the left onto the sequence on the right Not all commands are used.

>

Options:

Answer

Answer: >

Questions # 40:

Refer to the exhibit.

>

Which two commands must be added to update the configuration of router R1 so that it
accepts only encrypted connections? (Choose two )

Options:

 A.

username CNAC secret R!41!4319115@

 B.

ip ssh version 2

 C.

line vty 0 4

 D.

crypto key generate rsa 1024

 E.

transport input ssh
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Answer

D, E

Questions # 41:

What are two benefits of FHRPs? (Choose two.)

Options:

 A.

They enable automatic failover of the default gateway.

 B.

They allow multiple devices to serve as a single virtual gateway for clients in the network.

 C.

They are able to bundle multiple ports to increase bandwidth.

 D.

They prevent loops in the Layer 2 network.

 E.

They allow encrypted traffic.

Answer

A, B

Questions # 42:

Refer to the exhibit.

>

Packets received by the router from BGP enter via a serial interface at 209 165 201 1 Each
route is present within the routing table Which interface is used to forward traffic with a
destination IP of 10.1.1.19?
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Options:

 A.

F0/4

 B.

F0/0

 C.

F0/1

 D.

F0/3

Answer

B

Questions # 43:

OSPF must be configured between routers R1 and R2. Which OSPF configuration must be
applied to router R1 to avoid a DR/BDR election?

Options:

 A.

router ospf 1network 192.168.1.1 0.0.0.0 area 0interface e1/1ip address 192.168.1.1
255.255.255.252ip ospf network broadcast

 B.

router ospf 1network 192.168.1.1 0.0.0.0 area 0interface e1/1ip address 192.168.1.1
255.255.255.252ip ospf network point-to-point

 C.

router ospf 1network 192.168.1.1 0.0.0.0 area 0interface e1/1ip address 192.168.1.1
255.255.255.252ip ospf cost 0

 D.

router ospf 1network 192.168.1.1 0.0.0.0 area 0hello interval 15interface e1/1Ip address



Page 31 of 66

192.168.1.1 255.255.255.252

Answer

B

Questions # 44:

Which two spanning-tree states are bypassed on an interface running PortFast? (Choose two.)

Options:

 A.

disabled

 B.

listening

 C.

forwarding

 D.

learning

 E.

blocking

Answer

B, D

Questions # 45:

Which interface mode must be configured to connect the lightweight APs in a centralized
architecture?
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Options:

 A.

WLAN dynamic

 B.

management

 C.

trunk

 D.

access

Answer

D

Questions # 46:

Refer to the exhibit.

>

Traffic sourced from the loopback0 Interface is trying to connect via ssh to the host at
10.0.1.15. What Is the next hop to the destination address?

Options:

 A.

192.168.0.7

 B.

192.168.0.4

 C.

192.168.0.40

 D.

192.168.3.5
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Answer

B

Questions # 47:

Refer to the exhibit.

>

An engineer is configuring an EtherChannel using LACP between Switches 1 and 2 Which
configuration must be applied so that only Switch 1 sends LACP initiation packets?

Options:

 A.

Switch 1 (config-if)#channel-group 1 mode onSwrtch2(config-if)#channel-group 1 mode
passive

 B.

Switch1(config-if)#channel-group 1 mode passiveSwitch2(config-if)#channel-group 1 mode
active

 C.

Switch1{config-if)£channel-group 1 mode activeSwitch2(config-if)#channel-group 1 mode
passive

 D.

Switch1(config-if)#channel-group 1 mode onSwitch2(config-if)#channel-group 1 mode active

Answer

C

Questions # 48:

A network administrator is setting up a new IPv6 network using the 64-bit address 2001 0EB8
00C1 2200:0001 0000 0000 0331/64 To simplify the configuration the administrator has
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decided to compress the address Which IP address must the administrator configure?

Options:

 A.

ipv6 address 21:EB8:C1:2200:1::331/64

 B.

ipv6 address 2001:EB8:C1:22:1::331/64

 C.

ipv6 address 2001 :EB8:C 1:2200.1 ::331-64

 D.

ipv6 address 2001:EB8:C1:2200:1:0000:331/64

Answer

C

Questions # 49:

A Cisco engineer must configure a single switch interface to meet these requirements

• accept untagged frames and place them in VLAN 20

• accept tagged frames in VLAN 30 when CDP detects a Cisco IP phone

Which command set must the engineer apply?

A)

>

B)

>

C)

>

D)
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>

Options:

 A.

Option A

 B.

Option B

 C.

Option C

 D.

Option D

Answer

C

Questions # 50:

Drag and drop the threat-mitigation techniques from the left onto the types of threat or attack
they mitigate on the right.

>

Options:

Answer

Answer: >

Questions # 51:

What is one reason to implement LAG on a Cisco WLC?
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Options:

 A.

to increase security and encrypt management frames

 B.

to provide link redundancy and load balancing

 C.

to allow for stateful and link-state failover

 D.

to enable connected switch ports to failover and use different VLANs

Answer

B

Questions # 52:

Refer to the exhibit.

>

Site A was recently connected to site B over a new single-mode fiber path. Users at site A
report Intermittent connectivity Issues with applications hosted at site B. What is the reason
for the problem?

Options:

 A.

Heavy usage is causing high latency.

 B.

An incorrect type of transceiver has been inserted into a device on the link.

 C.

physical network errors are being transmitted between the two sites.

 D.
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The wrong cable type was used to make the connection.

Answer

B

Questions # 53:

What is the difference between IPv6 unicast and anycast addressing?

Options:

 A.

IPv6 anycast nodes must be explicitly configured to recognize the anycast address, but IPv6
unicast nodes require no special configuration

 B.

IPv6 unicast nodes must be explicitly configured to recognize the unicast address, but IPv6
anycast nodes require no special configuration

 C.

An individual IPv6 unicast address is supported on a single interface on one node but an IPv6
anycast address is assigned to a group of interfaces on multiple nodes.

 D.

Unlike an IPv6 anycast address, an IPv6 unicast address is assigned to a group of interfaces on
multiple nodes

Answer

C

Questions # 54:

Refer to the exhibit.

>
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Router R1 currently is configured to use R3 as the primary route to the Internet, and the route
uses the default administrative distance settings. A network engineer must configure R1 so
that it uses R2 as a backup, but only if R3 goes down. Which command must the engineer
configure on R1 so that it correctly uses R2 as a backup route, without changing the
administrative distance configuration on the link to R3?

Options:

 A.

ip route 0.0.0.0 0.0.0.0 g0/1 1

 B.

ip route 0.0.0.0 0.0.0.0 209.165.201.5 10

 C.

ip route 0.0.0.0 0.0.0.0 209.165.200.226 1

 D.

ip route 0,0.0.0 0.0.0.0 g0/1 6

Answer

C

Questions # 55:

Refer to the exhibit.

>

Which next-hop IP address does Routed use for packets destined to host 10 10.13.158?

Options:

 A.

10.10.10.5

 B.

10.10.11.2
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 C.

10.10.12.2

 D.

10.10.10.9

Answer

A

Questions # 56:

Refer to the exhibit.

>

Which command configures OSPF on the point-to-point link between routers R1 and R2?

Options:

 A.

router-id 10.0.0.15

 B.

neighbor 10.1.2.0 cost 180

 C.

ipospf priority 100

 D.

network 10.0.0.0 0.0.0.255 area 0

Answer

D

Questions # 57:
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Refer to the exhibit.

>

An IP subnet must be configured on each router that provides enough addresses for the
number of assigned hosts and anticipates no more than 10% growth for now hosts. Which
configuration script must be used?

A)

>

B)

>

C)

>

D)

>

Options:

 A.

Option A

 B.

Option B

 C.

Option C

 D.

Option D

Answer

C

Questions # 58:
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An engineer is configuring remote access to a router from IP subnet 10.139.58.0/28. The
domain name, crypto keys, and SSH have been configured. Which configuration enables the
traffic on the destination router?

A)

>

B)

>

C)

>

D)

>

Options:

 A.

Option A

 B.

Option B

 C.

Option C

 D.

Option D

Answer

B

Questions # 59:

Which QoS traffic handling technique retains excess packets in a queue and reschedules these
packets for later transmission when the configured maximum bandwidth has been surpassed?
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Options:

 A.

weighted random early detection

 B.

traffic policing

 C.

traffic shaping

 D.

traffic prioritization

Answer

C

Questions # 60:

Refer to the exhibit.

>

R1 learns all routes via OSPF Which command configures a backup static route on R1 to reach
the 192 168.20.0/24 network via R3?

Options:

 A.

R1(config)#ip route 192.168.20.0 255.255.0.0 192.168.30.2

 B.

R1(config)#ip route 192.168.20.0 255.255.255.0 192.168.30.2 90

 C.

R1(config)#ip route 192.168.20.0 255.255.255.0 192.168.30.2 111

 D.

R1(config)#ip route 192.168.20.0 255.255.255.0 192.168.30.2
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Answer

C

Questions # 61:

Refer to the exhibit.

>

An engineer is updating the R1 configuration to connect a new server to the management
network. The PCs on the management network must be blocked from pinging the default
gateway of the new server. Which command must be configured on R1 to complete the task?

Options:

 A.

R1(config)#lp route 172.16.2.2 255.255.255.248 gi0/1

 B.

R1(config)#jp route 172.16.2.2 255.255.255.255 gi0/0

 C.

R1(config > #ip route 172.16.2.0 255.255.255.0 192.168.1.15

 D.

R1(conflg)#ip route 172.16.2.0 255.255.255.0 192.168.1.5

Answer

C

Questions # 62:

Refer to the exhibit.

>

A static route must be configured on R14 to forward traffic for the 172 21 34 0/25 network that
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resides on R86 Which command must be used to fulfill the request?

Options:

 A.

ip route 172.21.34.0 255.255.255.192 10.73.65.65

 B.

ip route 172.21.34.0 255.255.255.0 10.73.65.65

 C.

ip route 172.21.34.0 255.255.128.0 10.73.65.64

 D.

ip route 172.21.34.0 255.255.255.128 10.73.65.66

Answer

D

Questions # 63:

How does Rapid PVST+ create a fast loop-free network topology?

Options:

 A.

lt requires multiple links between core switches

 B.

It generates one spanning-tree instance for each VLAN

 C.

It maps multiple VLANs into the same spanning-tree instance

 D.

It uses multiple active paths between end stations.
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Answer

A

Questions # 64:

Which protocol is used for secure remote CLI access?

Options:

 A.

HTTPS

 B.

HTTP

 C.

Telnet

 D.

SSH

Answer

D

Questions # 65:

Refer to the exhibit.

>

Switch A is newly configured. All VLANs are present in the VLAN database. The IP phone and
PC A on Gi0/1 must be configured for the appropriate VLANs to establish connectivity between
the PCs. Which command set fulfills the requirement?

A)

>
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B)

>

C)

>

D)

>

Options:

 A.

Option A

 B.

Option B

 C.

Option C

 D.

Option D

Answer

A

Questions # 66:

What is a function of an endpoint on a network?

Options:

 A.

forwards traffic between VLANs on a network

 B.

connects server and client devices to a network
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 C.

allows users to record data and transmit to a tile server

 D.

provides wireless services to users in a building

Answer

C
Explanation

An endpoint is a host that acts as the source or destination of data traffic flowing through
a network.

When you are at your PC, editing your CV and uploading it to a file server, you are sitting
at an endpoint.

Questions # 67:

Which QoS per-hop behavior changes the value of the ToS field in the IPv4 packet header?

Options:

 A.

shaping

 B.

classification

 C.

policing

 D.

marking
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Answer

D

Questions # 68:

What provides centralized control of authentication and roaming In an enterprise network?

Options:

 A.

a lightweight access point

 B.

a firewall

 C.

a wireless LAN controller

 D.

a LAN switch

Answer

C

Questions # 69:

Refer to the exhibit.

>

The router has been configured with a supernet to accommodate the requirement for 380
users on a subnet The requirement already considers 30% future growth. Which configuration
verifies the IP subnet on router R4?

A)

>
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B)

>

C)

>

D)

>

Options:

 A.

Option A

 B.

Option B

 C.

Option C

 D.

Option D

Answer

B

Questions # 70:

A network engineer must implement an IPv6 configuration on the vlan 2000 interface to create
a routable locally-unique unicast address that is blocked from being advertised to the internet.
Which configuration must the engineer apply?

Options:

 A.

interface vlan 2000ipv6 address ffc0:0000:aaaa::1234:2343/64

 B.
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interface vlan 2000Ipv6 address fc00:0000:aaaa:a15d:1234:2343:8aca/64

 C.

interface vlan 2000ipv6 address fe80;0000:aaaa::1234:2343/64

 D.

interface vlan 2000ipv6 address fd00::1234:2343/64

Answer

B

Questions # 71:

Refer to the exhibit.

>

Which action must be taken to ensure that router A is elected as the DR for OSPF area 0?

Options:

 A.

Configure the OSPF priority on router A with the lowest value between the three routers.

 B.

Configure router B and router C as OSPF neighbors of router A.

 C.

Configure the router A interfaces with the highest OSPF priority value within the area.

 D.

Configure router A with a fixed OSPF router ID

Answer

C
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Questions # 72:

Refer to the exhibit.

>

A network engineer must update the configuration on Switch2 so that it sends LLDP packets
every minute and the information sent via LLDP is refreshed every 3 minutes Which
configuration must the engineer apply?

A)

>

B)

>

C)

>

D)

>

Options:

 A.

Option A

 B.

Option B

 C.

Option C

 D.

Option D

Answer

A
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Questions # 73:

Refer to the exhibit.

>

Which two configurations must the engineer apply on this network so that R1 becomes the
DR? (Choose two.)

A)

>

B)

>

C)

>

D)

>

E)

>

Options:

 A.

Option A

 B.

Option B

 C.

Option C

 D.

Option D

 E.

Option E
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Answer

B, C

Questions # 74:

Which protocol uses the SSL?

Options:

 A.

HTTP

 B.

SSH

 C.

HTTPS

 D.

Telnet

Answer

C

Questions # 75:

Refer to the exhibit.

>

Which network prefix was learned via EIGRP?

Options:

 A.
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172.16.0.0/16

 B.

192.168.2.0/24

 C.

207.165.200.0/24

 D.

192.168.1.0/24

Answer

B

Questions # 76:

Refer to the exhibit.

>

A company is configuring a failover plan and must implement the default routes in such a way
that a floating static route will assume traffic forwarding when the primary link goes down.
Which primary route configuration must be used?

Options:

 A.

ip route 0.0.0.0 0.0.0.0 192.168.0.2 GigabitEthernetl/0

 B.

ip route 0.0.0.0 0.0.0.0 192.168.0.2 tracked

 C.

ip route 0.0.0.0 0.0.0.0 192.168.0.2 floating

 D.

ip route 0.0.0.0 0.0.0.0 192.168.0.2
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Answer

B

Questions # 77:

Which Layer 2 switch function encapsulates packets for different VLANs so that the packets
traverse the same port and maintain traffic separation between the VLANs?

Options:

 A.

VLAN numbering

 B.

VLAN DSCP

 C.

VLAN tagging

 D.

VLAN marking

Answer

C

Questions # 78:

Refer to the exhibit.

>

Users need to connect to the wireless network with IEEE 802. 11r-compatible devices. The
connection must be maintained as users travel between floors or to other areas in the building
What must be the configuration of the connection?
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Options:

 A.

Select the WPA Policy option with the CCKM option.

 B.

Disable AES encryption.

 C.

Enable Fast Transition and select the FT 802.1x option.

 D.

Enable Fast Transition and select the FT PSK option.

Answer

D

Questions # 79:

Refer to the exhibit.

>

Which route must be configured on R1 so that OSPF routing is used when OSPF is up. but the
server is still reachable when OSPF goes down?

Options:

 A.

ip route 10.1.1.10 255.255.255.255 172.16.2.2 100

 B.

ip route 10.1.1.0 255.255.255.0 gi0/1 125

 C.

ip route 10.1.1.0 255.255.255.0 172.16.2.2 100

 D.

ip route 10.1.1.10 255.255.255.255 gi0/0 125
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Answer

D

Questions # 80:

Drag and drop the TCP or UDP details from the left onto their corresponding protocols on the
right.

>

Options:

Answer

Answer: >

Questions # 81:

Refer to the exhibit.

>

Which configuration allows routers R14 and R86 to form an OSPFv2 adjacency while acting as
a central point for exchanging OSPF information between routers?

A)

>

B)

>

C)

>

D)

>
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Options:

 A.

Option A

 B.

Option B

 C.

Option C

 D.

Option D

Answer

D

Questions # 82:

What is a function of a Next-Generation IPS?

Options:

 A.

makes forwarding decisions based on learned MAC addresses

 B.

serves as a controller within a controller-based network

 C.

integrates with a RADIUS server to enforce Layer 2 device authentication rules

 D.

correlates user activity with network events
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Answer

D

Questions # 83:

Refer to the exhibit.

>

How should the configuration be updated to allow PC1 and PC2 access to the Internet?

Options:

 A.

Modify the configured number of the second access list.

 B.

Add either the ip nat {inside|outside} command under both interfaces.

 C.

Remove the overload keyword from the ip nat inside source command.

 D.

Change the ip nat inside source command to use interface GigabitEthernet0/0.

Answer

B

Questions # 84:

Drag and drop the facts about wireless architectures from the left onto the types of access
point on the right. Not all options are used.

>
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Options:

Answer

Answer: >

Questions # 85:

Refer to the exhibit.

>

An engineer built a new L2 LACP EtherChannel between SW1 and SW2 and executed these
show commands to verify the work. Which additional task allows the two switches to establish
an LACP port channel?

Options:

 A.

Change the channel-group mode on SW2 to auto

 B.

Change the channel-group mode on SW1 to desirable.

 C.

Configure the interface port-channel 1 command on both switches.

 D.

Change the channel-group mode on SW1 to active or passive.

Answer

D

Questions # 86:

Refer to the exhibit.

>
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Host A sent a data frame destined for host D

>

What does the switch do when it receives the frame from host A?

Options:

 A.

It drops the frame from the switch CAM table.

 B.

It floods the frame out of all ports except port Fa0/1.

 C.

It shuts down the port Fa0/1 and places it in err-disable mode.

 D.

It experiences a broadcast storm.

Answer

B

Questions # 87:

Refer to the exhibit.

>

Web traffic is coming in from the WAN interface. Which route takes precedence when the
router is processing traffic destined for the LAN network at 10 0.10.0/24?

Options:

 A.

via next-hop 10.0.1.5

 B.

via next-hop 10 0 1.4
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 C.

via next-hop 10.0 1.50

 D.

via next-hop 10.0 1 100

Answer

A

Questions # 88:

Refer to the exhibit.

>

Routers R1 and R3 have the default configuration The router R2 priority is set to 99 Which
commands on R3 configure it as the DR in the 10.0 4.0/24 network?

Options:

 A.

R3(config)#interface Gig0/1 R3(config-if)#ip ospf priority 100

 B.

R3(config)#interface Gig0/0 R3(config-if)#ip ospf priority 100

 C.

R3(config)#interface Gig0/0 R3(config-if)i=ip ospf priority 1

 D.

R3(config)#interface Gig0/1 R3(config-if)#ip ospf priority 0

Answer

B

Questions # 89:
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Which PoE mode enables powered-device detection and guarantees power when the device is
detected?

Options:

 A.

dynamic

 B.

static

 C.

active

 D.

auto

Answer

B

Questions # 90:

Refer to the exhibit.

>

The following must be considered:

• SW1 is fully configured for all traffic

• The SW4 and SW9 links to SW1 have been configured

• The SW4 interface Gi0/1 and Gi0/0 on SW9 have been configured

• The remaining switches have had all VLANs adde d to their VLAN database

Which configuration establishes a successful ping from PC2 to PC7 without interruption to
traffic flow between other PCs?

A)
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>

B)

>

C)

>

D)

>

Options:

 A.

Option A

 B.

Option B

 C.

Option C

 D.

Option D

Answer

C

Questions # 91:

What is a requirement when configuring or removing LAG on a WLC?

Options:

 A.

The Incoming and outgoing ports for traffic flow must be specified If LAG Is enabled.

 B.
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The controller must be rebooted after enabling or reconfiguring LAG.

 C.

The management interface must be reassigned if LAG disabled.

 D.

Multiple untagged interfaces on the same port must be supported.

Answer

C

Questions # 92:

Which wireless security protocol relies on Perfect Forward Secrecy?

Options:

 A.

WPA3

 B.

WPA

 C.

WEP

 D.

WPA2

Answer

C
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