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Questions # 1:

A company migrated a critical workload from its data center to the cloud. The workload uses a
very large data set that requires computational-intensive data processing. The business unit
that uses the workload is projecting the following growth pattern:

• Storage requirements will double every six months.

• Computational requirements will fluctuate throughout the year.

• Average computational requirements will double every year.

Which of the following should the company do to address the business unit's requirements?

Options:

 A.

Deploy a cloud-based CDN for storage and a load balancer for compute.

 B.

Combine compute and storage in vertically autoscaling mode.

 C.

Implement a load balancer for computing and storage resources.

 D.

Plan for a horizontally scaling computing and storage infrastructure.

Answer

D
Explanation

SecurityX CAS-005 cloud architecture guidance emphasizes horizontal scaling for
workloads that need to handle both predictable and fluctuating growth over time.
Horizontal scaling allows the infrastructure to add nodes for both compute and storage
dynamically, providing elasticity to meet fluctuating computational demands while
accommodating exponential storage growth.

Vertical scaling (B) has hardware limits and is not as flexible for large, sustained
growth.
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CDN (A) is optimized for content distribution, not intensive compute workloads.

Load balancing (C) distributes workloads but does not address scaling for data
growth.

Questions # 2:

A threat hunter is identifying potentially malicious activity associated with an APT. When the
threat hunter runs queries against the SIEM platform with a date range of 60 to 90 days ago,
the involved account seems to be typically most active in the evenings. When the threat
hunter reruns the same query with a date range of 5 to 30 days ago, the account appears to
be most active in the early morning. Which of the following techniques is the threat hunter
using to better understand the data?

Options:

 A.

TTP-based inquiries

 B.

User behavior analytics

 C.

Adversary emulation

 D.

OSINT analysis activities

Answer

B
Explanation

User behavior analytics (UBA)detectsanomalousactivityby analyzing historical patterns
and comparing them to recent behavior. The time shift in account activity
suggestspotential compromise or misuse.

TTP-based inquiries (A)focus on known attack tactics, techniques, and procedures but do
not involve behavior tracking.
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Adversary emulation (C)simulates attacks but does not analyze real data trends.

OSINT analysis (D)gathers intelligence from public sources, which is unrelated to internal
account behavior analysis.

[Reference:CompTIA SecurityX (CAS-005) Exam Objectives- Domain 4.0 (Security
Operations), Section onThreat Intelligence and User Behavior Analytics (UBA), , , , ]

Questions # 3:

A company is having issues with its vulnerability management program New devices/lPs are
added and dropped regularly, making the vulnerability report inconsistent Which of the
following actions should the company lake to most likely improve the vulnerability
management process'

Options:

 A.

Request a weekly report with all new assets deployed and decommissioned

 B.

Extend the DHCP lease lime to allow the devices to remain with the same address for a longer
period.

 C.

Implement a shadow IT detection process to avoid rogue devices on the network

 D.

Perform regular discovery scanning throughout the 11 landscape using the vulnerability
management tool

Answer

D
Explanation

To improve the vulnerability management process in an environment where new
devices/IPs are added and dropped regularly, the company should perform regular
discovery scanning throughout the IT landscape using the vulnerability management tool.
Here’s why:

Accurate Asset Inventory: Regular discovery scans help maintain an up-to-date inventory
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of all assets, ensuring that the vulnerability management process includes all relevant
devices and IPs.

Consistency in Reporting: By continuously discovering and scanning new and existing
assets, the company can generate consistent and comprehensive vulnerability reports
that reflect the current state of the network.

Proactive Management: Regular scans enable the organization to proactively identify and
address vulnerabilities on new and existing assets, reducing the window of exposure to
potential threats.

[References:, CompTIA Security+ SY0-601 Study Guide by Mike Chapple and David Seidl,
NIST Special Publication 800-40: Guide to Enterprise Patch Management Technologies, CIS
Controls: Control 1 - Inventory and Control ofHardware Assets, , , , , , ]

Questions # 4:

An organization is increasing its focus on training that addresses new social engineering and
phishing attacks. Which of the following is the organization most concerned about?

Options:

 A.

Meeting existing regulatory compliance

 B.

Overreliance on AI support bots

 C.

Generative AI tools increasing the quality of exploits

 D.

Differential analysis using AI models

Answer

C
Explanation

The organization is most concerned about Generative AI improving phishing and social
engineering attacks. Tools like ChatGPT can generate highly convincing phishing emails,
fake websites, and human-like interactions that bypass traditional detection methods.
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Employees who were trained to spot poor grammar or obvious scams may now struggle to
detect AI-crafted exploits.

Option A relates to compliance but not AI-driven threats. Option B (overreliance on AI
bots) is operational risk, not phishing. Option D (differential analysis) applies to AI privacy
issues, not phishing.

CAS-005 emphasizes adapting training to emerging threats, including AI-enabled social
engineering. This ensures users remain resilient against modern attacks, making C the
correct answer.

Questions # 5:

A user from the sales department opened a suspicious file attachment. The sales department
then contacted the SOC to investigate a number of unresponsive systems, and the team
successfully identified the file and the origin of the attack. Which of the following is the next
step of the incident response plan?

Options:

 A.

Remediation

 B.

Containment

 C.

Response

 D.

Recovery

Answer

B
Explanation

Incident response follows a standard process (e.g., NIST 800-61): Preparation,
Identification, Containment, Eradication, Recovery, Lessons Learned. After identifying the
attack (file and origin), the next step isContainment—limiting the spread or impact (e.g.,
isolating systems) before remediation or recovery.
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Option A:Remediation (fixing the root cause) follows containment.

Option B:Correct—containment prevents further damage post-identification.

Option C:“Response” is too vague; it encompasses all steps.

Option D:Recovery (restoring systems) comes after containment and eradication.

[Reference:CompTIA SecurityX CAS-005 Domain 4: Cybersecurity Operations – Incident
Response Lifecycle., , , , ]

Questions # 6:

A security analyst is developing a threat model that focuses on attacks associated with the
organization's storage products. The products:

• Are used in commercial and government user environments

• Are required to comply with crypto-export requirements

• Include both hardware and software components that are developed by external vendors in
Europe and Asia

Which of the following are the most important for the analyst to consider when developing the
model? (Select two).

Options:

 A.

Contractual obligations

 B.

Legal hold obligations

 C.

Trust boundaries

 D.

Cloud services enumeration

 E.

Supply chain access

 F.
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Homomorphic encryption usage

Answer

C, E
Explanation

The most critical considerations are trust boundaries (C) and supply chain access (E). Trust
boundaries define where sensitive data crosses between systems or organizations,
requiring strict cryptographic protections—especially important in government and
commercial environments subject to crypto-export controls.

Supply chain access is also critical because hardware and software are sourced from
external vendors. If suppliers are compromised, attackers could introduce malicious code,
backdoors, or tampered firmware, endangering customers worldwide.

Option A (contractual obligations) and B (legal hold) are compliance-related but not direct
security threats. Option D (cloud services enumeration) is irrelevant unless the storage is
cloud-based. Option F (homomorphic encryption) is an advanced technology but not
required for base threat modeling.

CAS-005 highlights modeling adversary capabilities at trust boundaries and accounting for
supply chain risks, making C and E the most important.

Questions # 7:

A security engineer needs to remediate a SWEET32 vulnerability in an OpenSSH-based
application and review existing configurations. Which of the following should the security
engineer do? (Select two.)

Options:

 A.

Disable Twofish algorithms

 B.

cat /etc/ashd/ash_config | grep "HMAC"

 C.

Disable RSA algorithms

 D.
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cat /etc/sshd/ssh_config | grep "PermitRootLogin"

 E.

Disable 3DES algorithms

 F.

cat /etc/sshd/ssh_config | grep "Ciphers"

Answer

E, F

Questions # 8:

An organization recently hired a third party to audit the information security controls present
in the environment. After reviewing the audit findings, the Chief Information Security Officer
(CISO) approved the budget for an in-depth defense strategy for network security. Which of
the following is the most likely reason the CISO approved the additional budget?

Options:

 A.

Other departments had unused budget, which was transferred to IT security

 B.

Potential customers increasingly asked for security compliance reports.

 C.

The previous network architecture contained controls that could be easily bypassed.

 D.

The auditor reported a low score on the PCI DSS self-assessment questionnaire.

Answer

C
Explanation

The most likely driver for approving additional network security budget is that the audit
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revealed that the existing architecture contained security controls that could be easily
bypassed. This indicates fundamental weaknesses in defense-in-depth and suggests that
attackers could gain access to sensitive systems or data despite the presence of controls.

Option A (unused budgets) is not a strategic reason for approving security investment.
Option B (compliance reports requested by customers) may influence investment in
compliance initiatives, but it does not explain the need for an in-depth defense
architecture. Option D (PCI DSS low score) is a compliance-specific issue but would not, on
its own, drive a broad architectural budget approval unless PCI was the only focus.

Security audits often uncover systemic flaws—such as flat networks, insufficient
segmentation, or single points of failure—that create the conditions for bypassing controls.
Addressing these issues requires rearchitecting the environment, introducing layered
defenses, and strengthening monitoring capabilities, all of which demand significant
budget. Thus, option C aligns with the decision to invest in robust defense-in-depth
strategies.

Questions # 9:

An attacker infiltrated the code base of a hardware manufacturer and inserted malware before
the code was compiled. The malicious code is now running at the hardware level across a
number of industries and sectors. Which of the following categories best describes this type of
vendor risk?

Options:

 A.

SDLC attack

 B.

Side-load attack

 C.

Remote code signing

 D.

Supply chain attack

Answer

D
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Explanation

This scenario clearly describes asupply chain attack, where the compromise occurs at the
vendor or manufacturing stage before the product reaches the customer. The attack
impacts many downstream organizations and sectors. SDLC attacks are focused on
software development life cycles, side-loading involves unauthorized app installations, and
remote code signing focuses on authenticating remote software, none of which fully
encapsulate the situation described.

[Reference:CompTIA SecurityX CAS-005, Domain 2.0: Assess vendor risks, including supply
chain compromises and mitigation strategies., ===========, , , ]

Questions # 10:

While performing threat-hunting functions, an analyst is using the Diamond Model of Intrusion
Analysis. The analyst identifies the likely adversary, the infrastructure involved, and the
target. Which of the following must the threat hunter document to use the model effectively?

Options:

 A.

Knowledge

 B.

Capabilities

 C.

Phase

 D.

Methodologies

Answer

B

Questions # 11:

A cybersecurity architect seeks to improve vulnerability management and orchestrate a large
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number of vulnerability checks. Key constraints include:

. There are 512 containerized microservices.

. Vulnerability data is sourced from multiple scanners.

. CIS baselines must be enforced.

. Scan activity must be scheduled.

Which of the following automation workflows best meets this objective?

Options:

 A.

Employing an endpoint data collection system

 B.

Deploying an XCCDF scanner

 C.

Utilizing CVSS reports for SOC analysts

 D.

Using a repository scanner to enforce laC security

Answer

B



Page 13 of 13

To Get Premium Files for CAS-005 Visit

https://www.certsmania.com/comptia/cas-005-practice

For More Free Questions Visit

https://www.certsmania.com/comptia/pdf/cas-005

https://www.certsmania.com/comptia/cas-005-practice
https://www.certsmania.com/comptia/pdf/cas-005

