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Questions # 1:

Refer to the exhibit.

port3 ~_>_port1 X
_ 10.0.1.254/24<::::;:\\ 10.200.1.1/24 i
Web client FortiGate Web server
10.0.1.10/24 10.200.1.254/24

FortiGate ¢ diagnose sniffer packet any "port 80" 4

filters=[port=680)

11.510058 port3 in 10.0.1.10.49255 -> 10.200.1.254.80: syn 697263124
11.760531 port3d in 10.0.1.10.49256 -> 10.200.1.254.80: syn 868017830
14.505371 port3 in 10.0:1.10.49255 -> 10.200.1.254.80: syn 697263124
14.755510 port3 1in 10.0.1.10.459256 ~-> 10.200.1.254.80: syn 868017830

In the network shown in the exhibit, the web client cannot connect to the HTTP web server.
The administrator runs the FortiGate built-in sniffer and gets the output shown in the exhibit.

What should the administrator do next, to troubleshoot the problem?

Options:

O A.

Execute a debug flow.

O B.

Capture the traffic using an external sniffer connected to partl.

O C.

Execute another sniffer on FortiGate, this time with the filter "hose 10.0.1.10".
O D.

Run a sniffer on the web server.

Answer

A
Explanation
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The sniffer output shows that packets from the web client are reaching the FortiGate and
being forwarded to the web server, but there is no indication that the web server is
responding. To troubleshoot this issue, executing a debug flow will help analyze the traffic
path and pinpoint where the problem might be occurring, such as a possible issue in
firewall policy or route settings that is causing the server not to respond correctly.

References:

FortiOS 7.4.1 Administration Guide: Troubleshooting network connectivity

Questions # 2:

Refer to the exhibit.

Firewall policies

1D Name Destination 1P Poo

[ tANtowAN @

Full Access ™ LAN (port3 & WAN (portl a-: B a @ aiways @ ALt v ACCEPT @ 1P Pox @& NAT

™ WAN (portl ]
Aliow_access = WAN (port M LAN (port Aa 0O Webserver (@ siways @ AL v ACCEPT © Disabled
- Webserver M WAN {port M LAN (port3 (4 B Webserver W aiways 0 ALl v ACCEPT © Disabled

[=) impiicit €
0 Implicit Deny 0O any 0 any B ai 0 an (8 aiways @ AL © DENY

Which statement about this firewall policy list is true?

Options:

O A.

The Implicit group can include more than one deny firewall policy.

O B.

The firewall policies are listed by ID sequence view.

O C.

The firewall policies are listed by ingress and egress interfaces pairing view.
O D.

LAN to WAN. WAN to LAN. and Implicit are sequence grouping view lists.
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Answer

D

Questions # 3:

Refer to the exhibits.

L

Network diagram
Local-FortiGate Remote-FortiGate
portd
WAN(port1) Routér ool 3. Skne WAN(port4)
10.200.1.1 10.200.3.1
LAN(port3) portt Y 1?”“30"_6.},

1 r 1 96 A
L0.0.1.£048

\ 10.0,1.10 10.0.2.10 SRR

Local-Client Remote-Client

NAT IP pool configuration

Name = External IP Range & Type ARP Reply &
® SNAT-Pool 10.200.1.49 - 10.200.1.49 Overload @ Enabled
® SNAT Remote 10.200.1.149 - 10.200.1.149 Overload @ Enabled
® SNAT-Remote1 10.200.1.99 - 10.200.1.99 Overload & Enabled

Firewall policy

D Name Source Destination Schedule Service Action IP Pool NAT

[=) ™ LAN (port3) -. 8 WAN (port1) @
2 TCP traffic 8 al E] REMOTE FORTIGATE @ always @ ALL TCP " ACCEPT @ SNAT-Pool @ NAT
é PING traffic g al 4 F ® always ) PING " ACCEPT ® SNAT Remotel @ NAT
7 IGMP traffic 0 an aan ® always Y 1cmp ' ACCEPT ® SNAT-Remote @ NAT

The exhibits show a diagram of a FortiGate device connected to the network, as well as the IP
pool configuration and firewall policy objects.

The WAN (portl) interface has the IP address10.200.1.1/24. The LAN (port3) interface has the
IPaddress10.0.1.254/24.

Which IP address will be used to source NAT (SNAT) the traffic, if the user on Local-Client
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(10.0.1.10) pings the IP address of Remote-FortiGate (10.200.3.1)?

Options:

O A.
10.200.1.1

O B.
10.200.1.149
O C.
10.200.1.99
O D.

10.200.1.49

Answer

Questions # 4:

Refer to the exhibit.
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IPsec tunnel configuration

HQ-FortiGate
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A network administrator is troubleshooting an IPsec tunnel between two FortiGate devices.
The administrator has determined that phase 1 failed to come up. The administrator has also
re-entered the pre-shared key on both FortiGate devices to make sure they match.

Based on the phase 1 configuration and the diagram shown in the exhibit, which two
configuration changes can the administrator make to bring phase 1 up? (Choose two.)

Options:

O A.

On HQ-FortiGate, disable Diffie-Helman group 2.

O B.

On Remote-FortiGate, set port2 as Interface.

O C.
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L )} v
X L) 1
15 e -
400

portl
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On both FortiGate devices, set Dead Peer Detection to On Demand.
O D.

On HQ-FortiGate, set IKE mode to Main (ID protection).

Answer

B, D
Explanation

Based on the phase 1 configuration and the diagram shown in the exhibit, the
administrator can make the following two configuration changes to bring phase 1 up:

B. On Remote-FortiGate, set port2 as Interface: The diagram indicates that port2 is
currently not selected under ‘Interface’ for Remote-FortiGate. Aligning this setting with
HQ-FortiGate, which has portl set as Interface, might resolve inconsistencies.

D. On HQ-FortiGate, set IKE mode to Main (ID protection): The current setting on HQ-
FortiGate is Aggressive for IKE mode, while Remote-FortiGate is set to Main mode.
Matching these settings may help in establishing phase 1 of the IPsec tunnel.

Questions # 5:

Refer to the exhibits, which show the firewall policy and an antivirus profile configuration.
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Edit Antivirus Profile

Name dotault

Comments Scan files and block viruses. Z 59 —cc

AntiVirus scan O € _ Monitor

Feature set m Proxcy -based

Inspected Protocals
HTTP @
SMTP &
POP3 @
IMAP &
TP &
CIFS ' ®

APT Protection Options

Treat Windows executables

inemall attachments & viruses

Send files to FortiSandbox for inspection ©® »
Send files 10 FortiNDR for inspection O »
Inciude mobile malware protection «
Quarantine O »

o L &

Virus Outbreak Prevention ©

Use FortiGuard outbreak prevention database (P
Use exaernal malware block list »
Use EMS theeat feed O “»
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Why is the user unable to receive a block replacement message when downloading an
infected file for the first time?

Options:

O A.

The intrusion prevention security profile must be enabled when using flow-based inspection
mode.

O B.

The option to send files to FortiSandbox for inspection is enabled.
O C.

The firewall policy performs a full content inspection on the file.
O D.

Flow-based inspection is used, which resets the last packet to the user.

Answer

D
Explanation

In flow-based inspection mode, FortiGate sends a reset (RST) packet to the client instead
of providing a replacement message, which causes the block message not to be displayed.

Questions # 6:

Which three pieces of information does FortiGate use to identify the hostname of the SSL
server when SSL certificate inspection is enabled? (Choose three.)

Options:

O A.

The host field in the HTTP header.
O B.

The server name indication (SNI) extension in the client hello message.
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O C.

The subject alternative name (SAN) field in the server certificate.
O D.

The subject field in the server certificate.

O E.

The serial number in the server certificate.

Answer

B,C, D
Explanation

When SSL certificate inspection is enabled on a FortiGate device, the system uses the
following three pieces of information to identify the hostname of the SSL server:

Server Name Indication (SNI) extension in the client hello message (B):The
SNI is an extension in the client hello message of the SSL/TLS protocol. It indicates
the hostname the client is attempting to connect to. This allows FortiGate to identify
the server's hostname during the SSL handshake.

Subject Alternative Name (SAN) field in the server certificate (C):The SAN
field in the server certificate lists additional hostnames or IP addresses that the
certificate is valid for. FortiGate inspects this field to confirm the identity of the
server.

Subject field in the server certificate (D):The Subject field contains the primary
hostname or domain name for which the certificate was issued. FortiGate uses this
information to match and validate the server’s identity during SSL certificate
inspection.

The other options are not used in SSL certificate inspection for hostname identification:

Host field in the HTTP header (A):This is part of the HTTP request, not the SSL
handshake, and is not used for SSL certificate inspection.

Serial number in the server certificate (E):The serial number is used for
certificate management and revocation, not for hostname identification.
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References

FortiOS 7.4.1 Administration Guide -SSL/SSH Inspection, page 1802.

FortiOS 7.4.1 Administration Guide -Configuring SSL/SSH Inspection Profile, page
1799.

Questions # 7:

An employee needs to connect to the office through a high-latency internet connection.

Which SSL VPN setting should the administrator adjust to prevent SSL VPN negotiation failure?

Options:

O A.

SSL VPN idle-timeout

O B.

SSL VPN login-timeout

O C.

SSL VPN dtls-hello-timeout
O D.

SSL VPN session-ttl

Answer

C
Explanation

For a high-latency internet connection, the SSL VPN setting that should be adjusted is:

C. SSL VPN dtls-hello-timeout:This setting determines how long the FortiGate will
wait for a DTLS hello message from the client. For high-latency connections,
increasing this timeout will prevent SSL VPN negotiation failures caused by delays in
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receiving the DTLS hello message.

The other options are not suitable:

A. SSL VPN idle-timeout:This setting controls the idle time allowed before a
session is terminated, which is not relevant to the initial connection establishment.

B. SSL VPN login-timeout:This setting controls the maximum time allowed for a
user to log in, but does not affect connection negotiation.

D. SSL VPN session-ttl:This setting controls the total time-to-live for an SSL VPN
session but does not directly address issues caused by high latency.

References

FortiOS 7.4.1 Administration Guide -SSL VPN Configuration, page 1415.

Questions # 8:

Which inspection mode does FortiGate use for application profiles if it is configured as a
profile-based next-generation firewall (NGFW)?

Options:

O A.

Full content inspection

O B.

Proxy-based inspection

O C.

Certificate inspection

O D.

Flow-based inspection
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Answer

D
Explanation

When FortiGate is configured in NGFW profile-based mode, it primarily uses flow-based
inspection for application profiles. Flow-based inspection provides faster processing and
lower latency by inspecting traffic in real-time without buffering, making it suitable for
scenarios where performance is a priority.

References:

FortiOS 7.4.1 Administration Guide: Inspection Modes

Questions # 9:

What are two features of the NGFW profile-based mode? (Choose two.)

Options:

O A.

NGFW profile-based mode can only be applied globally and not on individual VDOMs.
O B.

NGFW profile-based mode must require the use of central source NAT policy

O C.

NGFW profile-based mode policies support both flow inspection and proxy inspection.
O D.

NGFW profile-based mode supports applying applications and web filtering profiles in a firewall
policy.

Answer

C,D
Explanation

NGFW (Next Generation Firewall) profile-based mode in FortiGate allows policies to use
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both flow-based and proxy-based inspection modes, providing flexibility depending on
security and performance requirements. Additionally, profile-based mode supports
applying applications and web filtering profiles directly in a firewall policy, allowing
granular control over the traffic.

References:

FortiOS 7.4.1 Administration Guide: NGFW Mode Configuration

Questions # 10:

Refer to the exhibits, which show a diagram of a FortiGate device connected to the network.
VIP object configuration, and the firewall policy configuration.

Network diagram

WAN(port1) 10.200.3.1

i

g—

—
_—" LAN(port3)
- e 10.0.1.25%4
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VIP object configuration

Edit Virtual IP
Name Webserver
CD’I’HI‘I‘IEH'I‘.S l"l.'“-‘l.'.:[t' acomment.. //r:, Ufzss
Color @ Change
Network
Interface
Type Static NAT
External IP address/range @  10.200.1.10
Mapto
IPv4 address/range 10.0.1.10
(3 Optional Filters
& Port Forwarding
Protocol j[eizm UDP  SCTP  ICMP
Port Mapping Type Many to many
External serviceport @ 8080
Map to IPv4 port 80
Firewall policy configuration
Internet_Actess B LAN (port3) -~ wmj;xxm Bw g (@ always @ At v N:(TF:’T © NAT :
Allow_access M WAN (port1) ™ LAN (port3) B B Webserver (@ atways @ HTTRS " ACCEPT © Disabled '

TheWAN (portl)interface has the IP address10.200.1.1/24. TheLAN (port3)interface has the

IP address10.0.1.254/24.
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If the host10.200.3.1sends a TCP SYN packet on port 8080 t010.200.1.10, what will the source
address, destination address, and destination port of the packet be at the time FortiGate
forwards the packet to the destination?

Options:

O A.

10.0.1.254, 10.200.1.10, and 8080, respectively

O B.

10.0.1.254, 10.0.1.10, and 80, respectively

O C.

10.200.3.1, 10.0.1.10, and 80, respectively

O D.

10.200.3.1, 10.0.1.10, and 8080, respectively

Answer

C
Explanation

The source address remains 10.200.3.1 because FortiGate does not modify the source
address by default unless NAT is applied (which is disabled in the policy).

The destination address is translated to 10.0.1.10 by the VIP (Virtual IP) object, as this is
the internal server address mapped to the external IP 10.200.1.10.

The destination port is translated from 8080 to 80 as per the port forwarding rule
configured in the VIP object.

Questions # 11:

There are multiple dial-up IPsec VPNs configured in aggressive mode on the HQ FortiGate. The
requirement is to connect dial-up users to their respective department VPN tunnels.

Which phase 1 setting you can configure to match the user to the tunnel?
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Options:

O A.

Peer ID

O B.

Local Gateway

O C.

Dead Peer Detection
O D.

IKE Mode Config

Answer

A
Explanation

When using multiple dial-up IPsec VPNs in aggressive mode, the Peer ID setting in Phase 1
can be used to distinguish between different VPN tunnels. Each dial-up user or department
can be assigned a unique Peer ID, allowing the FortiGate to match the incoming VPN
request to the correct tunnel based on the Peer ID value.
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