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Questions # 1:

Which group type can have members added directly from the FortiNAC Control Manager?

Options:

 A.

Administrator

 B.

Device

 C.

Port

 D.

Host

Answer

A

Questions # 2:

With enforcement for network access policies and at-risk hosts enabled, what will happen if a
host matches a network access policy and has a state of "at risk"?

Options:

 A.

The host is provisioned based on the default access defined by the point of connection.

 B.

The host is provisioned based on the network access policy.

 C.

The host is isolated.
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 D.

The host is administratively disabled.

Answer

C
Explanation

https://training.fortinet.com/pluginfile.php/1912463/mod_resource/content/26/FortiNAC_7.
2_Study_Guide-Online.pdf C. Page 327 - moved to the quarantine isolation network

Questions # 3:

Where do you look to determine when and why the FortiNAC made an automated network
access change?

Options:

 A.

The Event view

 B.

The Port Changes view

 C.

The Connections view

 D.

The Admin Auditing view

Answer

B
Explanation

[Reference:https://docs.fortinet.com/document/fortigate/6.2.3/cookbook/536166/viewing-e
vent-logs, , Study Guide p. 356: Any time FortiNAC changes network access for an
endpoint, the change is documented on the Port Changes view. This provides an
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administrator with valuable information when validating control configurations and
enforcement., ]

Questions # 4:

Which three circumstances trigger Layer 2 polling of infrastructure devices? (Choose three.)

Options:

 A.

Manual polling

 B.

Scheduled poll timings

 C.

A failed Layer 3 poll

 D.

A matched security policy

 E.

Linkup and Linkdown traps

Answer

A, B, E

Questions # 5:

By default, if after a successful Layer 2 poll, more than 20 endpoints are seen connected on a
single switch port simultaneously, what happens to the port?

Options:

 A.

The port becomes a threshold uplink
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 B.

The port is disabled

 C.

The port is added to the Forced Registration group

 D.

The port is switched into the Dead-End VLAN

Answer

A

Questions # 6:

Refer to the exhibit.
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If a host is connected to a port in the Building 1 First Floor Ports group, what must also be true
to match this user/host profile?

Options:

 A.

The host must have a role value of contractor, an installed persistent agent or a security
access value of contractor, and be connected between 6 AM and 5 PM.

 B.

The host must have a role value of contractor or an installed persistent agent, a security
access value of contractor, and be connected between 9 AM and 5 PM.

 C.

The host must have a role value of contractor or an installed persistent agent and a security
access value of contractor, and be connected between 6 AM and 5 PM.

 D.
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The host must have a role value of contractor or an installed persistent agent or a security
access value of contractor, and be connected between 6 AM and 5 PM.

Answer

D

Questions # 7:

What would happen if a port was placed in both the Forced Registration and the Forced
Remediation port groups?

Options:

 A.

Only rogue hosts would be impacted.

 B.

Both enforcement groups cannot contain the same port.

 C.

Only al-risk hosts would be impacted.

 D.

Both types of enforcement would be applied.

Answer

B
Explanation

[Reference:https://docs.fortinet.com/document/fortinac/8.3.0/administration-guide/837785
/system-groups, ]

Questions # 8:

An administrator is configuring FortiNAC to manage FortiGate VPN users. As part of the
configuration, the administrator must configure a few FortiGate firewall policies.
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What is the purpose of the FortiGate firewall policy that applies to unauthorized VPN clients?

Options:

 A.

To deny access to only the production DNS server

 B.

To allow access to only the FortiNAC VPN interface

 C.

To allow access to only the production DNS server

 D.

To deny access to only the FortiNAC VPN interface

Answer

B

Questions # 9:

View the command and output shown in the exhibit.
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What is the current state of this host?

Options:

 A.

Rogue

 B.

Registered

 C.

Not authenticated

 D.

At-Risk

Answer
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C

Questions # 10:

How are logical networks assigned to endpoints?

Options:

 A.

Through device profiling rules

 B.

Through network access policies

 C.

Through Layer 3 polling configurations

 D.

Through FortiGate IPv4 policies

Answer

B

Questions # 11:

Refer to the exhibit.

Considering the host status of the two hosts connected to the same wired port, what will
happen if the port is a member of the Forced Registration port group?
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Options:

 A.

The port will be provisioned for the normal state host, and both hosts will have access to that
VLAN.

 B.

The port will not be managed, and an event will be generated.

 C.

The port will be provisioned to the registration network, and both hosts will be isolated.

 D.

The port will be administratively shut down.

Answer

C

Questions # 12:

Which three are components of a security rule? (Choose three.)

Options:

 A.

Methods

 B.

Security String

 C.

Trigger

 D.

User or host profile

 E.

Action
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Answer

C, D, E

Questions # 13:

By default, if more than 20 hosts are seen connected on a single port simultaneously, what will
happen to the port?

Options:

 A.

The port is switched into the Dead-End VLAN.

 B.

The port becomes a threshold uplink.

 C.

The port is disabled.

 D.

The port is added to the Forced Registration group.

Answer

B
Explanation

Admin Guide p. 754: Threshold Uplink—The Uplink mode has been set as Dynamic and
FortiNAC has determined that the number of MAC addresses on the port exceeds the
System Defined Uplink count. All hosts read on this port are ignored.

Questions # 14:

View the command and output.
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What is the state of database replication?

Options:

 A.

Secondary to primary synchronization failed.

 B.

Primary to secondary synchronization failed.

 C.

Secondary to primary synchronization was successful.

 D.

Primary to secondary database synchronization was successful.

Answer

D
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