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Questions # 1:

A technology enterprise is setting up an identity solution with an external vendors wellness
application for its employees. The user attributes need to be returned to the wellness
application in an ID token.

Which authentication mechanism should an identity architect recommend to meet the

requirements?

Options:

O A.

User Agent Flow

O B.

OpenID Connect

O C.

JWT Bearer Token Flow
O D.

Web Server Flow

Answer

B
Explanation

If the external wellness application needs user attributes returned in an ID token, the
mechanism must be OpenID Connect. OIDC extends OAuth with identity semantics and
introduces the ID token as the standard carrier for authenticated user information. A plain
user-agent or web-server OAuth flow by itself does not guarantee an ID token, because
OAuth alone is about authorization, not identity. JWT bearer flow is also for noninteractive
token exchange, not end-user identity assertion to a relying party. The architecture
requirement points directly to the artifact being requested: an ID token. In Salesforce
identity design, once the requirement says “return attributes in an ID token,” the answer
is to use OpenID Connect. This is why option B is the best answer in Salesforce terms.

Questions # 2:

Page 2 of 18




An Identity and Access Management (IAM) architect is tasked with unifying multiple B2C
Commerce sites and an Experience Cloud community with a single identity. The solution needs
to support more than 1,000 logins per minute.

What should the IAM Architect do to fulfill this requirement?

Options:
O A.

Create a default account for capturing all ecommerce contacts registered on the community
because personAccount is not supported for this case.

O B.
Confirm performance considerations with Salesforce Customer Support due to high peaks.
O C.

Configure community as a Security Assertion Markup Language (SAML) identity provider and
enable Just-In-Time Provisioning to B2C Commerce.

O D.

Configure both the community and the commerce sites as OAuth2 RPs (relying party) with an
external identity provider.

Answer

B
Explanation

When a single identity design must support very high external login volumes, performance
becomes part of the architecture, not just feature selection. Salesforce Experience Cloud
and identity features can support large-scale CIAM scenarios, but official guidance
encourages validating expected login peaks and performance assumptions with Salesforce
for unusually high throughput requirements. That is especially important when the
solution spans communities and commerce experiences and expects more than a
thousand logins per minute. The question is not just whether the platform supports
federation, Person Accounts, or an external identity provider; it is whether the design has
been reviewed for operational scale. Confirming performance considerations with
Salesforce is therefore the prudent architectural step before finalizing the rollout model.
This is why option B is the best answer in Salesforce terms.
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Questions # 3:

A leading fitness tracker company is getting ready to launch a customer community. The
company wants its customers to login to the community and connect their fitness device to
their profile. Customers should be able to obtain exercise details and fitness recommendation
in the community.

Which should be used to satisfy this requirement?

Options:

O A.

Named Credentials
O B.

Login Flows

O C.

OAuth Device Flow
O D.

OAuth Asset Token flow

Answer

D
Explanation

The OAuth 2.0 Asset Token Flow is Salesforce’s purpose-built answer for connected
devices and loT-style integrations. It is designed for assets that need to act on behalf of a
physical device or asset record rather than a human user. That makes it the correct fit for
sensors, GPS trackers, or smart devices that must securely post telemetry or create
service actions in Salesforce. User-agent, web-server, or username-password flows are
built around user identity or generic application access, not around a registered
device/asset relationship. The architectural advantage of the asset token model is that it
ties the authorization context back to the asset, which is exactly what you want when the
platform must know which device generated the event or maintenance alert. This is why
option D is the best answer in Salesforce terms.

Questions # 4:
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Northern Trail Outfitters (NTO) recently purchased Salesforce Identity Connect to streamline
user provisioning across Microsoft Active Directory (AD) and Salesforce Sales Cloud.

NTO has asked an identity architect to identify which Salesforce security configurations can
map to AD permissions.

Which three Salesforce permissions are available to map to AD permissions?

Choose 3 answers

Options:

O A.

Sharing Rules

O B.

Public Groups

O C.

Permission Set License
O D.

Roles

O E.

Profiles and Permission Sets

Answer

B,D, E
Explanation

Identity Connect can synchronize several Salesforce security constructs from Active
Directory-driven administration, particularly the identity and authorization artifacts
attached to users. Profiles and permission sets are directly relevant because they define
user capabilities in Salesforce. Roles also matter because they shape record access and
hierarchy behavior. Public groups can participate in permission design and assignment
patterns as well. By contrast, sharing rules and permission set licenses are not the core
mapping focus in the same way. The main architectural takeaway is that Identity Connect
is about translating directory-based user management into Salesforce access structures,
especially those that determine who a user is, what they can do, and where they sit in the
org’s access model. This is why options B, D, E work together as the correct solution.
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Questions # 5:

Which two things should be done to ensure end users can only use single sign-on (SSO) to
login in to Salesforce?

Choose 2 answers

Options:

O A.

Enable My Domain and select " Prevent login from https://login.salesforce.com " .
O B.

Request Salesforce Support to enable delegated authentication.

O C.

Once SSO is enabled, users are only able to login using Salesforce credentials.

O D.

Assign user " Is Single Sign-On Enabled " permission via profile or permission set.

Answer

A, D
Explanation

If the organization wants users to sign in only through SSO and not by entering credentials
at login.salesforce.com, two standard controls are used together. My Domain can be
configured to prevent login from the generic Salesforce login page, forcing users onto the
org-specific authentication entry point. In addition, the user can be marked as “Is Single
Sign-On Enabled,” which prevents password-based Salesforce login for that user. Those
two controls reinforce each other: one redirects the entry point, and the other removes
the fallback credential path. Delegated authentication is not required just to enforce SSO,
and simply enabling SSO never means Salesforce credentials stop working automatically.
The architecture goal is to remove non-SSO login paths deliberately. This is why options A,
D work together as the correct solution.

Questions # 6:
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A global fitness equipment manufacturer uses Salesforce to manage its sales cycle. The
manufacturer has a custom order fulfillment app that needs to request order data from

Salesforce. The order fulfillment app needs to integrate with the Salesforce API using OAuth
2.0 protocol.

What should an identity architect use to fulfill this requirement?

Options:

O A.

OAuth Token

O B.

Genre Age Integration

O C.

Authentication Providers
O D.

Connected App and OAuth Scopes

Answer

D
Explanation

To integrate an external application with Salesforce by using OAuth 2.0, the architect
generally needs a connected app and the right OAuth scopes. The connected app defines
the trust relationship and client identity, while the scopes specify what access the app can
request, such as APl access or refresh-token capability. Authentication providers solve
inbound sign-in from an external identity source, which is a different use case. A vague
“OAuth token” is the result of the configuration, not the administrative construct you build
first. The important architecture principle is that OAuth access to Salesforce starts with a
connected app. Without that, the external order-fulfillment application has no registered
client identity or scope model for calling Salesforce APIs. This is why option D is the best
answer in Salesforce terms.

Questions # 7:

Northern Trail Outfitters (NTO) leverages Microsoft Active Directory (AD) for management of
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employee usernames, passwords, permissions, and asset access. NTO also owns a third-party
single sign-on (SSO) solution. The third-party party SSO solution is used for all corporate
applications, including Salesforce.

NTO has asked an architect to explore Salesforce Identity Connect for automatic provisioning
and deprovisioning of users in Salesforce.

What role does Identity Connect play in the outlined requirements?

Options:

O A.

Single Sign-On
O B.

Identity Provider
O C.

Service Provider
O D.

User Management

Answer

D
Explanation

Identity Connect can synchronize several Salesforce security constructs from Active
Directory-driven administration, particularly the identity and authorization artifacts
attached to users. Profiles and permission sets are directly relevant because they define
user capabilities in Salesforce. Roles also matter because they shape record access and
hierarchy behavior. Public groups can participate in permission design and assignment
patterns as well. By contrast, sharing rules and permission set licenses are not the core
mapping focus in the same way. The main architectural takeaway is that Identity Connect
is about translating directory-based user management into Salesforce access structures,
especially those that determine who a user is, what they can do, and where they sit in the
org’s access model. This is why option D is the best answer in Salesforce terms.

Questions # 8:
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Northern Trail Outfitters (NTO) has an existing business-to-consumer (B2C) website that does
NOT support single sign-on standards, such as Security Assertion Markup Language (SAML) or
OAuth. NTO wants to use Salesforce Identity to register and authenticate new customers on
the website.

Which three Salesforce features should an Identity architect use in order to provide social
sign-in capabilities for the website?

Choose 3 answers

Options:

O A.

Connected Apps

O B.

Authentication Providers
O C.

Delegated Authentication
O D.

Embedded Login

O E.

Identity Connect

Answer

A, B, D
Explanation

For a website that doesn’t natively speak SAML or OAuth but still wants Salesforce-backed
social sign-in, the architecture typically combines authentication providers with Embedded
Login, and the integration is supported through the connected app framework around
Salesforce Identity. Authentication providers establish trust with the social sources, while
Embedded Login brings the Salesforce-controlled sign-in experience into the existing site.
Delegated Authentication is for username/password validation against an external system
and doesn’t provide social sign-in. Identity Connect is also unrelated because it is aimed at
directory synchronization. The key architectural move is to let Salesforce handle the
identity transaction and present that capability inside the existing website, rather than
trying to make the legacy site implement standards it doesn’t already support. This is why
options A, B, D work together as the correct solution.
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Questions # 9:

Universal Containers uses Salesforce as an identity provider and Concur as the Employee
Expense management system. The HR director wants to ensure Concur accounts for
employees are created only after the appropriate approval in the Salesforce org.

Which three steps should the identity architect use to implement this requirement.

Choose 3 answers

Options:

O A.

Create an approval process for a custom object associated with the provisioning flow.
O B.

Create an approval process for UserProvisioningReguest object associated with the
provisioning flow.

O C.

Create a connected app for Concur in Salesforce.
O D.

Enable User Provisioning for the connected app.
O E.

Create an approval process for User object associated with the provisioning flow.

Answer

B,C,D
Explanation

Salesforce connected-app user provisioning can be combined with internal approval so
downstream accounts are created only after the right business authorization is complete.
The connected app must have user provisioning enabled, and the target application must
be represented as a connected app in Salesforce. To control timing, the approval process
should be associated with the provisioning request object that participates in the
provisioning lifecycle rather than with the generic User object. That allows the
organization to hold or approve the provisioning action itself. This pattern is useful when
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HR or compliance wants a formal checkpoint before external accounts are created. The
architecture separates identity eligibility from final outbound provisioning execution. This
is why options B, C, D work together as the correct solution.

Questions # 10:

Northern Trail Outfitters wants to implement a partner community. Active community users
will need to review and accept the community rules, and update key contact information for
each community member before performing any further operation on the portal.

Which approach will meet this requirement?

Options:
O A.

Create a custom landing page and email campaign asking all community members to login
and verify their data.

O B.

Add a banner to the community Home page asking users to update their profile and accept
the new community rules.

O C.
Create tasks for users who need to update their data or accept the new community rules.
O D.

Create a login flow that conditionally prompts users who have not accepted the new
community rules and who have missing or outdated information.

Answer

D
Explanation

Salesforce login flows are designed to interrupt the sign-in journey and collect information,
present screens, or enforce conditions before the user reaches the destination app or site.
In this case, the requirement is conditional and mandatory: users must accept updated
rules and complete missing profile data before doing anything else. A login flow is stronger
than a banner, task, or email campaign because it runs at authentication time and can
branch based on user data. That makes it suitable for compliance-style steps such as
terms acceptance, privacy notices, or profile completion. The architect can evaluate user
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fields, display the required screen only when needed, and block progress until the data
and acknowledgment are captured. This is why option D is the best answer in Salesforce
terms.

Questions # 11:

When designing a multi-branded Customer Identity and Access Management solution on the
Salesforce Platform, how should an identity architect ensure a specific brand experience in
Salesforce is presented?

Options:

O A.

The Experience ID, which can be included in OAuth/Open ID flows and Security Assertion
Markup Language (SAML) flows as a URL parameter.

O B.

The Audience ID, which can be set in a shared cookie.

O C.

Add a custom parameter to the service provider’'s OAuth/SAML call and implement logic on its
login page to apply branding based on the parameters value.

O D.

Provide a brand picker that the end user can use to select its sub-brand when they arrive on
Salesforce.

Answer

A
Explanation

Salesforce supports dynamic branding for Experience Cloud login journeys through the
Experience ID parameter. The Experience ID tells Salesforce which branded experience to
render, allowing a single identity implementation to serve multiple brands or sub-brands
without building separate authentication stacks. This is more scalable than asking users to
pick a brand after arrival or inventing custom parameters and branding logic outside the
standard experience framework. It also works cleanly with OAuth and SAML-based sign-in
patterns, which is why it is commonly recommended in multi-brand CIAM designs. When
the requirement is to reliably present the correct branded Salesforce experience during
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login, the Experience ID is the built-in mechanism intended for that routing and
presentation layer. This is why option A is the best answer in Salesforce terms.

Questions # 12:

type).

Choose 3 answers

Options:

O A.

Verification URL

O B.

Authentication Token
O C.

Scopes

O D.

Access Token

O E.

Client Secret

Universal Containers is creating a web application that will be secured by Salesforce Identity
using the OAuth 2.0 Web Server Flow (this flow uses the OAuth 2.0 authorization code grant

Which three OAuth concepts apply to this flow?

Answer

C, D E
Explanation

In the OAuth 2.0 web server flow, the main concepts are scopes, an access token, and a
client secret. This is the authorization-code pattern for confidential web applications, so
the server-side client can safely hold the client secret and exchange the authorization
code for an access token. Verification URLs and generic “authentication tokens” are not
the defining exam concepts here. Salesforce documentation emphasizes that the web

Page 13 of 18



server flow is appropriate when the application can securely store secrets and needs to
access APIs on behalf of the user. That is why the flow combines requested scopes, a
confidential client, and a token issued after the secure code exchange. Those are the
concepts that matter most when reasoning about this flow. This is why options C, D, E
work together as the correct solution.

Questions # 13:

Universal Containers (UC) uses Salesforce for its customer service agents. UC has a
proprietary system for order tracking which supports Security Assertion Markup Language
(SAML) based single sign-on. The VP of customer service wants to ensure only active
Salesforce users should be able to access the order tracking system which is only visible
within Salesforce.

What should be done to fulfill the requirement?

Choose 2 answers

Options:

O A.

Set up the Corporate Identity store as an identity provider (IdP) for Order Tracking.

O B.

Customize Order Tracking to initiate a REST call to validate users in Salesforce after login.
O C.

Setup Salesforce as an identity provider (IdP) for Order Tracking.

O D.

Setup Order Tracking as a Canvas app in Salesforce to POST IdP initiated SAML assertion.

Answer

C, D
Explanation

If the order-tracking application supports SAML SSO and should only be accessible to
active Salesforce users from inside Salesforce, the clean approach is to make Salesforce
the identity provider and expose the app through Salesforce as a Canvas-style embedded
experience or equivalent app launch pattern. Using Salesforce as the IdP ensures that only
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valid Salesforce users can obtain the SAML identity needed to enter the external system. A
separate corporate identity store or a custom REST validation step introduces more
moving parts than needed. The architectural goal is to let Salesforce govern access to the
application that is surfaced from within Salesforce. That points to Salesforce-led federation
and an in-platform application entry point. This is why options C, D work together as the
correct solution.

Questions # 14:

An Enterprise is using a Lightweight Directory Access Protocol (LDAP) server as the only point
for user authentication with a username/password. Salesforce leverages delegated
authentication to integrate with the LDAP.

How can end users change their password?

Options:

O A.

Users can change it on the enterprise LDAP authentication portal.

O B.

Users can click on the " Forgot your Password " link on the Salesforce.com login page.
O C.

Users can request the Salesforce Admin to reset their password.

O D.

Users once logged in, can go to the Change Password screen in Salesforce.

Answer

A
Explanation

In delegated authentication, Salesforce hands off password validation to the external
system that owns the credentials. Because the password is not managed by Salesforce,
the user must change that password in the enterprise authentication source, such as the
LDAP or SSO portal. Salesforce reset links and in-app change-password pages are not
authoritative in that model. This is a common exam theme: once credential management
is delegated, the downstream service does not become the place where users administer
those credentials. The architectural boundary matters. Salesforce still consumes the
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authentication result, but the source system retains responsibility for password storage,

password policy, and password changes. Therefore the end-user password-management
experience belongs to the external identity store. This is why option A is the best answer
in Salesforce terms.

Questions # 15:

Northern Trail Outfitters (NTO) is launching a new sportswear brand on its existing consumer
portal built on Salesforce Experience Cloud. As part of the launch, emails with promotional
links will be sent to existing customers to log in and claim a discount. The marketing manager
would like the portal dynamically branded so that users will be directed to the brand link they
clicked on; otherwise, users will view a recognizable NTO-branded page.

The campaign is launching quickly, so there is no time to procure any additional licenses.
However, the development team is available to apply any required changes to the portal.

Which approach should the identity architect recommend?

Options:

O A.

Create a full audience to replicate the portal and set up these the branding accordingly.

O B.

Use tutorials to build the new brand site and embedded login for some identities.

O C.

Configure an additional community site on the same way that is dedicated for the new brand.
O D.

Implement Experiences ID in the code and extend the URLs and endpoints, as required.

Answer

D
Explanation

Dynamic branding in Experience Cloud relies on the Experience ID, sometimes carried as
the expid parameter or equivalent placeholder in the URL, so Salesforce can render the
right login experience for the selected brand. This is the scalable way to vary the look and
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feel without duplicating entire identity stacks. The community template choice can matter
because not every template exposes branding capabilities the same way, but the central
concept is still the Experience ID. External CMS tools are not required just to route the
login experience by brand. From an architecture standpoint, this keeps the login
framework centralized while letting the entry experience adapt to whichever brand,

campaign, or sub-experience the user selected before authentication. This is why option D
is the best answer in Salesforce terms.
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