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Questions # 1:

In handling computer-related incidents, which IT role should be responsible for recovery,
containment, and prevention to constituents?

Options:

 A.

Security Administrator

 B.

Network Administrator

 C.

Director of Information Technology

 D.

Director of Administration

Answer

B

Questions # 2:

Which code does the FAT file system use to mark the file as deleted?

Options:

 A.

ESH

 B.

5EH

 C.

H5E
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 D.

E5H

Answer

D

Questions # 3:

What does the part of the log, “% SEC-6-IPACCESSLOGP”, extracted from a Cisco router
represent?

Options:

 A.

The system was not able to process the packet because there was not enough room for all of
the desired IP header options

 B.

Immediate action required messages

 C.

Some packet-matching logs were missed because the access list log messages were rate
limited, or no access list log buffers were available

 D.

A packet matching the log criteria for the given access list has been detected (TCP or UDP)

Answer

D

Questions # 4:

Which of the following is a database in which information about every file and directory on an
NT File System (NTFS) volume is stored?
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Options:

 A.

Volume Boot Record

 B.

Master Boot Record

 C.

GUID Partition Table

 D.

Master File Table

Answer

D

Questions # 5:

Davidson Trucking is a small transportation company that has three local offices in Detroit
Michigan. Ten female employees that work for the company have gone to an attorney
reporting that male employees repeatedly harassed them and that management did nothing
to stop the problem. Davidson has employee policies that outline all company guidelines,
including awareness on harassment and how it will not be tolerated. When the case is brought
to court, whom should the prosecuting attorney call upon for not upholding company policy?

Options:

 A.

IT personnel

 B.

Employees themselves

 C.

Supervisors

 D.
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Administrative assistant in charge of writing policies

Answer

C

Questions # 6:

What is the first step taken in an investigation for laboratory forensic staff members?

Options:

 A.

Packaging the electronic evidence

 B.

Securing and evaluating the electronic crime scene

 C.

Conducting preliminary interviews

 D.

Transporting the electronic evidence

Answer

B

Questions # 7:

Which of the following are small pieces of data sent from a website and stored on the user’s
computer by the user’s web browser to track, validate, and maintain specific user information?

Options:

 A.

Temporary Files
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 B.

Open files

 C.

Cookies

 D.

Web Browser Cache

Answer

C

Questions # 8:

What encryption technology is used on Blackberry devices Password Keeper?

Options:

 A.

3DES

 B.

AES

 C.

Blowfish

 D.

RC5

Answer

B

Questions # 9:
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Jacob is a computer forensics investigator with over 10 years experience in investigations and
has written over 50 articles on computer forensics. He has been called upon as a qualified
witness to testify the accuracy and integrity of the technical log files gathered in an
investigation into computer fraud. What is the term used for Jacob testimony in this case?

Options:

 A.

Justification

 B.

Authentication

 C.

Reiteration

 D.

Certification

Answer

B

Questions # 10:

Watson, a forensic investigator, is examining a copy of an ISO file stored in CDFS format. What
type of evidence is this?

Options:

 A.

Data from a CD copied using Windows

 B.

Data from a CD copied using Mac-based system

 C.

Data from a DVD copied using Windows system
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 D.

Data from a CD copied using Linux system

Answer

A
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