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Questions # 1:

Refer to the exhibit.

config system sdwan
config health check
edit ™DNS"
set server W“4_.2.2_1" ™4.2_2.2"
set detect-mode active
set protocol ping
set embed-measured-health enable
set members 3 4
config sla
edit 1
set link-cost—-factor latency
set latency-threshold 100
end
next
end
end

The exhibit shows the health-check configuration on a FortiGate device used as a spoke. You
notice that the hub FortiGate doesn’t prioritize the traffic as expected.

Which two configuration elements should you check on the hub? (Choose two.)

Options:

O A.

The performance SLA has the parameter priority-out-sla configured.
O B.

This performance SLA uses the same members.

O C.

The performance SLA uses the same criteria.

O D.

The performance SLA is configured with set embedded-measure accept.
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Answer

C, D
Explanation

The hub must use a performance SLA with the same criteria as the spoke's health check.
The spoke's health check is using ping (protocol ping) and measuring latency (link-cost-
factor latency). For the hub to use the data sent by the spoke, its performance SLA must
be configured to measure the same metrics. If the hub is looking for jitter or packet loss, it
will not use the latency data sent by the spoke.

When a spoke sends embedded health data, the hub FortiGate must be configured to
receive and use it. This is done by setting set embedded-measure accept within the
performance SLA configuration on the hub. This setting explicitly tells the hub to trust and
use the performance metrics received from the remote FortiGate (the spoke). Without this
setting, the hub will likely ignore the embedded health data and rely on its own health
checks, which could lead to incorrect traffic prioritization.

Questions # 2:

(Refer to the exhibits.
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The SD-WAN zones and members configuration of two branch devices are shown. The two
branch devices are part of the same hub-and-spoke topology and connect to the same hub.
The devices are configured to allow Auto-Discovery VPN (ADVPN). The configuration on the
hub allows the initial communication between the two spokes.

When traffic flows require it, between which interfaces can the devices establish shortcuts?
Choose one answer.)

Options:

O A.

Any interface in the overlay zones

O B.

Interface connected to HUB only

O C.

Between T3 on Branch-A and TC on Branch-B

O D.
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Between T2 on Branch-A and TA on Branch-B

Answer
D
Explanation

From the exhibit, both branches have an SD-WAN zone named overlay with set advpn-
select enable, and each SD-WAN member in that zone is assigned a transport-group
value.

Branch-A members:

T1 - transport-group 1
T2 - transport-group 1

T3 - transport-group 2

Branch-B members:

TA - transport-group 1

TB - transport-group 2

TC - transport-group 3
In FCSS SD-WAN 7.6 ADVPN design, transport-group is used to constrain which
underlays are allowed to form ADVPN shortcuts with each other. A spoke can

establish an ADVPN shortcut only between interfaces that belong to the same transport-
group on both sides. This prevents building shortcuts across dissimilar transports.

Evaluating the options:
Option D (T2 on Branch-A with transport-group 1 and TA on Branch-B with transport-
group 1) is a valid shortcut pairing.

Option C is not valid because T3 is transport-group 2 while TC is transport-group 3,
so they are not permitted to form a shortcut.

Option A is incorrect because not all overlay-zone interfaces are eligible; eligibility is
restricted by transport-group matching.

Option B is incorrect because ADVPN shortcuts are spoke-to-spoke tunnels
(facilitated by the hub), not limited to “interfaces connected to hub only.”
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Therefore, the valid shortcut pairing listed is between T2 on Branch-A and TA on
Branch-B, which corresponds to Option D.

Questions # 3:

You have configured the performance SLA with the probe mode as Prefer Passive.

What are two observable impacts of this configuration? (Choose two.)

Options:

O A.

FortiGate passively monitors the member if TCP traffic is passing through the member.
O B.

After FortiGate switches to active mode, the SLA performance rule falls back to passive
monitoring after 3 minutes.

O C.

FortiGate passively monitors the member if ICMP traffic is passing through the member.
O D.

During passive monitoring, the SLA performance rule cannot detect dead members.

O E.

FortiGate can offload the traffic that is subject to passive monitoring to hardware.

Answer

A, D
Explanation

In FortiOS 7.6, when a Performance SLA probe mode is set to Prefer Passive, FortiGate
attempts to measure link performance using passive monitoring first, based on real
user traffic. Only when passive monitoring is not possible does FortiGate temporarily fall
back to active probing.

With Prefer Passive, FortiGate passively monitors TCP traffic flowing through the SD-
WAN member to calculate SLA metrics such as latency, jitter, and packet loss. This
behavior directly matches option A.
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During passive monitoring, FortiGate relies on observed traffic to infer link health.
Because no synthetic probes are sent, a completely dead link (with no traffic
passing) cannot be detected by the SLA during passive mode. As a result, dead members
may not be immediately detected, which makes option D correct.

Option B is incorrect because there is no fixed 3-minute timer defined in FortiOS 7.6
that forces a return from active probing back to passive monitoring.

Option C is incorrect because passive SLA monitoring is based on TCP traffic, not
ICMP traffic. ICMP is used for active probing, not passive monitoring.

Option E is incorrect because traffic subject to passive SLA monitoring cannot be
offloaded to hardware. Passive SLA measurement requires software inspection of
packets, which prevents NPU offloading.

Therefore, the two correct observable impacts of configuring the probe mode as Prefer
Passive are A and D.

Questions # 4:

(Refer to the exhibits.
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SD-WAN overlay template advanced settings

Advanced s~

Overlay Network

Loopback IP Address

10.200.99.252/255.255.255.0

10.200.99.0/255.255.255.0

BGP-AS Number 65000
BGP on Loopback @ J
Dynamic BGP O
Route Reflection ® ]
Auto-Discovery VPN B Legacy ADVPN20
Segmentation Over Single Overlay @ @ J

Underlay and network advertisement configuration

B3 Secondary HUB = Cost

Underlay # Private Link @ Owvernde IPO Action
WAN Underlay 1 (g Q@ porti D x +
WAN Underlay 2 ¢ @ port2 x +

MNetwork Advertisement Stahc
= Interface Action
Interface 1 G ports X +

The SD-WAN overlay template advanced settings and the underlay and network
advertisement settings are shown. These are the configurations for the secondary hub of a
dual-hub SD-WAN topology created with the FortiManager SD-WAN overlay orchestrator.

Which two conclusions can you draw from the information shown in the exhibits? Choose two
answers.)

Options:

O A.

FortiManager will define port2 as a BGP neighbor.

O B.

FortiManager will create an overlay tunnel on the port2 interface.

O C.
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FortiManager will create an overlay tunnel on the portl interface.

O D.

FortiManager will define port5 as a BGP neighbor.

Answer

B, C
Explanation

From the Underlay and network advertisement configuration exhibit for the
Secondary HUB:

Under Underlay, the template explicitly lists:

WAN Underlay 1 = portl

WAN Underlay 2 = port2

In FortiManager SD-WAN Overlay Orchestrator, underlay interfaces selected for a hub are
the transports used to build the overlay IPsec tunnels (one overlay per underlay, per
peer as defined by the template). Because both portl and port2 are configured as
underlays, FortiManager will build overlay tunnels over both underlay links. That supports:

Option C (overlay tunnel on portl)

Option B (overlay tunnel on port2)
For the BGP neighbor options:

The Network Advertisement section shows Interface 1 = port5, which indicates
a LAN/internal interface whose connected or static networks may be advertised into
the overlay routing domain. This does not make port5 a BGP neighbor interface; it is
the interface whose routes are being advertised.

The template indicates Dynamic BGP is enabled. In Overlay Orchestrator designs,
BGP neighbor relationships are formed across the overlay tunnel interfaces /
overlay endpoints, not directly on the raw underlay interfaces (portl/port2) and
not on the advertised LAN interface (port5). Therefore, options A and D are not valid
conclusions from what is shown.

So, the two correct conclusions are B and C.
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Questions # 5:

As an IT manager for a healthcare company, you want to delegate the installation and
management of your SD-WAN deployment to a managed security service provider (MSSP).
Each site must maintain direct internet access and ensure that it is secure. You expected
significant traffic flow between the sites and want to delegate as much of the network
administration and management as possible to the MSSP.

Which two MSSP deployment blueprints best address the customer’s requirements? (Choose
two.)

Options:

O A.

Use a shared hub at the MSSP premises with a dedicated VDOM for the new customer, and
install the spokes at the customer premises.

O B.

Use a shared hub at the MSSP premises and a dedicated hub at the customer premises and
install the spokes at the customer premises.

O C.

Install a dedicated hub at the MSSP premises for the new customer, and install the spokes at
the customer premises.

O D.

Install the hub and spokes at the customer premises and enable the MSSP to manage the SD-
WAN deployment using FortiManager with a dedicated ADOM.

Answer

A C
Explanation

Hosting the hub at the MSSP centralizes installation, security, and ongoing management
while each site (spoke) keeps local DIA. This can be done multi-tenant with a shared hub
using a dedicated VDOM or with a fully dedicated hub per customer for stricter isolation
and control, both meeting the requirement to delegate administration to the MSSP and
support high inter-site traffic.

[ |
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Questions # 6:

Refer to the exhibits.

You use FortiManager to configure SD-WAN on three branch devices.

SD-WAN template zones and rules configuration

SD-WAN Zones

D= Interface & Gateway = Cost = Priority = Status < Installation Target =

&R virtual-wan-link

1 & portl Sisdwan_pont1_gw) 0 1 & Enable

~>
-

()

0O & underlay
O

0O 2 @ port2 0000 0 1 © Enatle
O

& WAN3

1 Device in Total

O 3 &) port4 Sisdwan_portd_gw) 0 1 © Enable
@ branchl _fgt [root)
O & HUB1
o 4 EHUB1-VPN1 0000 0 1 @ Enable
O s @HUB1-VPN2 €000 0 1 O Enable
G & & HUB1-VPN3 0000 0 1 & Enable
+ eN 77 " I Morew <
o Salesforce R port1
0 1 Cribcal-DIA @LAN - rMitruwﬁ & port2 any © Enable
[1 Facebook
0 2 Nen-Critical-DIA  ZLAN-1 5] Linkedin & port2 any © Enable
RGame

@ HUB1.VPN1
O 3 Corp @LAN-1 ECorp-net E HUB1-VPN2 any © Enable
& HUB1 VPN3

() od-wan Al Al Source IP Al any

Page 11 of 19



FortiManager error message

Install Wizard - Validate Devices (3/4) - 0 x

A Task finished with grrors,

installation Preparation Totak 4/4, @ Success 3 . Warning 0.0 Evor 1 OB Show Detais QU= SD
+ Ready to Install
Only successfully validated device may be installed. Please confirm and click "Install® button to continue
o ta v ﬂ ..
Device Name 2 Status = Action £ n
D & branchl_fgt G Copy Failed
s # branch2_fgt © Connection Up
v 4 branch3 fgt © Connection Up
View Install Log M x

Copy device global objects
Copy objects for wdom root
Commit failed:

error -999 - - (from Template Group Corp-SOT_Branch) (in Template branches)
invalid ip - propl[gateway]: ipdclass($ (sdwan_portl gw)) invalid ip addr

When you install the device settings, FortiManager prompts you with the error “Copy Failed”
for the device branchl fgt. When you click the log button, FortiManager displays the message
shown in the exhibit.

There are two different ways to resolve this issue. Based on the exhibits, which methods could
you use? (Choose two.)

Options:

O A.

Update the management IP address of branchl_fgt.

O B.

Specify the gateway of the SD-WAN member portl with an IP address or use the default value.
O C.

Do not define installation targets for SD-WAN members.

O D.
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Review the per-device mapping configuration for metadata variables

Answer

B, D
Explanation

Specify the gateway of the SD-WAN member portl with an IP address or use the default
value - The error log shows invalid ip - prop[gateway]: ip4class(${sdwan_portl gw})
invalid ip addr, meaning the variable ${sdwan_portl gw} does not have a valid mapping.
Assigning a valid IP address or default value for the gateway resolves this error.

Review the per-device mapping configuration for metadata variables —» The issue is tied to
how the metadata variable ${sdwan_portl gw} is mapped for branchl fgt. If this device
does not have the variable properly defined in per-device mapping, the configuration will
fail. Correcting the mapping ensures that the install works.

Questions # 7:

When you use the command diagnose sys session list, how do you identify the sessions that
correspond to traffic steered according to SD-WAN rules?

Options:

O A.

You identify sessions steered according to SD-WAN rules with the flag vwl.

O B.

You cannot identify SD-WAN sessions. You must use the sdwar. session filter.

O C.

You identify sessions steered according to SD-WAN rules with the data vwl_mbr_seq.
O D.

You identify sessions steered according to SD-WAN rules with the data 3dwan_service_id.

Answer

D
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Explanation

When using the diagnose sys session list command, SD-WAN-specific session steering is
indicated by the presence of the sdwan_service_id field in the session data. This identifier
ties the session directly to a specific SD-WAN rule or service. As noted in the Fortinet
documentation: “Sessions that are handled according to SD-WAN rules will include a
service ID tag (sdwan_service_id) in their session listing. This allows administrators to
correlate live sessions with SD-WAN policy matches for troubleshooting and visibility.” This
is a crucial diagnostic tool, as it distinguishes between traffic managed by traditional
routing and that explicitly controlled by SD-WAN steering logic, aiding in operational
insight and troubleshooting.

[References:, [FCSS_SDW_AR-7.4 1-0.docx Q15], FortiOS 7.4 CLI Reference, “diagnose sys
session list: SD-WAN Service ID Tagging”, SD-WAN 7.4 Concept Guide, Section: "Session
Identification for SD-WAN Traffic", ]

Questions # 8:

(Refer to the exhibit.

Settings Info

Mame Social_app

Status m & Disabled

Source

Address B LAN-net x

User group +

Destination

Address +

Internet servics +

f}ulgﬂing Interfaces

Interface selection strategy (®) Manual

You configure SD-WAN on a standalone FortiGate device.

You want to create an SD-WAN rule that steers traffic related to Facebook and LinkedIn
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through the less costly internet link.

What must you do to set Facebook and LinkedIn applications as destinations from the GUI?
Choose one answer.)

Options:

O A.

Enable the visibility of the applications field as destinations of the SD-WAN rule.

O B.

In the Internet service field, select Facebook and LinkediIn.

O C.

You cannot configure applications as destinations of an SD-WAN rule on a standalone
FortiGate device.

O D.

Install a license to allow applications as destinations of SD-WAN rules.

Answer

B
Explanation

In FortiOS 7.6, SD-WAN rules can steer traffic based on Internet Services, which
represent predefined application and service signatures maintained by FortiGuard.
Common applications such as Facebook and LinkedIn are included in the Internet Service
database.

According to the FCSS SD-WAN 7.6 curriculum, when configuring an SD-WAN rule from the
GUI on a standalone FortiGate device, applications are selected as destinations
using the Internet service field, not by enabling a separate application destination
field. The exhibit highlights the Internet service option under the Destination section,
which is the correct method to match traffic for specific applications.

Option A is incorrect because there is no GUI option to enable application visibility as
destinations for SD-WAN rules. Application matching is already abstracted through
Internet Services.

Option Cis incorrect because standalone FortiGate devices fully support application-based
steering using Internet Services in SD-WAN rules.

Option D is incorrect because no additional license is required to use Internet Services in
SD-WAN rules. This functionality is included in FortiOS and relies on the built-in FortiGuard
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Internet Service database.

Therefore, to steer Facebook and LinkedIn traffic through a specific WAN link, you must
select Facebook and LinkedIn in the Internet service field, which corresponds to
option B.

Questions # 9:

(Refer to the exhibit. You noticed that one SD-WAN member went down and you immediately
collected the session output shown in the exhibit. What can you conclude from this output?
Choose one answer.)

| : . .
| # diagnose sys session list

session info: proto=6 proto _st=11 duration=90 expire=3511 timeout=3600
refresh dir=both flags=

socktype=0 av

origin-shaper=

class_1id=0 ha_i=0 policy_dir=0 tunnel=/ vlan_cos=0/255

state=log may dirty nn-fO00 app valid route preserve
statisti(bytes/packets/allow_err):org=1995/8/1 reply=1945/7/1 tuples=3
tx speed(Bps/kbps): 0/0 rx speed(Bps/kbps): 0/0

origin->sink: org pre->post, reply pre->post dev=7~3/3->7 N92.2.0.2/0.0.0
hook=post dir=org act=snat 10.0.1.101:54632—}128.66.6.1:22(192.2.0.100:0
hook>pre dir=reply act=dnat 128.66.0.1:22->192.2.0.100:58630(10.0.1.101 I
(pos/(before, after)/(0,0,0), (0.0.0))

misc=0 policy_ id=1 pol_uuid_idx=16335ath_info=0 chk_client_info=0 wvd=0
serial=000000c29 tos=ff/ff app_list=2000 app=16060 url_cat=0
sdwan_mbr_seq=1 sdwan_service id=4 |
rpdb_link_id=f0000004

no_offload_reason: redir-to-ips denied-by-nturbo
total session=1

Options:

O A.

FortiGate didn’t receive any traffic related to this session after the interface went down.
O B.

FortiGate flushed the gateway for the session.

O C.

FortiGate cannot reevaluate the session.

O D.
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FortiGate already reevaluated this session.

Answer

D

Questions # 10:

(As an IT manager, you want to delegate the installation and management of your SD-WAN
deployment to a managed security service provider (MSSP). Each site must maintain direct
internet access and be secure. You expect significant traffic flow between the sites and want
to delegate as much of the network administration and management as possible to the MSSP.

Which two MSSP deployment blueprints address your requirements? Choose two answers.)

Options:
O A.

Use a shared hub on the MSSP premises and a dedicated hub on the customer premises, and
install the spokes on the customer premises.

O B.

Install a dedicated hub on the MSSP premises for the customer, and install the spokes on the
customer premises.

O C.

Install the hub and spokes on the customer premises, and enable the MSSP to manage the SD-
WAN deployment using FortiManager with a dedicated ADOM.

O D.

Use a shared hub on the MSSP premises with a dedicated VDOM for the customer, and install
the spokes on the customer premises.

Answer

B, D
Explanation

Your requirements map to two key MSSP goals described in the FCSS SD-WAN 7.6
blueprint patterns:
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Delegate as much administration and management as possible to the
MSSPThis is best achieved when the hub security and SD-WAN control point is
located on the MSSP premises, because the MSSP can centrally operate the core
enforcement and overlay control. Both option B (dedicated hub at MSSP) and option
D (shared hub at MSSP with customer isolation) meet this requirement.

Each site must maintain direct internet access (DIA) and be secure, with
significant site-to-site trafficin Fortinet SD-WAN MSSP designs, spokes can still
use local breakout for DIA while also building secure overlays for inter-site traffic.
Placing the hub at the MSSP enables centralized security services and scalable inter-
site connectivity management while preserving DIA where required. Options B and D
support this operating model.

Why the other options do not best match:

A includes a dedicated hub on the customer premises, which reduces how much
the MSSP can centralize and operate from its own environment, so it does not
maximize delegation.

C places both hub and spokes on the customer premises. While the MSSP can
manage using a dedicated ADOM, this blueprint does not align as strongly with
“delegate installation and management” to the MSSP as the designs where the hub
is hosted and operated from the MSSP premises.

Therefore, the two MSSP deployment blueprints that address your requirements are B and
D.
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