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Questions # 1:

>

Refer to the exhibit. Router-WAN1 has a new connection via Gi0/0 to the ISP. Users running
the web applications indicate that connectivity is unstable to the internet. What is causing the
interface issue?

Options:

 A.

Small frames less than 64 bytes are rejected due to size.

 B.

The receive buffer is full due to a broadcast storm.

 C.

Frames are discarded due to a half-duplex negotiation.

 D.

Broadcast packets are rejected because ARP timeout is enabled.

Answer

C

Questions # 2:

Which action implements physical access control as part of the security program of an
organization1?

Options:

 A.

backing up syslogs at a remote location

 B.

configuring a password for the console port
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 C.

configuring enable passwords on network devices

 D.

setting up IP cameras to monitor key infrastructure

Answer

B

Questions # 3:

A network engineer is configuring a switch so that it is remotely reachable via SSH. The
engineer has already configured the host name. Which additional command must the engineer
configure before entering the command to generate the RSA key?

Options:

 A.

ip domain-name domain

 B.

password password

 C.

crypto key generate rsa modulus 1024

 D.

ip ssh authentication-retries 2

Answer

A

Questions # 4:

How is noise defined in Wi-Fi?
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Options:

 A.

ratio of signal-to-noise rating supplied by the wireless device

 B.

signals from other Wi-Fi networks that interfere with the local signal

 C.

measured difference between the desired Wi-Fi signal and an interfering Wi-Fi signal

 D.

any interference that is not Wi-Fi traffic that degrades the desired signal

Answer

A

Questions # 5:

What is a zero-day exploit?

Options:

 A.

It is when a new network vulnerability is discovered before a fix is available

 B.

It is when the perpetrator inserts itself in a conversation between two parties and captures or
alters data.

 C.

It is when the network is saturated with malicious traffic that overloads resources and
bandwidth

 D.

It is when an attacker inserts malicious code into a SOL server.
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Answer

A
Explanation

https://www.kaspersky.com/resource-center/definitions/zero-day-exploit

Questions # 6:

A Cisco engineer at a new branch office is configuring a wireless network with access points
that connect to a controller that is based at corporate headquarters Wireless client traffic must
terminate at the branch office and access-point survivability is required in the event of a WAN
outage Which access point mode must be selected?

Options:

 A.

Lightweight with local switching disabled

 B.

Local with AP fallback enabled

 C.

OfficeExtend with high availability disabled

 D.

FlexConnect with local switching enabled

Answer

D

Questions # 7:

What is the collapsed layer in collapsed core architectures?
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Options:

 A.

core and WAN

 B.

access and WAN

 C.

distribution and access

 D.

core and distribution

Answer

D

Questions # 8:

Drag and drop the TCP or UDP details from the left onto their corresponding protocols on the
right.

>

Options:

Answer

Answer: >

Questions # 9:

Which two statements distinguish authentication from accounting? (Choose two.)

Options:

 A.
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Only authentication records the duration of a user ' s connection.

 B.

Only authentication supports user-activity audits.

 C.

Only authentication provides supporting information for billing users.

 D.

Only authentication challenges users for their credentials and returns a response.

 E.

Only authentication validates " who you are. "

Answer

D, E

Questions # 10:

Which channel-group mode must be configured when multiple distribution interfaces
connected to a WLC are bundled?

Options:

 A.

Channel-group mode passive.

 B.

Channel-group mode on.

 C.

Channel-group mode desirable.

 D.

Channel-group mode active.
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Answer

B

Questions # 11:

A network engineer starts to implement a new wireless LAN by configuring the authentication
server and creating the dynamic Interface. What must be performed next to complete the
basic configuration?

Options:

 A.

Install the management interface and add the management IP.

 B.

Configure high availability and redundancy tor the access points.

 C.

Enable Telnet and RADIUS access on the management interface.

 D.

Create the new WLAN and bind the dynamic interface to It.

Answer

D

Questions # 12:

Which action must be taken when password protection is Implemented?

Options:

 A.

Use less than eight characters in length when passwords are complex.

 B.
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Store passwords as contacts on a mobile device with single-factor authentication.

 C.

Include special characters and make passwords as long as allowed.

 D.

Share passwords with senior IT management to ensure proper oversight.

Answer

D

Questions # 13:

Refer to the exhibit.

>

An engineer is updating the management access configuration of switch SW1 to allow secured,
encrypted remote configuration. Which two commands or command sequences must the
engineer apply to the switch? (Choose two.)

Options:

 A.

SW1(config)#enable secret ccnaTest123

 B.

SW1(config)#username NEW secret R3mote123

 C.

SW1(config)#line vty 0 15 SW1(config-line)#transport input ssh

 D.

SW1(config)# crypto key generate rsa

 E.

SW1(config)# interface f0/1 SW1(confif-if)# switchport mode trunk
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Answer

A, C

Questions # 14:

Drag and drop the characteristic from the left onto the IPv6 address type on the right.

>

Options:

Answer

Answer: >

Questions # 15:

Which encryption method is used by WPA3?

Options:

 A.

PSK

 B.

TKIP

 C.

SAE

 D.

AES

Answer
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D

Questions # 16:

What are two benefits of network automation? (Choose two.)

Options:

 A.

Faster changes with more reliable results

 B.

Reduced operational costs

 C.

Fewer network failures

 D.

Reduced hardware footprint

 E.

Increased network security

Answer

A, B

Questions # 17:

>

Refer to the exhibit. What is the cause of the issue?

Options:

 A.

STP
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 B.

port security

 C.

wrong cable type

 D.

shutdown command

Answer

C

Questions # 18:

What is the difference between controller-based networks and traditional networks as they
relate to control-plane and/or data-plane functions?

Options:

 A.

Controller-based networks centralize all important data-plane functions, and traditional
networks distribute data-plane functions.

 B.

Controller-based networks centralize all important control-plane functions, and traditional
networks distribute control-plane functions.

 C.

Traditional networks centralize all important control-plane functions, and controller-based
networks distribute control-plane functions.

 D.

Traditional networks centralize all important data-plane functions, and controller-based
networks distribute data-plane functions.
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Answer

A

Questions # 19:

When is the PUT method used within HTTP?

Options:

 A.

when a nonidempotent operation is needed

 B.

to update a DNS server

 C.

to display a web site

 D.

when a read-only operation it required

Answer

B

Questions # 20:

Which protocol should be used to transfer large files on a company intranet that allows TCP
ports 20 and 21 through the firewall?

Options:

 A.

REST API

 B.
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FTP

 C.

SMTP

 D.

TFTP

Answer

B

Questions # 21:

Refer to the exhibit.

>

What is the next step to complete the implementation for the partial NAT configuration
shown?

Options:

 A.

Reconfigure the static NAT entries that overlap the NAT pool

 B.

Configure the NAT outside interface

 C.

Modify the access list for the internal network on e0/1

 D.

Apply the ACL to the pool configuration

Answer

B
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Questions # 22:

When the LAG configuration is updated on a Cisco WLC which additional task must be
performed when changes are complete?

Options:

 A.

Flush all MAC addresses from the WLC

 B.

Re-associate the WLC with the access point.

 C.

Re-enable the WLC interfaces

 D.

Reboot the WLC

Answer

C

Questions # 23:

A network engineer is replacing the switches that belong to a managed-services client with
new Cisco Catalyst switches. The new switches will be configured for updated security
standards, including replacing Telnet services with encrypted connections and doubling the
modulus size from 1024. Which two commands must the engineer configure on the new
switches? (Choose two.)

Options:

 A.

crypto key generate rsa general-keys modulus 1024

 B.

transport input all
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 C.

crypto key generate rsa usage-keys

 D.

crypto key generate rsa modulus 2048

 E.

transport Input ssh

Answer

A, E
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