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Questions # 1:

Refer to the exhibit.

A company recently was breached and decided to improve their security posture going
forward. A security assessment was ordered, specifically intended to test weak points
exploited during the breach. A security analyst reviews server logs to identify activities related
to the aforementioned security assessment. Which entry suggests a delivery method
associated with authorized assessment?

Options:

 A.

Login test at scale using "AuthCheck/4.1" and leaked credentials.

 B.

Using "SecurityScan/2.5" to access all /admin endpoints.

 C.

Exploitation via "ExploitTest/2.0" using a shutdown command.

 D.

Scan via "WebCrawler/1.0" to gather public-facing information.

Answer

B
Explanation

The correct answer isB. Using "SecurityScan/2.5" to access all /admin endpoints.
This log entry most clearly aligns with anauthorized security assessmentactivity
designed to test weaknesses previously exploited during a breach.

Authorized security assessments—such as penetration tests or red team exercises—are
typicallycontrolled, scoped, and intentional. They focus on validating security controls
by probing sensitive areas (like administrative interfaces) while avoiding destructive
actions. The user-agent string"SecurityScan/2.5"strongly suggests a purpose-built
security scanning tool, which is commonly used by internal security teams or third-party
assessors during sanctioned testing.
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Option A is incorrect because performing login attempts at scale usingleaked
credentialswould constitute real-world malicious behavior unless explicitly approved and
tightly controlled. Even in authorized tests, credential stuffing with known leaked
credentials is highly sensitive and would be explicitly documented; the wording here
implies adversary behavior rather than assessment activity.

Option C is clearly malicious and inappropriate for an authorized assessment. Executing
ashutdown commandis a destructive action and would violate standard rules of
engagement for professional security testing. Such activity would be classified as
adversarial exploitation, not a controlled delivery method.

Option D represents benign reconnaissance. A genericweb crawler gathering public-
facing informationis typically associated with search engines or basic reconnaissance
and does not directly test weaknesses related to a prior breach. While reconnaissance is
part of assessments, it is not a strong indicator of a targeted, authorized delivery method.

From a threat hunting and SOC perspective, recognizing authorized assessment activity is
critical to avoid misclassifying tests as incidents. Indicators include identifiable scanner
user agents, predictable request patterns, limited scope targeting (such as /admin paths),
and non-destructive behavior. This scenario reinforces an important operational
lesson:context, intent, and tooling matter. Among the options,SecurityScan/2.5
targeting administrative endpointsbest reflects a legitimate, authorized security
assessment delivery method.

Questions # 2:

What is a limitation of automated dynamic malware analysis tools?

Options:

 A.

Vulnerabilities in runtime environments cannot be found.

 B.

They produce false positives and false negatives.

 C.

All programming languages are not supported.

 D.

They are time consuming when performed manually.
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Answer

B
Explanation

The correct answer isThey produce false positives and false negatives. Automated
dynamic malware analysis tools, such as sandboxes, execute suspicious files in isolated
environments to observe runtime behavior. While these tools are extremely valuable in
modern SOCs, they are not infallible and have well-known limitations.

False positives occur when benign software exhibits behaviors that resemble malicious
activity, such as creating registry keys, spawning child processes, or making network
connections. Conversely, false negatives occur when malware intentionallyevades
detectionby altering its behavior. Many modern malware samples include sandbox
evasion techniques such as checking for virtualized environments, delaying execution,
requiring user interaction, or disabling malicious functionality when analysis artifacts are
detected.

Option A is incorrect because dynamic analysis can, in fact, uncover runtime
vulnerabilities and exploit behavior. Option C is misleading; while tooling coverage varies,
language support is not the primary limitation. Option D refers tomanual analysis,
whereas the question explicitly addresses automated tools.

From a threat hunting and malware analysis standpoint, professionals understand that
sandbox results must becorrelated with other telemetry, including endpoint behavior,
network traffic, and threat intelligence. Automated tools are best used as part of a layered
analysis strategy, not as a single source of truth.

This limitation reinforces a core security principle:automation accelerates detection,
but human judgment validates impact. Skilled analysts interpret sandbox results,
investigate anomalies, and determine real-world risk. Understanding the strengths and
weaknesses of dynamic analysis tools allows SOC teams to avoid overreliance on
automation while still benefiting from its speed and scale.

Questions # 3:

A security architect is designing a threat model for a multi-tier cloud application that includes
public APIs, backend microservices, and an identity provider. The goal is to identify how an
attacker could chain multiple weaknesses together to achieve account takeover and data
exfiltration. Which threat modeling technique is MOST appropriate?

Options:

 A.
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STRIDE analysis to enumerate threat categories per component

 B.

CVSS scoring to prioritize vulnerabilities by severity

 C.

Attack trees to model adversary objectives and paths

 D.

DREAD scoring to assess impact and exploitability

Answer

C
Explanation

The correct answer isAttack trees. Attack trees are uniquely suited for modelingmulti-
step adversary behavior, which is essential when analyzing complex attack chains such
as account takeover followed by data exfiltration.

Attack trees begin with ahigh-level attacker goal(for example, “Exfiltrate customer
data”) and then break that goal into multiple branches representing different paths an
attacker could take. These paths can include credential compromise, API abuse, privilege
escalation, lateral movement, and persistence. This structure mirrors how real adversaries
think and operate.

Option A (STRIDE) is useful for identifying broad threat categories—such as spoofing,
tampering, or information disclosure—but it does not naturally capturesequential attack
paths. Option B (CVSS) focuses on vulnerability severity scoring, not adversary behavior.
Option D (DREAD) assesses risk impact but does not visualize how attacks unfold across
systems.

For threat hunters and defenders, attack trees provide ashared mental modelbetween
architects, SOC teams, and red teams. They directly inform detection engineering by
highlightingcritical choke pointswhere attacker behavior must occur, such as token
abuse, API enumeration, or anomalous role assumption in cloud environments.

In modern cloud security, where breaches often involvemultiple low-severity issues
chained together, attack trees offer far greater strategic value than component-by-
component analysis. They also align closely withMITRE ATT&CK mapping, enabling
defenders to translate threat models into actionable hunts.

Thus, optionCis the most appropriate and professionally validated answer.
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Questions # 4:

Refer to the exhibit.

A threat-hunting team makes an EDR query to detect possible C2 outbound communication
across all endpoints. Which level of the Pyramid of Pain is being used?

Options:

 A.

Tough

 B.

Challenging

 C.

Easy

 D.

Simple

Answer

D
Explanation

The correct answer isSimple. The exhibit shows an EDR query filtering onspecific IPv4
addresses, which are classicIndicators of Compromise (IOCs). Within thePyramid of
Painmodel, IP addresses sit at thelowest level, representing the least painful indicators
for adversaries to change.

The Pyramid of Pain categorizes detection indicators by how costly they are for attackers
to replace:

Simple→ Hashes, IP addresses, domain names
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Easy→ Network artifacts (URI patterns, user-agent strings)

Challenging→ Host artifacts (registry keys, file paths, mutexes)

Tough→ Tactics, Techniques, and Procedures (TTPs)

In this scenario, the threat-hunting team is querying EDR telemetry for outbound
connections toknown C2 IP addresses. While this is a valid and common detection
technique—especially for rapid containment—it provides minimal long-term defensive
value. Attackers can easily rotate C2 infrastructure by changing IPs, using cloud hosting,
fast-flux DNS, or proxy networks.

Option C (Easy) would apply if the team were hunting fornetwork artifacts, such as
suspicious URI paths or protocol misuse. Option B (Challenging) would involvehost-based
artifacts, like malware persistence keys or file system changes. Option A (Tough)
represents the highest maturity—detectingadversary behavior and techniques, such
as beaconing patterns, lateral movement workflows, or credential abuse—none of which
are present here.

From a professional threat-hunting standpoint, IP-based detections are best used asshort-
term controlsfor blocking known threats or scoping an incident. Mature organizations use
them as a starting point, then pivot toward higher-fidelity detections that sit higher on the
Pyramid of Pain and impose greater operational cost on attackers.

In summary, querying known C2IP addressescorresponds to theSimplelevel of the
Pyramid of Pain, makingOption Dthe correct answer.

Questions # 5:

A threat hunter completes a structured hunt and confirms malicious lateral movement within
the environment. Which action BEST ensures the hunt contributes to long-term defensive
improvement?

Options:

 A.

Escalating the incident to executive leadership

 B.

Resetting credentials for all affected users

 C.

Documenting findings and updating detection logic
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 D.

Continuing to monitor the activity for additional evidence

Answer

C
Explanation

The correct answer isdocumenting findings and updating detection logic. Threat
hunting delivers long-term value only when discoveries are operationalized.

Options A and B are necessary incident response actions but do not improve future
detection. Option D delays remediation and risks further damage.

Within theCBRTHD threat hunting lifecycle, confirmed malicious activity should result
in:

Detailed documentation of attacker techniques

Identification of detection gaps

Creation or refinement of SIEM, EDR, or NDR rules

This process ensures that similar behavior will be detected automatically in the future,
reducing reliance on manual hunts. It also increases organizational maturity by
institutionalizing knowledge.

Cisco emphasizes this feedback loop as a core principle of effective threat hunting.
Without it, SOC teams repeatedly rediscover the same threats.

Thus,Option Cis the correct and professionally validated answer.

Questions # 6:
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Refer to the exhibit. A penetration test performed against a web application generates the
error message. Which two pieces of information are exposed? (Choose two.) Q Internal paths
of the web server

Options:

 A.

service and version of the web server

 B.

Apache Jasper is vulnerable to path injection.

 C.

technology used by the application

 D.

version of the web browser
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Answer

A, C
Explanation

The correct answers areA. Service and version of the web serverandC. Technology
used by the application. The error message shown in the exhibit is a classic example
ofverbose error handling, which unintentionally discloses sensitive internal details
about the web application stack.

First, the error page explicitly referencesApache Tomcat/6.0.16at the bottom. This
directly exposes theweb server/service and its exact version, makingOption
Acorrect. From an attacker’s perspective, this is valuable intelligence because it allows
them to search forknown vulnerabilities, exploits, or misconfigurationsspecific to
that version of Tomcat. Older versions of Tomcat, in particular, have a long history of
publicly documented security flaws.

Second, the stack trace references components such as:

org.apache.jasper.compiler.*

.jsp files (e.g., /user/left.jsp)

javax.servlet.http.HttpServlet

These details clearly reveal thetechnology stack used by the application, namelyJava
Server Pages (JSP)running onApache Tomcat with Apache Jasper. This
confirmsOption Cas correct. Exposing application technology helps attackers tailor
attacks such as deserialization exploits, JSP injection attempts, or framework-specific
vulnerabilities.

Option B is incorrect because the error message doesnotstate or imply that Apache Jasper
is vulnerable to path injection; it merely shows a compilation/runtime error. Option D is
incorrect because the error page provides no information about theclient-side browser
version—all disclosed details relate to server-side processing.

From a professional security and threat hunting perspective, verbose error messages
significantlyincrease attack surface visibility. Best practices dictate that production
systems should returngeneric error messagesto users while logging detailed stack
traces internally. This scenario reinforces why proper error handling and information
disclosure controls are critical defensive measures.

In summary, the penetration test error message exposes:

Theweb server service and version

Theapplication technology stack
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Therefore, the correct answers areA and C.

Questions # 7:

The security team detects an alert regarding a potentially malicious file
namedFinancial_Data_526280622.pdfdownloaded by a user. Upon reviewing SIEM logs and
Cisco Secure Endpoint, the team confirms that the file was obtained from an untrusted
website. The hash analysis of the file returns an unknown status. Which action must be done
next?

Options:

 A.

Submit the file for sandboxing.

 B.

Review the directory path where the file is stored.

 C.

Run a complete malware scan on the user's workstation.

 D.

Investigate the reputation of the untrusted website.

Answer

A
Explanation

The correct next action is tosubmit the file for sandboxing. In professional security
operations and threat hunting workflows, sandboxing is the most appropriate step when a
file originates from an untrusted source and hash-based reputation checks return
anunknownresult. An unknown hash means the file has not yet been classified as benign
or malicious by threat intelligence databases, which is common with newly created
malware or targeted attacks.

Sandboxing allows the security team to performdynamic analysisby executing the file in
an isolated, controlled environment. This process observes runtime behaviors such as
process creation, registry modification, network communications, command-and-control
callbacks, file system changes, and exploit attempts. These behaviors provide high-fidelity
indicators that static analysis or hash lookups cannot reveal.
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Option B, reviewing the directory path, is useful for contextual awareness but does not
determine whether the file is malicious. Option C, running a full malware scan, is
premature; modern malware often evades signature-based scans, especially when the file
is previously unknown. Option D, investigating the reputation of the website, is a
supporting activity but does not assess the actual behavior or payload of the downloaded
file.

From a threat hunting and incident response standpoint, sandboxing bridges the gap
betweendetection and confirmation. If the sandbox analysis confirms malicious
behavior, the team can escalate to containment actions such as isolating the endpoint,
blocking hashes and domains, and performing scope analysis to identify other affected
systems. Additionally, sandbox results can be used to create new SIEM detections and
EDR behavioral rules, strengthening future defenses.

This approach aligns with professional best practices:unknown file + untrusted source
= dynamic analysis first. It ensures accurate classification while minimizing
unnecessary disruption to the user or environment.

Questions # 8:

What is the classification of the pass-the-hash technique according to the MITRE ATT&CK
framework?

Options:

 A.

Lateral movement

 B.

Persistence

 C.

Credential access

 D.

Privilege escalation

Answer

C
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Explanation

Thepass-the-hash (PtH)technique is classified underCredential Accessin the MITRE
ATT&CK framework. Specifically, it aligns with theCredential Access tactic
(TA0006)and the techniqueUse Alternate Authentication Material (T1550), sub-
techniquePass the Hash (T1550.002). This classification is based on the attacker’s
primary objective: abusing stolen credential material—in this case, NTLM password
hashes—to authenticate to systems without knowing the actual plaintext password.

From a professional cybersecurity and threat hunting perspective, PtH exploits
weaknesses in how Windows authentication mechanisms handle credential storage and
reuse. When users authenticate to a system, password hashes may be cached in memory
or stored in places such as LSASS (Local Security Authority Subsystem Service). If an
attacker gains administrative or SYSTEM-level access to a host, they can extract these
hashes and reuse them to authenticate to other systems across the environment.

Although pass-the-hash isoften observed during lateral movement, MITRE
intentionally classifies it underCredential Accessbecause the defining action is thetheft
and misuse of credential material, not the movement itself. Lateral movement is a
downstream outcome enabled by the stolen credentials, but the core technique is about
accessing and abusing authentication secrets.

This distinction is important for threat hunters and detection engineers. When hunting for
PtH activity, defenders focus on indicators such as abnormal NTLM authentication events,
logons using NTLM where Kerberos is expected, reuse of the same hash across multiple
systems, and suspicious access to LSASS memory. Endpoint telemetry, Windows Security
Event Logs (e.g., Event IDs 4624 and 4672), and EDR memory access alerts are commonly
used data sources.

Understanding PtH as acredential access techniquehelps security teams prioritize
protections such as credential guard, LSASS hardening, disabling NTLM where possible,
enforcing least privilege, and monitoring authentication anomalies. This classification also
reinforces a core professional principle:identity is the new perimeter, and protecting
credential material is foundational to modern threat hunting and defense.

Questions # 9:

Refer to the exhibit.

The cybersecurity team at a company detects an ongoing attack directed at the web server
that hosts the company website. The team analyzes the logs of the web application firewall
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and discovers several HTTP requests encoded in Base64. The team decodes the payloads and
retrieves the HTTP requests. What did the attackers use to exploit the server?

Options:

 A.

Unicode encoding

 B.

SQL injection

 C.

directory traversal

 D.

cross-site scripting (XSS)

Answer

B
Explanation

The correct answer is SQL injection. The decoded HTTP request shown in the exhibit
contains multiple unmistakable indicators of a SQL injection attack, including the use of
SQL keywords and functions such as SELECT, CASE, SUBSTRING, ASCII, BIN, and
conditional SLEEP() statements. These elements are characteristic of time-based blind SQL
injection, a technique attackers use to extract database information when direct query
results are not visible.

From a professional cybersecurity perspective, the presence of expressions like:

SELECT (CASE WHEN … THEN SLEEP(x))

SUBSTRING(password,1,1)

ASCII() and binary conversions

indicates that the attacker is probing the backend database character by character and
using response timing to infer whether conditions are true or false. This is a well-known
exploitation method used when error messages or query output are suppressed by the
application.

The use of Base64 encoding does not represent the attack itself but rather an obfuscation
technique to evade basic web application firewall (WAF) signatures and logging visibility.
Encoding payloads allows attackers to bypass simple pattern-matching defenses, but once
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decoded, the underlying SQL injection becomes evident.

Option A (Unicode encoding) is incorrect because Unicode is commonly used for evasion,
not exploitation. Option C (directory traversal) typically involves sequences like ../ to
access filesystem paths, which are not present. Option D (XSS) targets client-side script
execution and would include JavaScript payloads rather than database-focused logic.

According to the MITRE ATT&CK framework, this activity maps to Initial Access – Exploit
Public-Facing Application (T1190). SQL injection remains one of the most exploited
vulnerabilities in public-facing applications due to poor input validation and insecure
coding practices.

For threat hunters and defenders, this scenario reinforces the importance of deep payload
inspection, decoding obfuscated requests, monitoring for anomalous database query
behavior, and enforcing secure development practices such as parameterized queries and
input sanitization. SQL injection continues to be a high-impact, real-world attack vector
despite being well understood, making it a critical focus area in web application threat
hunting.
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