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Questions # 1:

An administrator wants to deploy a solution to automatically create firewall rules on FortiGate
to accelerate time-to-protection for threats.

Which AWS service can be integrated with FortiGate to accomplish this?

Options:

O A.

AWS Firewall Manager

O B.

AWS network access control list
O C.

SDN Connector for AWS

O D.

AWS GuardDuty

Answer

D
Explanation

AWS GuardDuty Integration:

AWS GuardDuty is a threat detection service that continuously monitors for
malicious activity and unauthorized behavior to protect AWS accounts and
workloads. It can generate findings that can be used to create or update
firewall rules automatically in FortiGate to enhance security and provide timely
protection (Option D).

Integration with FortiGate:

GuardDuty findings can be integrated with FortiGate using automation tools
and scripts to create firewall rules dynamically, thereby accelerating the time-
to-protection against emerging threats.
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Other Options Analysis:

automated rule creation.

References:

AWS GuardDuty: AWS GuardDuty

FortiGate Integration: Fortinet Integration

Option A (AWS Firewall Manager) is more suited for managing rules across
multiple accounts but not for dynamic threat response.

Option B (AWS Network ACL) provides stateless filtering but does not offer

Option C (SDN Connector for AWS) helps in integrating SDN capabilities but is
not specifically focused on threat-based rule automation.

Questions # 2:

Refer to the exhibit.

AWS Elastic Load Balancer (ELB) configuration

Load balancer: LabELB

Details Listeners Network mapping Security Monitoring Integrations
Details

Load balancer type Status

Network @ Active

Scheme Hosted zone

internet-facing ZLMOA37VPKANP

Lead balancer ARN
¥ arn:aws:elasticloadbalancing:us-east-2:399953791830:loadbalancer/net/LabELB/716e15332f
640118

Attributes Tags

VvPC
vpc-07587d602d58abefs [4

Availability Zanes
subnet-07602189bc4841eb3 (4 us-east-2a
(use2-az1)

subnet-058590670ad68bed9 [ us-east-2c
(use2-az3)

subnet-02020a3c6a5¢d92f5 [ us-east-2b
(use2-az2)

DNS name info

(7 LabELB-716e15332f640118.elb.us-east-2.amazonaws.com (A Record)

A customer is using the AWS Elastic Load Balancer (ELB).

Which two statements are correct about the ELB configuration? (Choose two.)

IP-address type
1Pv4

Date created
September 18, 2023, 08:28 (UTC-07.00)
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Options:

O A.

The load balancer is configured to load balance traffic among multiple availability zones.
O B.

The Amazon Resource Name is used to access the load balancer node and targets.

O C.

You can use the DNS name to reach the targets behind the ELB.

O D.

The load balancer is configured for the internal traffic of the virtual public cloud (VPC).

Answer

A C
Explanation

Load Balancer Configuration Overview:

The provided configuration indicates that the ELB is an internet-facing load
balancer.

Multi-AZ Load Balancing:

The load balancer is configured to distribute traffic across multiple availability
zones (A, B, and C), ensuring high availability and fault tolerance (Option A).

Accessing Targets via DNS:

The DNS name of the load balancer (LabELB-716e15332f6401f8.elb.us-
east-2.amazonaws.com) can be used to reach the targets behind the ELB,
facilitating traffic routing to the appropriate instances (Option C).

Comparison with Other Options:

Option B is incorrect as the ARN is not used to access the load balancer
directly.
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Option D is incorrect because the load balancer is configured for internet-facing
traffic, not just internal VPC traffic.

References:

AWS Elastic Load Balancer Documentation: AWS ELB

Understanding ELB DNS: AWS ELB DNS

Questions # 3:

A cloud administrator is tasked with protecting web applications hosted in AWS cloud.
Which three Fortinet cloud offerings can the administrator choose from to accomplish the
task? (Choose three.)

Options:

O A.

AWS WAF

O B.

FortiEDR

O C.

FortiGate Cloud-Native Firewall (CNF)

O D.

Fortinet Managed Rules for AWS WAF

O E.

Fortiweb Cloud

Answer

C,DE
Explanation
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FortiGate Cloud-Native Firewall (CNF):

FortiGate CNF offers cloud-native firewall capabilities designed to provide
network security within AWS. It integrates seamlessly with AWS services and
offers advanced threat protection and traffic management (Option C).

Fortinet Managed Rules for AWS WAF:

Fortinet Managed Rules for AWS WAF provide pre-configured, updated security
rules that protect web applications from common threats such as SQL injection
and cross-site scripting. This offering simplifies the protection of web
applications hosted on AWS (Option D).

FortiWeb Cloud:

FortiWeb Cloud is a Web Application Firewall (WAF) as a service that provides
comprehensive protection for web applications hosted on AWS. It offers
features such as bot mitigation, DDoS protection, and deep inspection of
HTTP/HTTPS traffic (Option E).

Comparison with Other Options:

Option A (AWS WAF) is a native AWS service, not a Fortinet offering.
Option B (FortiEDR) is focused on endpoint detection and response, which is not

specifically aimed at protecting web applications.

References:

FortiGate CNF Documentation: FortiGate CNF
Fortinet Managed Rules for AWS WAF: Fortinet AWS WAF Rules

Fortiweb Cloud Overview: FortiwWeb Cloud

Questions # 4:

An AWS administrator is designing internet connectivity for an organization's virtual public
cloud (VPC). The organization has web servers with private addresses that must be reachable
from the internet. The web servers must be highly available.
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Which two configurations can you use to ensure the web servers are highly available and
reachable from the internet? (Choose two.)

Options:

O A.

Deploy a network load balancer.

O B.

Configure a network address translation (NAT) Gateway in your VPC. Place web servers behind
the NAT Gateway.

O C.

Add a route to the default virtual public cloud (VPC) route table forwarding all traffic to the
internet gateway.

O D.

Deploy web servers in multiple availability zones.

Answer

A, D
Explanation

Network Load Balancer:

Deploying a network load balancer ensures that incoming traffic is distributed
across multiple web servers, providing high availability and redundancy. This
setup helps in managing traffic efficiently and maintaining service uptime even
if some servers fail (Option A).

Multiple Availability Zones:

Deploying web servers in multiple availability zones (AZs) enhances fault
tolerance and availability. If one AZ goes down, servers in other AZs can
continue to handle the traffic, ensuring the web application remains accessible
(Option D).

Other Options Analysis:
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Option B is incorrect because NAT Gateways are used to provide internet
access to instances in private subnets, not to make private addresses
reachable from the internet.

Option C is not sufficient on its own for high availability. Adding a route to the

default VPC route table forwarding traffic to the internet gateway makes the
VPC internet-accessible but does not ensure high availability.

References:

AWS High Availability and Fault Tolerance: AWS High Availability

AWS Network Load Balancer: Network Load Balancer

Questions # 5:

Which two statements about the FortiCloud portal are true? (Choose two.)

Options:

O A.

You can gain remote access to your FortiGate VM directly from the portal.
O B.

To assign permissions in the identity and access management (JAM) portal, you must write a
JSON script.

O C.

You can access the FortiFlex portal only after you purchase a FortiFlex license and register it
on FortiCare.

O D.

You can access only cloud services that you have subscribed to on AWS marketplace.

Answer

A C
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Explanation

Remote Access to FortiGate VM:

The FortiCloud portal allows users to remotely access their FortiGate VM
instances. This is particularly useful for managing and configuring instances
without needing direct network access (Option A).

FortiFlex Portal Access:

The FortiFlex portal is a feature that becomes available only after purchasing a
FortiFlex license and registering it on FortiCare. This portal provides additional
functionalities and services related to FortiFlex (Option C).

IAM Permissions:

Option B is incorrect because the Identity and Access Management (IAM)
permissions in the FortiCloud portal do not require writing JSON scripts; they
can be managed through the portal interface.

Subscription to Cloud Services:

Option D is incorrect because FortiCloud provides access to services beyond
those subscribed through the AWS marketplace, including services directly
offered by Fortinet.

References:

FortiCloud Documentation: FortiCloud

FortiFlex Portal: FortiFlex Licensing

Questions # 6:

Refer to the exhibit.
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Cole (1)

awsd sdn connector AWS Lab start updating

awsd get ec2 instance info successfully

sdn AWS Lab firewall addr change

awsd sdn connector AWS Lab start updating IP addresses

awsd checking firewall address object AWS Windows Server Lab, vd @

address AWS Windows Server Lab num change @/1, new ip list:
10.8.1.111

awsd sdn connector AWS Lab finish updating IP addresses

What two conclusions can you draw from the FortiGate debug output? (Choose two.)

Options:

O A.

The dynamic address object is automatically updated if the IP changes.

O B.

The address object AWS Windows Server Lab can be manually changed on FortiGate.
O C.

The SDN connector is correctly configured and authorized.

O D.

The AWS user account used for software-defined network (SDN) integration must have full

administrative rights.

Answer

A C
Explanation

Dynamic Address Object Update:

The debug output shows that the IP address of the AWS Windows Server

has been updated automatically, indicating that the dynamic address object
feature is working as intended. This allows FortiGate to adapt to changes in the

IP addresses of AWS instances dynamically (Option A).

SDN Connector Configuration:

Lab
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The messages in the debug output confirm that the SDN connector is able to
retrieve instance information and update the firewall address objects
successfully. This implies that the SDN connector is correctly configured and
has the necessary permissions (Option C).

Manual Change and Permissions:

Option B is incorrect because while the address object could theoretically be
changed manually, this is not inferred from the debug output.

Option D is incorrect because the debug output does not indicate that the AWS
user account must have full administrative rights. The required permissions are
typically more scoped to specific actions related to SDN.

References:

FortiGate AWS Integration Guide: FortiGate on AWS

AWS IAM Policies for SDN: AWS IAM Policies

Questions # 7:

An administrator needs to attach an Elastic Network Interface (ENI) to an application instance
in a VPC with multiple availability zones. An instance runs in availability zone 1.

Which ENI property must the administrator consider when implementing this requirement?

Options:

O A.

An ENI cannot attach to an instance in availability zone 2.

O B.

After the ENI detaches from one instance, it can reattach only to the same instance.
O C.

You can detach the primary ENI from an AWS instance.

O D.

When you move an ENI, network traffic remains directed to the old instance until you
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terminate that instance.

Answer

A
Explanation

ENI Attachment Across Availability Zones:

Elastic Network Interfaces (ENIs) are associated with a specific Availability
Zone. They cannot be attached to instances that are in a different Availability
Zone than where the ENI was created. Therefore, an ENI created in Availability
Zone 1 cannot be attached to an instance in Availability Zone 2 (Option A).

ENI Reattachment:

ENIs can be detached from one instance and reattached to another instance
within the same Availability Zone. This flexibility allows for network interface
configuration to be preserved across instance changes within the same AZ.

Other Options Analysis:
Option B is incorrect because an ENI can be reattached to any instance in the
same AZ.

Option Cis incorrect as the primary ENI (ethQ) cannot be detached from an
instance.

Option D is incorrect because when an ENI is moved, the traffic is directed to
the new instance, and there is no redirection to the old instance.

References:

AWS ENI Documentation: Elastic Network Interfaces

AWS Networking Best Practices: AWS Networking

Questions # 8:
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An administrator has been asked to deploy an active-passive (A-P) FortiGate cluster in the
AWS cloud across two availability zones.

In addition to enhanced redundancy, which other major difference is there compared to
deploying A-P high availability in the same availability zone?

Options:

O A.

The FortiGate devices act as a single, logical instance.

O B.

Secondary IP address configuration is used.

O C.

The number of subnets required is less.

O D.

IP addressing and subnetting are not shared.

Answer

D
Explanation

Enhanced Redundancy:

Deploying an active-passive (A-P) FortiGate cluster across two availability zones
(AZs) provides enhanced redundancy by ensuring that if one AZ fails, the other
can take over, maintaining high availability and uptime.

IP Addressing and Subnetting:

One of the major differences when deploying across different AZs compared to
the same AZ is that IP addressing and subnetting are not shared between the
instances. Each AZ operates independently with its own set of subnets and IP
addresses, which must be managed separately (Option D).

Other Options Analysis:
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Option A is incorrect because the FortiGate devices in an A-P setup do not act
as a single logical instance; they operate in a failover setup.

Option B is incorrect because secondary IP address configuration is used in
both single AZ and multi-AZ deployments.

Option C is incorrect because the number of subnets required is typically more
when deploying across multiple AZs for redundancy.

References:

FortiGate HA Configuration Guide: FortiGate HA

AWS Availability Zones: AWS AZ

Questions # 9:

Refer to the exhibit.

Active-Passive HA failover
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What occurs during a failover for an active-passive (A-P) cluster that is deployed in two
different availability zones? (Choose two.)
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Options:

O A.

The cluster elastic IP address (EIP) is moved from Portl of FGT-1 to Portl of FGT-2.
O B.

The secondary IP address of Port2 of FGT-1 is moved to Port2 of FGT-2.

O C.

The default static route in the Private-AZ1 subnet route table is modified to forward all traffic
to Port2 of FGT2.

O D.

An additional route is added to the route table of the HA Sync AZ2 subnet to forward all traffic
to the Internet GW.

Answer

A B
Explanation

Cluster Elastic IP Address (EIP) Movement:

During a failover in an active-passive (A-P) cluster, the Elastic IP (EIP)
associated with the active FortiGate instance (FGT-1) needs to be moved to the
passive instance (FGT-2), which becomes the new active instance. This ensures
that the traffic directed to the EIP is now handled by FGT-2 (Option A).

Secondary IP Address Movement:

The secondary IP address on Port2 of the current active instance (FGT-1) is
moved to the same port on the new active instance (FGT-2). This step is crucial
to ensure seamless network traffic redirection and connectivity for the services
relying on that IP address (Option B).

Other Options Analysis:

Option Cis incorrect because the static route modification mentioned is not
directly related to the failover process described.

Option D is incorrect because no additional route needs to be added to the HA
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Sync AZ2 subnet route table to forward traffic to the Internet Gateway during a
failover.

References:

FortiGate HA Configuration Guide: FortiGate HA

AWS Elastic IP Documentation: Elastic IP

Questions # 10:

Refer to the exhibit.

GWLB deployment
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Which two statements are true about inbound traffic based on the IGW ingress route table and
GWLB deployment shown in the exhibit? (Choose two.)

Options:
O A.

GWLB forwards traffic to FortiGate without encapsulation in its dedicated subnet.

O B.
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Inbound traffic is directed to the GWLB through a GWLB endpoint.
O C.

Inbound traffic is directed to the application subnet through a GWLB endpoint.

O D.

GWLB encapsulates traffic with the GENEVE protocol and sends it to FortiGate.

Answer

B, D
Explanation

Traffic Direction through GWLB Endpoint:

The ingress route table directs inbound traffic to the GWLB through a GWLB
endpoint (GWLBe). This endpoint is responsible for directing traffic to the
Gateway Load Balancer for further processing (Option B).

GENEVE Encapsulation:

The GWLB encapsulates the inbound traffic using the GENEVE protocol. This
encapsulated traffic is then sent to FortiGate instances for security inspection.
The use of GENEVE ensures that the original traffic context is preserved and
can be analyzed by FortiGate (Option D).

Other Options Analysis:

Option A is incorrect because GWLB does not forward traffic without
encapsulation in its dedicated subnet.

Option C is incorrect as the inbound traffic is directed to the GWLB endpoint
first, not directly to the application subnet.

References:

AWS Gateway Load Balancer Documentation: AWS GWLB

GENEVE Protocol Overview: GENEVE Protocol
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