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Questions # 1:

An employee recently resigned from a company. The employee was responsible for managing
and supporting weekly batch jobs over the past five years. A few weeks after the employee
resigned. one of the batch jobs talked and caused a major disruption. Which of the following
would work best to prevent this type of incident from reoccurring?

Options:

O A.

Job rotation

O B.

Retention

O C.

Outsourcing

O D.

Separation of duties

Answer

A
Explanation

Job rotation is a security control that involves regularly moving employees to different
roles within an organization. This practice helps prevent incidents where a single
employee has too much control or knowledge about a specific job function, reducing the
risk of disruption when an employee leaves. It also helps in identifying any hidden issues
or undocumented processes that could cause problems after an employee ' s departure.

[References:, CompTIA Security+ SY0-701 Course Content: Domain 5: Security Program
Management and Oversight, which includes job rotation as a method to ensure business
continuity and reduce risks., , ,,,.,.,,,., ]

Questions # 2:

A security team purchases a tool for cloud security posture management. The team is quickly
overwhelmed by the number of misconfigurations that the tool detects. Which of the following
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should the security team configure to establish workflows for cloud resource security?

Options:
O A.
CASB

O B.

IAM

O C.
SOAR

O D.

XDR

Answer

C
Explanation

SOAR (Security Orchestration, Automation, and Response) platforms enable security
teams to automate workflows, prioritize alerts, and manage remediation activities, helping
to handle the volume of cloud misconfiguration alerts efficiently.

CASB (A) provides visibility and control for cloud services but is less focused on
orchestration. IAM (B) manages identities and permissions, and XDR (D) is extended
detection but does not provide workflow automation.

SOAR integration is critical for cloud security operations discussed in Security Operations
[06:Chapter 14tCompTIA Security+ Study Guide[].

Questions # 3:

Which of the following agreement types defines the time frame in which a vendor needs to
respond?

Options:

O A.
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SOW

O B.

SLA

O C.

MOA

O D.

MOU

Answer

B
Explanation

A service level agreement (SLA) is a type of agreement that defines the expectations and
responsibilities between a service provider and a customer. It usually includes the quality,
availability, and performance metrics of the service, as well as the time frame in which the
provider needs to respond to service requests, incidents, or complaints. An SLA can help
ensure that the customer receives the desired level of service and that the provider is
accountable for meeting the agreed-upon standards.

[References:, Security+ (Plus) Certification | CompTIA IT Certifications, under “About the
exam”, bullet point 3: “Operate with an awareness of applicable regulations and policies,
including principles of governance, risk, and compliance.”, CompTIA Security+
Certification Kit: Exam SY0-701, 7th Edition, Chapter 1, page 14: “Service Level
Agreements (SLAs) are contracts between a service provider and a customer that specify
the level of service expected from the service provider.”, ,,,,,,.,,, ]

Questions # 4:

A company that has a large IT operation is looking to better control, standardize, and lower the
time required to build new servers. Which of the following architectures will best achieve the
company’s objectives?

Options:

O A.

loT

O B.
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laC

o C.

PaaS

O D.

ICS

Answer

B
Explanation

Infrastructure as Code (laC) enables organizations to automate the provisioning,
configuration, and deployment of servers through machine-readable scripts rather than
manual processes. SY0-701 emphasizes laC as a key component of DevOps and secure
deployment pipelines. By using laC, server builds become repeatable, standardized,
version-controlled, and much faster.

This directly addresses the company ' s goals:
Better control: IaC ensures predictable, consistent configuration across all servers.
Standardization: Scripts eliminate drift by applying identical configurations.

Lower build time: Automation significantly accelerates server creation and eliminates
manual intervention.

loT (A) refers to Internet-connected smart devices and is unrelated to server deployment.
PaaS (C) offers development platforms but does not automate infrastructure builds. ICS
(D) refers to industrial control systems, not IT server architecture.

Therefore, the only correct architecture that meets all objectives is laC, a foundational
technology for modern automated infrastructure.

Questions # 5:

In a rush to meet an end-of-year business goal, the IT department was told to implement a
new business application. The security engineer reviews the attributes of the application and
decides the time needed to perform due diligence is insufficient from a cybersecurity
perspective. Which of the following best describes the security engineer ' s response?
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Options:

O A.

Risk tolerance
O B.

Risk acceptance
O C.

Risk importance
O D.

Risk appetite

Answer

D
Explanation

Risk appetite refers to the level of risk that an organization is willing to accept in order to
achieve its objectives. In this scenario, the security engineer is concerned that the
timeframe for implementing a new application does not allow for sufficient cybersecurity
due diligence. This reflects a situation where the organization’s risk appetite might be too
high if it proceeds without the necessary security checks.

References = CompTIA Security+ SY0-701 study materials, particularly in the domain of
risk management and understanding organizational risk appetite.

Questions # 6:

A network manager wants to protect the company ' s VPN by implementing multifactor
authentication that uses:

. Something you know
. Something you have
. Something you are

Which of the following would accomplish the manager ' s goal?
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Options:

O A.

Domain name, PKI, GeolP lookup

O B.

VPN IP address, company ID, facial structure
O C.

Password, authentication token, thumbprint
O D.

Company URL, TLS certificate, home address

Answer

C
Explanation

The correct answer is C. Password, authentication token, thumbprint. This combination of
authentication factors satisfies the manager’s goal of implementing multifactor
authentication that uses something you know, something you have, and something you
are.

Something you know is a type of authentication factor that relies on the user’s knowledge
of a secret or personal information, such as a password, a PIN, or a security question. A
password is a common example of something you know that can be used to access a
VPN12

Something you have is a type of authentication factor that relies on the user’s possession
of a physical object or device, such as a smart card, a token, or a smartphone. An
authentication token is a common example of something you have that can be used to
generate a one-time password (OTP) or a code that can be used to access a VPN12

Something you are is a type of authentication factor that relies on the user’'s biometric
characteristics, such as a fingerprint, a face, or an iris. A thumbprint is a common example
of something you are that can be used to scan and verify the user’s identity to access a
VPN12

[References:, 1: CompTIA Security+ Study Guide: Exam SY0-701, 9th Edition, Chapter 4:
Identity and Access Management, page 177 2: CompTIA Security+ Certification Kit: Exam
SY0-701, 7th Edition, Chapter 4: Identity and Access Management, page 179, ,,,,.,.,.,., .,
]
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Questions # 7:

A security analyst estimates that a small security incident will cost $10,000 and will occur
twice per year. The analyst recommends a budget of $20,000 for next year. Which of the
following does the $10,000 represent?

Options:

O A.

ARO

O B.

SLE

O C.

ALE

O D.

RPO

Answer

B
Explanation

The $10,000 is the estimated cost per incident (per single occurrence). In quantitative risk
analysis, that value is the Single Loss Expectancy (SLE)—the financial impact expected
each time a risk event occurs. The Study Guide defines these terms and calculations
clearly: “The single loss expectancy (SLE) is the amount of financial damage expected
each time a risk materializes.” It also explains how annual impact is derived: “The
annualized loss expectancy (ALE) is the amount of damage expected from a risk each
year. It is calculated by multiplying the SLE and the ARO.”

Here, the event occurs twice per year, so the Annualized Rate of Occurrence (ARO) is 2.0,
and the annual expected loss (ALE) would be SLE x ARO = $10,000 x 2 = $20,000, which
matches the recommended budget. That confirms $10,000 is not ARO (a frequency), not
ALE (annual total), and not RPO (a disaster recovery metric about acceptable data loss
window).

[References: Quantitative risk terms and formulas (SLE definition; ALE = SLE x ARO) ., , ,,
]
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Questions # 8:

Which of the following activities would involve members of the incident response team and
other stakeholders simul-ating an event?

Options:

O A.

Lessons learned

O B.

Digital forensics

O C.

Tabletop exercise

O D.

Root cause analysis

Answer

C
Explanation

A tabletop exercise is a simulation-based activity where incident response team members
and relevant stakeholders walk through a hypothetical security incident in a discussion-
based format. This exercise helps validate response plans, roles, and communication
channels without actual system disruption.

Lessons learned (A) is a post-incident review, digital forensics (B) is evidence collection
after an incident, and root cause analysis (D) investigates the underlying cause after an
event.

Tabletop exercises are standard practices within the Security Operations domain to
prepare teams for real incidents[]6:Chapter 141CompTIA Security+ Study Guide[].

Questions # 9:

According to various privacy rules and regulations, users have the power to request that all
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data pertaining to them is deleted. This is known as:

Options:

O A.

Right to be forgotten

O B.

Attestation and acknowledgement
O C.

Data retention

O D.

Information deletion

Answer

A
Explanation

The right to be forgotten refers to an individual’s legal right, under regulations such as
GDPR, to request the deletion of all personal data held about them by an organization.
This gives individuals control over their digital footprint and privacy.

[Reference:, CompTIA Security+ SY0-701 Official Study Guide, Domain 5.4: "The right to
be forgotten is a privacy right allowing individuals to request deletion of their personal
data.", Exam Objectives 5.4: “Given a scenario, implement data security and privacy
practices.”,,,,,.,,.]

Questions # 10:

Which of the following is the phase in the incident response process when a security analyst
reviews roles and responsibilities?

Options:
O A.

Preparation
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O B.

Recovery

O C.

Lessons learned
O D.

Analysis

Answer

A
Explanation

Preparation is the phase in the incident response process when a security analyst reviews
roles and responsibilities, as well as the policies and procedures for handling incidents.
Preparation also involves gathering and maintaining the necessary tools, resources, and
contacts for responding to incidents. Preparation can help a security analyst to be ready
and proactive when an incident occurs, as well as to reduce the impact and duration of the
incident.

Some of the activities that a security analyst performs during the preparation phase are:

Defining the roles and responsibilities of the incident response team members, such as the
incident manager, the incident coordinator, the technical lead, the communications lead,
and the legal advisor.

Establishing the incident response plan, which outlines the objectives, scope, authority,
and procedures for responding to incidents, as well as the escalation and reporting
mechanisms.

Developing the incident response policy, which defines the types and categories of
incidents, the severity levels, the notification and reporting requirements, and the roles
and responsibilities of the stakeholders.

Creating the incident response playbook, which provides the step-by-step guidance and
checklists for handling specific types of incidents, such as denial-of-service, ransomware,
phishing, or data breach.

Acquiring and testing the incident response tools, such as network and host-based
scanners, malware analysis tools, forensic tools, backup and recovery tools, and
communication and collaboration tools.

Identifying and securing the incident response resources, such as the incident response
team, the incident response location, the evidence storage, and the external support.

Page 11 of 14



Building and maintaining the incident response contacts, such as the internal and external
stakeholders, the law enforcement agencies, the regulatory bodies, and the media.

[References:, CompTIA Security+ SY0-701 Certification Study Guide, Chapter 6:
Architecture and Design, Section 6.4: Secure Systems Design, p. 279-280, CompTIA
Security+ SY0-701 Certification Exam Objectives, Domain 3: Architecture and Design,
Objective 3.5: Given a scenario, implement secure network architecture concepts, Sub-
objective: Incident response, p. 16, ,,,,.,,.,.,., ]

Questions # 11:

An IT team rolls out a new management application that uses a randomly generated MFA
token sent to the administrator’s phone. Despite this new MFA precaution, there is a security
breach of the same software. Which of the following describes this kind of attack?
Options:

O A.

Smishing

O B.

Typosquatting

O C.

Espionage

O D.

Pretexting

Answer

D
Explanation

Comprehensive and Detailed Explanation From Exact Extract:

If MFA is in place yet attackers still breach the system, the compromise most likely
resulted from social engineering, specifically pretexting. Pretexting occurs when an
attacker fabricates a convincing scenario (a “pretext”) to trick the victim into revealing
authentication information, such as OTP codes, MFA prompts, or login details. Even strong
MFA cannot prevent an attack when a human is tricked into voluntarily providing the code.
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Smishing (A) involves fraudulent SMS messages, but no messaging is mentioned in the
scenario. Typosquatting (B) involves deceptive URLs that appear similar to legitimate sites
and is unrelated to MFA compromise. Espionage (C) refers to stealing sensitive or national-
security-related information, not bypassing MFA protections.

Security+ SY0-701 details pretexting under Social Engineering Attacks, emphasizing that
MFA does not fully mitigate human manipulation. Attackers frequently impersonate IT
staff, vendors, or automated systems to convince victims to “verify” or “confirm”
credentials. This perfectly matches a breach where MFA was present but still
circumvented through deception.
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