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Questions # 1:

A company has a large amount of data in an Amazon DynamoDB table. A large batch of data is
appended to the table once each day. The company wants a solution that will make all the
existing and future data in DynamoDB available for analytics on a long-term basis. Which
solution meets these requirements with the LEAST operational overhead?

Options:

O A.

Configure DynamoDB incremental exports to Amazon S3.

O B.

Configure Amazon DynamoDB Streams to write records to Amazon S3.

O C.

Configure Amazon EMR to copy DynamoDB data to Amazon S3.

O D.

Configure Amazon EMR to copy DynamoDB data to Hadoop Distributed File System (HDFS).

Answer

A
Explanation

Incremental Exports: Exporting DynamoDB data directly to Amazon S3 provides an
automated, serverless way to make data available for analytics without operational
overhead.

Analytics-Friendly Storage: Amazon S3 supports long-term analytics workloads and can
integrate with tools like Athena or QuickSight.

DynamoDB Export to S3 Documentation

Questions # 2:

A media company hosts a web application on AWS for uploading videos. Only authenticated
users should upload within a specified time frame after authentication.
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Which solution will meet these requirements with the LEAST operational overhead?

Options:
O A.

Configure the application to generate IAM temporary security credentials for authenticated
users.

O B.
Create an AWS Lambda function that generates pre-signed URLs when a user authenticates.
O C.

Develop a custom authentication service that integrates with Amazon Cognito to control and
log direct S3 bucket access through the application.

O D.

Use AWS Security Token Service (AWS STS) to assume a pre-defined IAM role that grants
authenticated users temporary permissions to upload videos directly to the S3 bucket.

Answer

B
Explanation

Option B: Pre-signed URLs provide temporary, authenticated access to S3, limiting uploads
to the time frame specified. This solution is lightweight, efficient, and easy to implement.
Option Arequires the management of IAM temporary credentials, adding complexity.
Option Cinvolves unnecessary development effort.

Option Dintroduces more complexity with STS and roles than pre-signed URLs.

Questions # 3:

A company is deploying a critical application by using Amazon RDS for MySQL. The application
must be highly available and must recover automatically. The company needs to support
interactive users (transactional queries) and batch reporting (analytical queries) with no more
than a 4-hour lag. The analytical queries must not affect the performance of the transactional
queries.
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Options:
O A.

Configure Amazon RDS for MySQL in a Multi-AZ DB instance deployment with one standby
instance. Point the transactional queries to the primary DB instance. Point the analytical
queries to a secondary DB instance that runs in a different Availability Zone.

O B.

Configure Amazon RDS for MySQL in a Multi-AZ DB cluster deployment with two standby
instances. Point the transactional queries to the primary DB instance. Point the analytical
queries to the reader endpoint.

o C.

Configure Amazon RDS for MySQL to use multiple read replicas across multiple Availability
Zones. Point the transactional queries to the primary DB instance. Point the analytical queries
to one of the replicas in a different Availability Zone.

O D.

Configure Amazon RDS for MySQL as the primary database for the transactional queries with
automated backups enabled. Configure automated backups. Each night, create a read-only
database from the most recent snapshot to support the analytical queries. Terminate the
previously created database.

Answer

C

Explanation

Key Requirements:

High availability and automatic recovery.

Separate transactional and analytical queries with minimal performance impact.
Allow up to a 4-hour lag for analytical queries.

Analysis of Options:

Option A:

Multi-AZ deployments provide high availability but do not include read replicas for
separating transactional and analytical queries.

Analytical queries on the secondary DB instance would impact the transactional workload.

Incorrect Approach:Does not meet the requirement of query separation.
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Option B:

Multi-AZ DB clusters provide high availability and include a reader endpoint. However,
these are better suited for Aurora and not RDS for MySQL.

Incorrect Approach:Not applicable to standard RDS for MySQL.
Option C:
Multiple read replicas allow separation of transactional and analytical workloads.

Queries can be pointed to a replica in a different AZ, ensuring no impact on transactional
queries.

Correct Approach:Meets all requirements with high availability and query separation.
Option D:

Creating nightly snapshots and read-only databases adds significant operational overhead
and does not support the 4-hour lag requirement.

Incorrect Approach:Not practical for dynamic query separation.
AWS Solution Architect References:

Amazon RDS Read Replicas

Multi-AZ Deployments

Questions # 4:

A company needs an automated solution to detect cryptocurrency mining activity on Amazon
EC2 instances. The solution must automatically isolate any identified EC2 instances for
forensic analysis.

Which solution will meet these requirements?

Options:
O A.

Create an Amazon EventBridge rule that runs when Amazon GuardDuty detects
cryptocurrency mining activity. Configure the rule to invoke an AWS Lambda function to
isolate the identified EC2 instances.

O B.

Create an AWS Security Hub custom action that runs when Amazon GuardDuty detects
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cryptocurrency mining activity. Configure the custom action to invoke an AWS Lambda
function to isolate the identified EC2 instances.

O C.

Create an Amazon Inspector rule that runs when Amazon GuardDuty detects cryptocurrency
mining activity. Configure the rule to invoke an AWS Lambda function to isolate the identified
EC2 instances.

O D.

Create an AWS Config custom rule that runs when AWS Config detects cryptocurrency mining
activity. Configure the rule to invoke an AWS Lambda function to isolate the identified EC2
instances.

Answer

A
Explanation

Amazon GuardDuty detects cryptocurrency mining and sends findings to Amazon
EventBridge. You can use EventBridge to trigger an automated Lambda function to isolate
EC2 instances (such as by removing security group access or stopping/isolating the
instance).

AWS Documentation Extract:

"Amazon GuardDuty findings can be sent to Amazon EventBridge, which enables you to
trigger an automated response using AWS Lambda."

(Source: AWS GuardDuty documentation)

B, C, D: Security Hub, Inspector, and Config are not directly used for this detection-to-
isolation workflow.

[Reference: AWS Certified Solutions Architect - Official Study Guide, Threat Detection and
Automated Response., ]

Questions # 5:

A company is planning to deploy a data processing platform on AWS. The data
processingplatform is based on PostgreSQL. The company stores the data that the platform
must process on premises.

To comply with regulations, the company must not migrate the data to the cloud. However,
the company wants to use AWS managed data analytics solutions.
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Which solution will meet these requirements?

Options:
O A.

Create an Amazon RDS for PostgreSQL database in a VPC. Create an interface VPC endpoint to
connect the on-premises PostgreSQL database to the RDS for PostgreSQL database.

O B.

Create Amazon EC2 instances in an Auto Scaling group on AWS Outposts. Install PostgreSQL
data analytics software on the instances.

O C.

Create an Amazon EMR cluster on AWS Outposts. Connect the EMR cluster to the on-premises
PostgreSQL database to perform data processing locally.

O D.

Create an Amazon EMR cluster in a VPC. Connect the EMR cluster to Amazon RDS for SQL
Server with a linked server to connect to the company's data processing platform.

Answer

C
Explanation

AWS Outposts extends AWS infrastructure and services to on-premises locations. Running
Amazon EMR on Outposts allows for processing data that resides locally while benefiting
from the managed services of EMR. This enables compliance with data residency
requirements and provides scalability and manageability for analytics.

[Reference: AWS Documentation - Amazon EMR on Outposts, =============, ]

Questions # 6:

A developer creates a web application that runs on Amazon EC2 instances behind an
Application Load Balancer (ALB). The instances are in an Auto Scaling group. The developer
reviews the deployment and notices some suspicious traffic to the application. The traffic is

malicious and is coming from a single public IP address. A solutions architect must block the
public IP address.

Which solution will meet this requirement?
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Options:
O A.

Create a security group rule to deny all inbound traffic from the suspicious IP address.
Associate the security group with the ALB.

O B.

Implement Amazon Detective to monitor traffic and to block malicious activity from the
internet. Configure Detective to integrate with the ALB.

O C.

Implement AWS Resource Access Manager (AWS RAM) to manage traffic rules and to block
malicious activity from the internet. Associate AWS RAM with the ALB.

O D.

Add the malicious IP address to an IP set in AWS WAF. Create a web ACL. Include an IP set rule
with the action set to BLOCK. Associate the web ACL with the ALB.

Answer

D
Explanation

When an application is fronted by an Application Load Balancer (ALB) and malicious
traffic is detected from a specific IP, the correct way to block the IP is by using AWS
WAF (Web Application Firewall).

With AWS WAF, you can create an IP Set to include the offending IP address or
range.

Then create a Web ACL (Access Control List) with a rule set to BLOCK requests
from that IP set.

Finally, associate the Web ACL with the ALB.
Security groups (Option A) cannot deny specific IPs because they are stateful and
allow-only rules.

Amazon Detective (Option B) is a security analysis and investigation tool; it doesn’t
block traffic.

AWS RAM (Option C) is for resource sharing across accounts, not for blocking IPs.

This approach aligns with AWS’s Security Pillar of the Well-Architected Framework and is
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fully managed, with minimal operational effort.

?7?7? Reference:

Using AWS WAF with an Application Load Balancer

Block IPs with AWS WAF

Questions # 7:

A company has an on-premises application that uses SFTP to collect financial data from
multiple vendors. The company is migrating to the AWS Cloud. The company has created an
application that uses Amazon S3 APIs to upload files from vendors.

Some vendors run their systems on legacy applications that do not support S3 APIs. The
vendors want to continue to use SFTP-based applications to upload data. The company wants
to use managed services for the needs of the vendors that use legacy applications.

Which solution will meet these requirements with the LEAST operational overhead?

Options:
O A.

Create an AWS Database Migration Service (AWS DMS) instance to replicate data from the
storage of the vendors that use legacy applications to Amazon S3. Provide the vendors with
the credentials to access the AWS DMS instance.

O B.
Create an AWS Transfer Family endpoint for vendors that use legacy applications.
O C.

Configure an Amazon EC2 instance to run an SFTP server. Instruct the vendors that use legacy
applications to use the SFTP server to upload data.

O D.

Configure an Amazon S3 File Gateway for vendors that use legacy applications to upload files
to an SMB file share.
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Answer

B
Explanation

AWS Transfer Family is a fully managed service that provides SFTP, FTPS, and FTP access
directly to Amazon S3. It allows organizations to support legacy data transfer protocols
without managing infrastructure. This approach gives the vendors a familiar SFTP
interface, with files landing directly in S3, and requires minimal operational effort
compared to managing EC2 servers or using gateways.

Reference Extract from AWS Documentation / Study Guide:

"AWS Transfer Family enables secure transfer of files directly into and out of Amazon S3
using SFTP, FTPS, and FTP, and is fully managed by AWS, significantly reducing
operational overhead."

Source: AWS Certified Solutions Architect - Official Study Guide, Data Migration and
Transfer section.

Questions # 8:

A company has set up hybrid connectivity between an on-premises data center and AWS by
using AWS Site-to-Site VPN. The company is migrating a workload to AWS.

The company sets up a VPC that has two public subnets and two private subnets. The
company wants to monitor the total packet loss and round-trip-time (RTT) between the data
center and AWS.

Which solution will meet these requirements with the LEAST operational overhead?

Options:
O A.

Use Amazon CloudWatch Network Monitor to set up Internet Control Message Protocol (ICMP)
probe monitoring from each subnet to the on-premises destination.

O B.

Create an Amazon EC2 instance in each subnet. Create a scheduled job to send Internet
Control Message Protocol (ICMP) packets to the on-premises destination.

O C.

Create an AWS Lambda function in each subnet. Write a script to perform Internet Control
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Message Protocol (ICMP) connectivity checks.
O D.

Create an AWS Batch job in each subnet. Write a script to perform Internet Control Message
Protocol (ICMP) connectivity checks.

Answer

C
Explanation

Comprehensive and Detailed Explanation From Exact Extract of Amazon Web
Services (AWS) Architect documents:

While CloudWatch Network Monitor can monitor paths, it does not support ICMP
directly. If you need ICMP-based RTT and packet loss tracking, you must implement
it using scripts.

Using Lambda provides the lowest operational overhead:

Serverless

Scales automatically

No EC2 provisioning or maintenance

Can run scheduled ICMP checks using Amazon EventBridge
“You can schedule AWS Lambda to run at fixed intervals to monitor metrics such as
latency or perform synthetic transactions.”
— AWS Lambda with CloudWatch Events

Incorrect Options:

A: Not currently capable of ICMP-level metrics.
B: EC2 instances add ongoing cost and overhead.

D: AWS Batch is overkill and more suited for compute-heavy jobs.

[References:, Monitoring Network Performance, Scheduling with Lambda, , ]

Questions # 9:
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A company is migrating a production environment application to the AWS Cloud. The company
uses Amazon RDS for Oracle for the database layer. The company needs to configure
thedatabase to meet the needs of high I/O intensive workloads that require low latency and
consistent throughput. The database workloads are read intensive and write intensive.

Which solution will meet these requirements?

Options:

O A.

Use a Multi-AZ DB instance deployment for the RDS for Oracle database.

O B.

Configure the RDS for Oracle database to use the Provisioned IOPS SSD storage type.
O C.

Configure the RDS for Oracle database to use the General Purpose SSD storage type.
O D.

Enable RDS read replicas for RDS for Oracle.

Answer

B
Explanation

Provisioned IOPS SSD (iol or io2) is designed for I/O-intensive workloads that require low
latency and consistent throughput, which is critical for transactional and production
databases. It provides predictable performance, unlike General Purpose SSD, which is
burst-based.

[Reference: AWS RDS Storage - Amazon RDS Storage Types (Provisioned IOPS SSD for

latency-sensitive workloads), ============= ]
Questions # 10:
Question:

A company wants to migrate an application to AWS. The application runs on Docker containers
behind an Application Load Balancer (ALB). The application stores data in a PostgreSQL
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database. The cloud-based solution must use AWS WAF to inspect all application traffic. The
application experiences most traffic on weekdays. There is significantly less traffic on
weekends. Which solution will meet these requirements in the MOST cost-effective way?

Options:

Options:
O A.

Use a Network Load Balancer (NLB). Create a web access control list (web ACL) in AWS WAF
that includes the necessary rules. Attach the web ACL to the NLB. Run the application on
Amazon Elastic Container Service (Amazon ECS). Use Amazon RDS for PostgreSQL as the
database.

O B.

Create a web access control list (web ACL) in AWS WAF that includes the necessary rules.
Attach the web ACL to the ALB. Run the application on Amazon Elastic Kubernetes Service
(Amazon EKS). Use Amazon RDS for PostgreSQL as the database.

o C.

Create a web access control list (web ACL) in AWS WAF that includes the necessary rules.
Attach the web ACL to the ALB. Run the application on Amazon Elastic Container Service
(Amazon ECS). Use Amazon Aurora Serverless as the database.

O D.

Use a Network Load Balancer (NLB). Create a web access control list (web ACL) in AWS WAF
that has the necessary rules. Attach the web ACL to the NLB. Run the application on Amazon
Elastic Container Service (Amazon ECS). Use Amazon Aurora Serverless as the database.

Answer

C
Explanation

Comprehensive and Detailed Explanation:

Using an Application Load Balancer (ALB) allows for integration with AWS WAF to inspect
all incoming traffic. Running the application on Amazon ECS provides a scalable and
managed container orchestration service. Utilizing Amazon Aurora Serverless for the
PostgreSQL database offers automatic scaling based on application demand, which is cost-
effective for workloads with variable traffic patterns, such as higher traffic on weekdays
and lower traffic on weekends.

[Reference: Optimizing cost savings: The advantage of Amazon Aurora over self-managed
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open-source databases, |
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