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Questions # 1:

Which of the following best describe a penetration test that resembles an actual external
attach?

Options:

 A.

Known environment

 B.

Partially known environment

 C.

Bug bounty

 D.

Unknown environment

Answer

D
Explanation

An unknown environment in penetration testing, also known as a black-box test, simulates
an actual external attack where the tester has no prior knowledge of the system. This type
of penetration test is designed to mimic real-world attack scenarios, where an attacker
has little to no information about the target environment. The tester must rely on various
reconnaissance and attack techniques to uncover vulnerabilities, much like a real-world
attacker would. This approach helps organizations understand their security posture from
an external perspective, providing insights into how their defenses would hold up against
a true outsider threat.

References =

CompTIA Security+ SY0-701 Course Content: The course highlights the importance of
understanding different penetration testing environments, including black-box testing,
which aligns with the "unknown environment" in the provided answer.

CompTIA Security+ SY0-601 Study Guide: The guide details penetration testing
methodologies, including black-box testing, which is crucial for simulating real external
attacks​​​.
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Questions # 2:

Which of the following is the best way to provide secure remote access for employees while
minimizing the exposure of a company's internal network?

Options:

 A.

VPN

 B.

LDAP

 C.

FTP

 D.

RADIUS

Answer

A
Explanation

A VPN (Virtual Private Network) is a secure method to provide employees with remote
access to a company's network. It encrypts data, protecting it from interception and
ensuring secure communication between the user and the internal network.References:
Security+ SY0-701 Course Content​, Security+ SY0-601 Book​.

Questions # 3:

A visitor plugs a laptop into a network jack in the lobby and is able to connect to the
company's network. Which of the following should be configured on the existing network
infrastructure to best prevent this activity?
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Options:

 A.

Port security

 B.

Web application firewall

 C.

Transport layer security

 D.

Virtual private network

Answer

A
Explanation

Port security is the best solution to prevent unauthorized devices, like a visitor's laptop,
from connecting to the company’s network. Port security can limit the number of devices
that can connect to a network switch port and block unauthorized MAC addresses,
effectively stopping unauthorized access attempts.

Web application firewall (WAF) protects against web-based attacks, not unauthorized
network access.

Transport Layer Security (TLS) ensures encrypted communication but does not manage
physical network access.

Virtual Private Network (VPN) secures remote connections but does not control access
through physical network ports​​​.

Questions # 4:

The executive management team is mandating the company develop a disaster recovery plan.
The cost must be kept to a minimum, and the money to fund additional internet connections is
not available. Which of the following would be the best option?
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Options:

 A.

Hot site

 B.

Cold site

 C.

Failover site

 D.

Warm site

Answer

B

Questions # 5:

While a school district is performing state testing, a security analyst notices all internet
services are unavailable. The analyst discovers that ARP poisoning is occurring on the network
and then terminates access for the host. Which of the following is most likely responsible for
this malicious activity?

Options:

 A.

Unskilled attacker

 B.

Shadow IT

 C.

Credential stuffing

 D.

DMARC failure



Page 6 of 24

Answer

A
Explanation

ARP poisoning(also known as ARP spoofing) is a basicman-in-the-middle (MITM)attack that
involves sending fake ARP responses to redirect traffic. This technique isnot
sophisticatedand can be easily executed using freely available tools like Cain & Abel,
Ettercap, or Wireshark.

Such attacks are often attempted byunskilled attackers (script kiddies)testing their
abilities, especially in environments like schools. The term“unskilled attacker”fits best
here, as credential stuffing and DMARC are unrelated to ARP poisoning.

[Reference: CompTIA Security+ SY0-701 Objectives, Domain 2.1 – “Attack techniques:
MITM, ARP poisoning; attacker types: Unskilled/script kiddie.”, , , , ]

Questions # 6:

Which of the following teams combines both offensive and defensive testing techniques to
protect an organization's critical systems?

Options:

 A.

Red

 B.

Blue

 C.

Purple

 D.

Yellow

Answer

C
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Explanation

Purple is the team that combines both offensive and defensive testing techniques to
protect an organization’s critical systems. Purple is not a separate team, but rather a
collaboration between the red team and the blue team. The red team is the offensive
team that simulates attacks and exploits vulnerabilities in the organization’s systems. The
blue team is the defensive team that monitors and protects the organization’s systems
from real and simulated threats. The purple team exists to ensure and maximize the
effectiveness of the red and blue teams by integrating the defensive tactics and controls
from the blue team with the threats and vulnerabilities found by the red team into a single
narrative that improves the overall security posture of the organization. Red, blue, and
yellow are other types of teams involved in security testing, but they do not combine both
offensive and defensive techniques. The yellow team is the team that builds software
solutions, scripts, and other programs that the blue team uses in the security
testing. References: CompTIA Security+ Study Guide: Exam SY0-701, 9th Edition, page
1331; Penetration Testing: Understanding Red, Blue, & Purple Teams3

Questions # 7:

A website user is locked out of an account after clicking an email link and visiting a different
website Web server logs show the user's password was changed, even though the user did not
change the password. Which of the following is the most likely cause?

Options:

 A.

Cross-sue request forgery

 B.

Directory traversal

 C.

ARP poisoning

 D.

SQL injection

Answer

A
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Explanation

The scenario describes a situation where a user unknowingly triggers an unwanted action,
such as changing their password, by clicking a malicious link. This is indicative of a Cross-
Site Request Forgery (CSRF) attack, where an attacker tricks the user into executing
actions they did not intend to perform on a web application in which they are
authenticated.

References = CompTIA Security+ SY0-701 study materials, particularly in the domain of
web application security and common attack vectors like CSRF​​.

Questions # 8:

Which of the following describes effective change management procedures?

Options:

 A.

Approving the change after a successful deployment

 B.

Having a backout plan when a patch fails

 C.

Using a spreadsheet for tracking changes

 D.

Using an automatic change control bypass for security updates

Answer

B
Explanation

Effective change management requires structured planning, testing, review, approval,
deployment, and rollback capabilities. According to CompTIA Security+ SY0-701, one of
the most critical components of change management is having a backout plan, which
allows the organization to safely revert changes if the update or patch causes issues,
operational disruption, or security instability. A proper backout plan reduces downtime,
maintains system availability, and protects against unexpected failures.
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Approving a change after deployment (A) violates standard change management
protocols. Approval must occur before live implementation. Using a spreadsheet (C) is not
considered an effective or secure change management mechanism. Automatic bypassing
of change controls (D) is dangerous, even for security patches, because changes must be
tested to avoid service outages or unintended vulnerabilities.

Therefore, the best description of effective change management is B: Having a backout
plan when a patch fails.

Questions # 9:

Which of the following is die most important security concern when using legacy systems to
provide production service?

Options:

 A.

Instability

 B.

Lack of vendor support

 C.

Loss of availability

 D.

Use of insecure protocols

Answer

B
Explanation

The most important security concern when using legacy systems is the lack of vendor
support. Without support from the vendor, systems may not receive critical security
patches and updates, leaving them vulnerable to exploitation. This lack of support can
result in increased risk of security breaches, as vulnerabilities discovered in the software
may never be addressed.

References = CompTIA Security+ SY0-701 study materials, particularly in the context of
risk management and the challenges posed by legacy systems​​.
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Questions # 10:

Company A jointly develops a product with Company B, which is located in a different country.
Company A finds out that their intellectual property is being shared with unauthorized
companies. Which of the following has been breached?

Options:

 A.

SLA

 B.

AUP

 C.

SOW

 D.

MOA

Answer

D
Explanation

Detailed Explanation:A Memorandum of Agreement (MOA) outlines terms of cooperation,
including restrictions on sharing intellectual property. A breach indicates the terms of the
agreement were violated, compromising confidentiality or usage terms. Reference:
CompTIASecurity+ SY0-701 Study Guide, Domain 5: Security Program Management,
Section: "Third-Party Risk Management"​​.

Questions # 11:

A security analyst needs to improve the company’s authentication policy following a password
audit. Which of the following should be included in the policy? (Select two).



Page 11 of 24

Options:

 A.

Length

 B.

Complexity

 C.

Least privilege

 D.

Something you have

 E.

Security keys

 F.

Biometrics

Answer

A, B
Explanation

A strong authentication policy should enforcepassword length(e.g., minimum of 12-16
characters) andcomplexity(mix of uppercase, lowercase, numbers, and symbols). These
measures significantlyreduce the risk of brute-force attacks.

Least privilege (C)relates to access control, not authentication policies.

Something you have (D)andbiometrics (F)pertain to multi-factor authentication (MFA) but
are not password policy requirements.

[Reference:CompTIA Security+ SY0-701 Official Study Guide, General Security Concepts
domain., , , , , ]

Questions # 12:

A security team created a document that details the order in which critical systems should be
through back online after a major outage. Which of the following documents did the team
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create?

Options:

 A.

Communication plan

 B.

Incident response plan

 C.

Data retention policy

 D.

Disaster recovery plan

Answer

D
Explanation

The document described in the question is a Disaster Recovery Plan (DRP). A DRP outlines
the process and procedures for restoring critical systems and operations after a major
disruption or outage. It includes the order in which systems should be brought back online
to ensure minimal impact on business operations, prioritizing the most critical systems to
recover first.

[References:, CompTIA Security+ SY0-701 Course Content: Domain 5: Security Program
Management and Oversight, which discusses the development and implementation of
disaster recovery plans​​., , , , , , ]

Questions # 13:

Which of the following activities should be performed first to compile a list of vulnerabilities in
an environment?

Options:

 A.

Automated scanning
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 B.

Penetration testing

 C.

Threat hunting

 D.

Log aggregation

 E.

Adversarial emulation

Answer

A
Explanation

Automated vulnerability scanningis thefirst step in identifying system weaknesses. These
scans systematically check for outdated software, misconfigurations, and known
vulnerabilities in a network.

Penetration testing (B)is conducted after vulnerabilities are identified.

Threat hunting (C)focuses on detecting unknown threats, not listing vulnerabilities.

[Reference:CompTIA Security+ SY0-701 Official Study Guide, Security Operations domain.,
, , , , ]

Questions # 14:

An administrator learns that users are receiving large quantities of unsolicited messages. The
administrator checks the content filter and sees hundreds of messages sent to multiple users.
Which of the following best describes this kind of attack?

Options:

 A.

Watering hole

 B.
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Typosquatting

 C.

Business email compromise

 D.

Phishing

Answer

D
Explanation

The scenario describes a large number of unsolicited emails sent to multiple users. This is
characteristic of phishing, which SY0-701 defines as mass-distributed fraudulent messages
designed to trick recipients into clicking malicious links, downloading malware, or
divulging sensitive information.

Phishing campaigns typically involve:

High volume

Non-targeted messaging

Use of spoofed addresses or fake content

Delivery through email systems

A watering-hole attack (A) compromises a legitimate website frequented by targets—not
email. Typosquatting (B) relies on malicious websites with deceptive URLs. Business Email
Compromise (C) involves highly targeted spear-phishing or impersonation attacks, not
bulk email blasts.

Because this incident involves “hundreds of messages” delivered to “multiple users,” it
clearly matches the characteristics of a phishing attack, not a sophisticated targeted
attack type.

Phishing is the most common form of social engineering and is emphasized heavily in the
Security+ exam due to its frequency and effectiveness.

Questions # 15:

Which of the following would most likely be deployed to obtain and analyze attacker activity
and techniques?
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Options:

 A.

Firewall

 B.

IDS

 C.

Honeypot

 D.

Layer 3 switch

Answer

C

Questions # 16:

An organization is looking to optimize its environment and reduce the number of patches
necessary for operating systems. Which of the following will best help to achieve this
objective?

Options:

 A.

Microservices

 B.

Virtualization

 C.

Real-time operating system

 D.

Containers



Page 16 of 24

Answer

D

Questions # 17:

A security analyst needs to propose a remediation plan 'or each item in a risk register. The
item with the highest priority requires employees to have separate logins for SaaS solutions
and different password complexity requirements for each solution. Which of the following
implementation plans will most likely resolve this security issue?

Options:

 A.

Creating a unified password complexity standard

 B.

Integrating each SaaS solution with the Identity provider

 C.

Securing access to each SaaS by using a single wildcard certificate

 D.

Configuring geofencing on each SaaS solution

Answer

B
Explanation

Integrating each SaaS solution with an Identity Provider (IdP) is the most effective way to
address the security issue. This approach allows for Single Sign-On (SSO) capabilities,
where users can access multiple SaaS applications with a single set of credentials while
maintaining strong password policies across all services. It simplifies the user experience
and ensures consistent security enforcement across different SaaS platforms.

References =

CompTIA Security+ SY0-701 Course Content: Domain 05 Security Program Management
and Oversight​.
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CompTIA Security+ SY0-601 Study Guide: Chapter on Identity and Access Management​.

Questions # 18:

A Chief Information Security Officer (CISO) wants to explicitly raise awareness about the
increase of ransomware-as-a-service in a report to the management team. Which of the
following best describes the threat actor in the CISO's report?

Options:

 A.

Insider threat

 B.

Hacktivist

 C.

Nation-state

 D.

Organized crime

Answer

D
Explanation

Ransomware-as-a-service is a type of cybercrime where hackers sell or rent ransomware
tools or services to other criminals who use them to launch attacks and extort money from
victims. This is a typical example of organized crime, which is a group of criminals who
work together to conduct illegal activities for profit. Organized crime is different from
other types of threat actors, such as insider threats, hacktivists, or nation-states, who may
have different motives, methods, or targets. References: CompTIA Security+ Study Guide:
Exam SY0-701, 9th Edition, page 17 1

Questions # 19:
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Which of the following cryptographic methods is preferred for securing communications with
limited computing resources?

Options:

 A.

Hashing algorithm

 B.

Public key infrastructure

 C.

Symmetric encryption

 D.

Elliptic curve cryptography

Answer

B

Questions # 20:

A healthcare organization wants to provide a web application that allows individuals to
digitally report health emergencies.

Which of the following is the most important consideration during development?

Options:

 A.

Scalability

 B.

Availability

 C.

Cost

 D.
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Ease of deployment

Answer

B
Explanation

Availability is the ability of a system or service to be accessible and usable when needed.
For a web application that allows individuals to digitally report health emergencies,
availability is the most important consideration during development, because any
downtime or delay could have serious consequences for the health and safety of the
users. The web application should be designed to handle high traffic, prevent denial-of-
service attacks, and have backup and recovery plans in case of failures2.

[References: CompTIA Security+ Study Guide: Exam SY0-701, 9th Edition, Chapter 2, page
41., , , , , , ]

Questions # 21:

Which of the following would be the most appropriate way to protect data in transit?

Options:

 A.

SHA-256

 B.

SSL 3.0

 C.

TLS 1.3

 D.

AES-256

Answer

C



Page 20 of 24

Questions # 22:

Which of the following would enable a data center to remain operational through a multiday
power outage?

Options:

 A.

Generator

 B.

Uninterruptible power supply

 C.

Replication

 D.

Parallel processing

Answer

A

Questions # 23:

Which of the following should be used to prevent changes to system-level data?

Options:

 A.

NIDS

 B.

DLP

 C.

NAC
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 D.

FIM

Answer

D
Explanation

File Integrity Monitoring (FIM) is specifically designed to detect and prevent unauthorized
changes to critical system files, configuration files, registry entries, binaries, and logs.
According to CompTIA Security+ SY0-701, FIM creates a cryptographic baseline (usually
via hashing) of protected system files. Any attempt to modify, add, or delete protected
files immediately triggers an alert, enabling rapid detection of tampering—whether caused
by malware, insider threats, or misconfigurations.

NIDS (A) monitors network traffic, not system-level modifications. DLP (B) prevents
unauthorized data exfiltration, not system-file tampering. NAC (C) controls device access
to the network but does not protect system files.

FIM is a core tool for ensuring system integrity in compliance frameworks such as PCI-DSS,
which explicitly requires organizations to monitor critical system files. By preventing
unauthorized changes to system-level data and alerting administrators to suspicious
activity, FIM provides a strong defensive mechanism against malware, ransomware, and
configuration drift.

Thus, FIM is the correct answer.

Questions # 24:

Which of the following data types relates to data sovereignty?

Options:

 A.

Data classified as public in other countries

 B.

Personally Identifiable data while traveling

 C.

Health data shared between doctors in other nations
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 D.

Data at rest outside of a country's borders

Answer

D
Explanation

Data sovereignty concerns the laws and governance that apply to data at rest outside of a
country’s borders. It refers to the legal implications and regulatory controls over where
data is stored geographically.

[Reference:, CompTIA Security+ SY0-701 Official Study Guide, Domain 5.4: "Data
sovereignty refers to data being subject to the laws of the country in which it resides.",
Exam Objectives 5.4: “Given a scenario, implement data security and privacy practices.”, ,
, ]

Questions # 25:

A company wants to use new Wi-Fi-enabled environmental sensors to automatically collect
metrics. Which of the following will the security team most likely do?

Options:

 A.

Add the sensor software to the risk register.

 B.

Create a VLAN for the sensors.

 C.

Physically air gap the sensors.

 D.

Configure TLS 1.2 on all sensors.

Answer

B
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Explanation

Creating a VLAN for Wi-Fi-enabled environmental sensors is the most likely and
appropriate action. Security+ SY0-701 recommends network segmentation for IoT and
sensor devices to reduce attack surface and limit lateral movement. A dedicated VLAN
isolates sensors from critical systems while allowing controlled access to data collectors or
management platforms.

Adding items to a risk register (A) documents risk but does not provide protection.
Physically air gapping (C) contradicts the requirement for Wi-Fi connectivity. Configuring
TLS 1.2 (D) is beneficial for data-in-transit protection but does not address network-level
isolation and blast-radius reduction.

Thus, B: Create a VLAN for the sensors best aligns with secure design.
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