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Questions # 1:

Auto Scaling is a management service that can automatically adjust elastic computing
resources based on your business needs and policies. It supports adding existing ECS
instances into the scaling group, whose status however must be

Options:

O A.

Running

O B.

Created

O C.

Stopped

O D.

Preparing

Answer

A
Explanation

A is the correct answer because Auto Scaling supports adding existing ECS instances into
the scaling group, whose status however must be running. Running means that the ECS
instance is in a normal state and can provide services. Auto Scaling does not support
adding ECS instances that are in other states, such as created, stopped, or preparing.
Created means that the ECS instance has been created but has not been started yet.
Stopped means that the ECS instance has been stopped and cannot provide

services. Preparing means that the ECS instance is being initialized and cannot provide
servicesl2

B, C, and D are incorrect answers because they are not valid states for adding existing
ECS instances into the scaling group.

References: 1: Add existing ECS instances to a scaling group 2: ECS instance lifecycle

[Reference:
http://static-aliyun-doc.oss-cn-hangzhou.aliyuncs.com/download/pdf/DNESS1876951 en-
US intl 181115175025 public 176152014821b385708e5290dalla0fe.pdf (14), ]
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Questions # 2:

Auto Scaling is a management service that can automatically adjust elastic computing
resources based on your business needs and policies. Which of the following application
scenarios are suitable for Auto Scaling? (Choose three.)

Options:

O A.

You need to flexibly adjust elastic computing resources based on your business needs, and
ECS instances will be added seamlessly to address traffic peaks and surges.

O B.

You need to flexibly adjust elastic computing resources based on your business needs, and
ECS instances will be reduced automatically to save costs when business needs drop.

O C.

When an ECS instance reacts abnormally in a scaling group, Auto Scaling will create a new
ECS instance to take over the computing tasks conducted by the faulty instance.

O D.

You want to flexibly adjust elastic computing resources based on your business needs, and
ECS instances will be automatically upgraded (with more Memory, more powerful CPU) when
needed.

Answer

A B, C
Explanation

Alibaba Cloud Server Load Balancer (SLB) is a service that distributes network traffic
across multiple ECS instances to improve the service capabilities of applications. SLB
supports the following protocols for the listener configuration:

HTTP: Hypertext Transfer Protocol, a stateless application-layer protocol that is used
to transfer web pages and other resources over the internet.

HTTPS: Hypertext Transfer Protocol Secure, an extension of HTTP that uses SSL/TLS
encryption to provide secure communication between the client and the server.

TCP: Transmission Control Protocol, a reliable, connection-oriented transport-layer
protocol that provides reliable data delivery and error recovery.
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UDP: User Datagram Protocol, a connectionless transport-layer protocol that provides
fast and efficient data transmission without guaranteeing reliability or order.

SLB does not support the following protocols:
MPLS: Multiprotocol Label Switching, a data-carrying technique that uses labels to
forward packets across a network.
MQTT: Message Queuing Telemetry Transport, a lightweight publish/subscribe

messaging protocol that is designed for constrained devices and low-bandwidth
networks.

References:

Alibaba Cloud Server Load Balancer
ACA Cloud Computing Certification Exam Preparation Course

Alibaba Cloud Computing Exam Question 2022

Questions # 3:

Company B builds a music download website based on OSS and ECS, and users can download
mp3 files

after registering for the website. Recently, the public network traffic to the OSS has doubled
but the increase of registered users is less than 10%. After in-depth analysis, engineers find
that many user download requests are raised from search engine but not the website itself. In
this case, which of the following measures is thought to be able to address this issue.
Options:

O A.

Migrates music files from the OSS to the data disks for ECS instances.

O B.

Changes the website access mode to HTTPS.

O C.

Limits access sources by configuring “Anti-leech settings” of OSS bucket attributes.
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O D.

Introduce SLB for extra protection.

Answer

C
Explanation

The issue that Company B faces is that their music files stored in OSS are being
downloaded by unauthorized users who access them through search engines, rather than
through their website. This is called leeching, which is a form of bandwidth theft that
consumes the OSS traffic and increases the cost for Company B. To address this issue,
Company B can limit the access sources by configuring the “Anti-leech settings” of OSS
bucket attributes. Anti-leech settings allow the bucket owner to specify a referer whitelist,
which is a list of domain names that are allowed to access the OSS resources. The referer
is a part of the HTTP header that indicates the source URL of the request. By setting a
referer whitelist, Company B can prevent leeches from accessing their music files directly
from search engines or other websites, and only allow access from their own website
domain name. This way, Company B can protect their OSS resources from unauthorized
access and reduce their OSS traffic costs. The other options are not effective or relevant
for addressing the issue. Migrating music files from OSS to data disks for ECS instances
would increase the storage and computing costs for Company B, and also reduce the
scalability and availability of their music files. Changing the website access mode to
HTTPS would enhance the security and encryption of the website, but it would not prevent
leeches from accessing the OSS resources through search engines. Introducing SLB for
extra protection would improve the load balancing and high availability of the ECS
instances, but it would not affect the access control of the OSS resources. References: OSS
Anti-Leech Referer Configuration and Error Elimination

[Reference:
http://static-aliyun-doc.oss-cn-hangzhou.aliyuncs.com/download/pdf/DNOSS11828897 en-
US intl 190202150837 public b55986256a50380c526a35e863023ec9.pdf (55), ]

Questions # 4:

feature in Server Load Balancer means that it can forward the access requests from
a single user to the same ECS instance within a certain period to ensure session continuity.

Options:
O A.

session persistence
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O B.

health check

O C.

Weighted Round Robin
O D.

least connections scheduling

Answer

A
Explanation

Session persistence feature in Server Load Balancer means that it can forward the access
requests from a single user to the same ECS instance within a certain period to ensure
session continuity. This feature is useful for applications that require users to maintain a
stateful connection with the backend servers, such as online shopping or banking. Session
persistence can be enabled by configuring a cookie timeout period or a source IP hash
method in the Server Load Balancer console. References: ACA Cloud Computing
Certification - Alibaba Cloud Academy, Server Load Balancer - Alibaba Cloud Academy,
Session Persistence - Alibaba Cloud Documentation Center

[Reference: https://www.alibabacloud.com/help/doc-detail/55202.htm, ]

Questions # 5:

Which of the followings are not the operations that you can do on a cloud disk snapshot?
(Choose two.)

Options:

O A.

snapshot duplicate
O B.

snapshot rollback
O C.

snapshot download
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O D.

snapshot deletion

Answer

A, C
Explanation

According to the Alibaba Cloud Academy, a cloud disk snapshot is a point-in-time backup
of a cloud disk. You can use snapshots to back up data, create images, or restore data.
The operations that you can do on a cloud disk snapshot are snapshot creation, snapshot
deletion, snapshot rollback, and snapshot sharing. Snapshot duplicate and snapshot
download are not the operations that you can do on a cloud disk snapshot. Therefore, the
options A and C are the correct answers. References: Snapshot Overview - Alibaba Cloud
Documentation Center, ACA Cloud Computing Exam Preparation Course - Alibaba Cloud,
Module 3: Cloud Computing Storage, Lesson 2: Snapshot, Slide 2

[Reference: https://www.alibabacloud.com/help/doc-detail/52045.htm#section-1ff-9s6-3i5,
]

Questions # 6:

Cloud disks are reliable because they use to provide block-level data storage for ECS
instances, ensuring 99.9999999% data reliability.

Options:

O A.

a distributed file management system with 3 redundant copies
O B.

a file system

O C.

a double copy distributed system

O D.

a Linux file system
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Answer

A
Explanation

Cloud disks are reliable because they use a distributed file management system with 3
redundant copies to provide block-level data storage for ECS instances,

ensuring 99.9999999% data reliability. This means that the data stored on cloud disks is
automatically replicated across three different physical servers in the same zone. If one
server fails, the data can still be accessed from the other two servers. Cloud disks also
support snapshot backup and recovery, which can help users restore data to a previous
point in time in case of accidental deletion or corruption. References: Elastic Compute
Service (ECS) - Alibaba Cloud Academy, Cloud Disk - Alibaba Cloud Documentation Center

An ECS disk can be used jointly or separately to meet the requirements of different
application scenarios. ECS disks are categorized into ephemeral SSD disks and cloud disks.
Compared with ephemeral SSD disks, cloud disks are more reliable as they use a triplicate
distributed system to provide block-level data storage for ECS instances, ensuring
99.9999999% data reliability.

[Reference:

http://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/pdf/ecs-product-introduction-intl-en-201
7-03- 24.pdf, ]

Questions # 7:

Using a cloud computing service is simple and straightforward. One can choose the instance
with desired specification, finish payment and then use it right away. Moreover, the underlying
physical machines are managed by cloud service providers and transparent to users.

Options:
O A.
TRUE

O B.

FALSE

Answer

A
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Explanation

Using a cloud computing service is simple and straightforward. One can choose the
instance with desired specification, finish payment and then use it right away. Moreover,
the underlying physical machines are managed by cloud service providers and transparent
to users. This is the basic concept of cloud computing, which provides on-demand,
scalable, and reliable computing resources and services over the

internet12. References: 1: ACA Cloud Computing Exam Preparation Course - Alibaba
Cloud3 2: What Is Alibaba Cloud Academy Certification?4

Questions # 8:

Your friend purchases some Alibaba Cloud resources and uses them to build an online training
website. Before the site goes online, your friend wants to perform some performance tests but
doesn't know how to do it. In this case, which of the following services can help?

Options:

O A.

After-Sales Support Service

O B.

Support Ticket Service

O C.

Load and Performance Testing Service
O D.

None Of The Above

Answer

C
Explanation

Load and Performance Testing Service (LPTS) is a service that helps users to test the
performance and stability of their websites, applications, or servers under different load
conditions. LPTS can simulate a large number of concurrent users and requests, and
generate detailed reports on the response time, throughput, error rate, and other metrics
of the target system. LPTS can help users to identify and resolve performance bottlenecks,
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optimize resource utilization, and ensure the reliability and availability of their online
services. References: Load and Performance Testing Service - Alibaba Cloud Academy,
Load and Performance Testing Service - Alibaba Cloud Documentation Center

[Reference: https://www.alibabacloud.com/support/after-sales, ]

Questions # 9:

ECS is a highly flexible service. It can be used independently as a simple web server, or used
with other

Alibaba Cloud products, such as OSS and CDN, to provide advanced solutions. ECS can be
used in applications such as:. (Choose four.)
Options:

O A.

Official corporate websites

O B.

large-traffic apps

O C.

Databases

O D.

simple web applications

O E.

no limited online storage

Answer

A, B CD
Explanation

A, B, C, and D are the correct answers according to the ACA Cloud Computing by Alibaba
Cloud Academy Reference Materials and documents. Comprehensive and Detailed
Explanation: = A, B, C, and D are the correct answers because ECS is a highly flexible
service that can be used independently as a simple web server, or used with other Alibaba
Cloud products, such as OSS and CDN, to provide advanced solutions. ECS can be used in
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applications such as:

Official corporate websites: ECS can host official corporate websites that require high
performance, stability, reliability, and scalability. ECS can also support various web
frameworks and languages, such as PHP, Java, Node.js, Python, and Ruby. ECS can
also be integrated with other Alibaba Cloud products, such as SLB, CDN, and WAF, to
improve the security, availability, and performance of the websitesl

Large-traffic apps: ECS can handle large-traffic apps that require high concurrency,
low latency, and high throughput. ECS can also scale up or down based on the real-
time traffic demands, and use Auto Scaling to automate the scaling process. ECS can
also leverage the Alibaba Cloud network infrastructure, such as VPC, Express
Connect, and Global Accelerator, to optimize the network connectivity and
performance of the apps2

Databases: ECS can run various database systems, such as MySQL, PostgreSQL,
MongoDB, and Redis, to provide data storage and processing capabilities for different
applications. ECS can also use cloud disks or local disks as the storage media for the
databases, and choose different disk types, such as SSD, ESSD, and Ultra Disk, based
on the performance and cost requirements. ECS can also use RDS or PolarDB to
replace the self-managed databases, and enjoy the benefits of managed database
services, such as backup, recovery, monitoring, and maintenance3

Simple web applications: ECS can run simple web applications that do not require
complex architectures or high availability. ECS can provide fast memory and the
latest CPUs to power the web applications and achieve faster results with low
latency. ECS can also use OSS to store static files, such as images, videos, and
documents, and reduce the storage cost and load of the ECS instances.

E is an incorrect answer because ECS is not a storage service that provides unlimited
online storage. ECS is a compute service that provides virtual machines with limited
storage capacity. ECS can use OSS or NAS to expand the storage capacity, but these are
separate storage services that have their own pricing and billing methods.

References: 1: Build a Corporate Website 2: Build a Large-Traffic App 3: Build a Database
System : [Build a Simple Web Application] : [ECS Overview]

Questions # 10:

A company wants to migrate its system to public cloud platform and they choose Alibaba
Cloud. The migration process is very important and they want to ensure that everything works
right. Which of the following services can the company choose?
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Options:

O A.

Event Management Service

O B.

Aftersales Support

O C.

Alibaba Cloud Architecture Design Training
O D.

Alibaba Cloud Product Operation Training

Answer

C
Explanation

Alibaba Cloud Architecture Design Training is a service that provides professional
guidance and best practices for designing cloud architectures that meet the business
requirements and goals of the company. Alibaba Cloud Architecture Design Training can
help the company to understand the cloud migration process, select the appropriate
Alibaba Cloud products and services, design a secure, reliable, scalable, and cost-effective
cloud architecture, and implement the migration plan with minimal risks and disruptions.
Alibaba Cloud Architecture Design Training can also help the company to optimize the
performance and efficiency of the cloud system after the migration.

References:

Alibaba Cloud Architecture Design Training
Cloud Migration - Alibaba Cloud Solutions

ACA-Cloudl Alibaba Exam Questions and Answers - CertLibrary

Questions # 11:

Server Load Balancer supports protocols like. (Choose four.)
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Options:
O A.
HTTP
O B.
HTTPS
O C.
TCP

O D.
UDP
O E.
MPLS
O F.

MQTT

Answer

A, B CD
Explanation

Alibaba Cloud Server Load Balancer (SLB) is a service that distributes network traffic
across multiple ECS instances to improve the service capabilities of applications. SLB
supports the following protocols for the listener configuration:

HTTP: Hypertext Transfer Protocol, a stateless application-layer protocol that is used
to transfer web pages and other resources over the internet.

HTTPS: Hypertext Transfer Protocol Secure, an extension of HTTP that uses SSL/TLS
encryption to provide secure communication between the client and the server.

TCP: Transmission Control Protocol, a reliable, connection-oriented transport-layer
protocol that provides reliable data delivery and error recovery.

UDP: User Datagram Protocol, a connectionless transport-layer protocol that provides
fast and efficient data transmission without guaranteeing reliability or order.

SLB does not support the following protocols:
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MPLS: Multiprotocol Label Switching, a data-carrying technique that uses labels to
forward packets across a network.

MQTT: Message Queuing Telemetry Transport, a lightweight publish/subscribe
messaging protocol that is designed for constrained devices and low-bandwidth
networks.

References:

Alibaba Cloud Server Load Balancer
ACA Cloud Computing Certification Exam Preparation Course

Alibaba Cloud Computing Exam Question 2022

Comprehensive protocol support - ICMP, TCP, UDP, HTTP, HTTPS,

[Reference: https://www.alOnetworks.com/resources/articles/server-load-balancing, ]
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