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Questions # 1:

What is the difference between IPv6 unicast and anycast addressing?

Options:
O A.

IPv6 anycast nodes must be explicitly configured to recognize the anycast address, but IPv6
unicast nodes require no special configuration

O B.

IPv6 unicast nodes must be explicitly configured to recognize the unicast address, but IPv6
anycast nodes require no special configuration

O C.

An individual IPv6 unicast address is supported on a single interface on one node but an IPv6
anycast address is assigned to a group of interfaces on multiple nodes.

O D.

Unlike an IPv6 anycast address, an IPv6 unicast address is assigned to a group of interfaces on
multiple nodes

Answer

Questions # 2:

Drag and drop the Rapid PVST+ forwarding slate actions from the loft to the right. Not all
actions are used.

>

Options:

Answer

Answer: >
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Questions # 3:

What is a requirement when configuring or removing LAG on a WLC?

Options:
O A.

The Incoming and outgoing ports for traffic flow must be specified If LAG Is enabled.
O B.

The controller must be rebooted after enabling or reconfiguring LAG.

O C.

The management interface must be reassigned if LAG disabled.

O D.

Multiple untagged interfaces on the same port must be supported.

Answer

Questions # 4:

Refer to the exhibit.

>

Traffic sourced from the loopbackO Interface is trying to connect via ssh to the host at
10.0.1.15. What Is the next hop to the destination address?

Options:

O A.

192.168.0.7

O B.

192.168.0.4
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O C.

192.168.0.40

O D.

192.168.3.5

Answer

B

Questions # 5:

Refer to the exhibit.

>
R1 learns all routes via OSPF Which command configures a backup static route on R1 to reach
the 192 168.20.0/24 network via R37?

Options:

O A.

R1(config)#ip route 192.168.20.0 255.255.0.0 192.168.30.2

O B.

R1(config)#ip route 192.168.20.0 255.255.255.0 192.168.30.2 90

O C.

R1(config)#ip route 192.168.20.0 255.255.255.0 192.168.30.2 111

O D.

R1(config)#ip route 192.168.20.0 255.255.255.0 192.168.30.2

Answer

Questions # 6:
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Drag and drop the statements about networking from the left onto the corresponding
networking types on the right.

>

Options:

Answer

Answer: >

Questions # 7:

Refer to the exhibit.

>

Which command configures OSPF on the point-to-point link between routers R1 and R2?

Options:

O A.

router-id 10.0.0.15

O B.

neighbor 10.1.2.0 cost 180
O C.

ipospf priority 100

O D.

network 10.0.0.0 0.0.0.255 area O

Answer

D
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Questions # 8:

Which Layer 2 switch function encapsulates packets for different VLANs so that the packets
traverse the same port and maintain traffic separation between the VLANs?

Options:

O A.

VLAN numbering

O B.

VLAN DSCP

O C.

VLAN tagging

O D.

VLAN marking

Answer

Questions # 9:

Refer to the exhibit.

>

The link between PC1 and the switch is up. but it is performing poorly. Which interface
condition is causing the performance problem?

Options:

O A.

There is a duplex mismatch on the interface

O B.

There is an issue with the fiber on the switch interface.
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O C.
There is a speed mismatch on the interface.
O D.

There is an interface type mismatch

Answer

A

Questions # 10:

What is a function of a Next-Generation IPS?

Options:

O A.

makes forwarding decisions based on learned MAC addresses

O B.

serves as a controller within a controller-based network

O C.

integrates with a RADIUS server to enforce Layer 2 device authentication rules
O D.

correlates user activity with network events

Answer

D

Questions # 11:

Refer to the exhibit.

>
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An engineer is configuring a new router on the network and applied this configuration. Which
additional configuration allows the PC to obtain its IP address from a DHCP server?

Options:

O A.

Configure the ip dhcp relay information command under interface GiO/1.

O B.

Configure the ip dhcp smart-relay command globally on the router

O C.

Configure the ip helper-address 172.16.2.2 command under interface Gi0/0
O D.

Configure the ip address dhcp command under interface Gi0/0

Answer

C

Questions # 12:

Refer to the exhibit.

>

Which command must be issued to enable a floating static default route on router A?

Options:

O A.

Ip route 0.0.0.0 0.0.0.0 192.168.1.2
O B.

ip default-gateway 192.168.2.1

o C.

ip route 0.0.0.0 0.0.0.0 192.168.2.1 10
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O D.

ip route 0.0.0.0 0.0.0.0 192.168.1.2 10

Answer

Questions # 13:

Refer to the exhibit.

>

Packets received by the router from BGP enter via a serial interface at 209.165.201.10. Each
route is present within the routing table. Which interface is used to forward traffic with a
destination IP of 10.10.10.247

Options:

O A.

FO/10

O B.

FO/11

O C.

FO/12

O D.

FO/13

Answer

B

Questions # 14:

Refer to the exhibit.
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>

The following must be considered:

* SW1 is fully configured for all traffic

* The SW4 and SW9 links to SW1 have been configured

* The SW4 interface Gi0O/1 and GiO/0 on SW9 have been configured

* The remaining switches have had all VLANs adde d to their VLAN database

Which configuration establishes a successful ping from PC2 to PC7 without interruption to
traffic flow between other PCs?

A)

>

Options:
O A.
Option A
O B.
Option B
O C.
Option C
O D.

Option D
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Answer

C

Questions # 15:

Which protocol is used for secure remote CLI access?

Options:
O A.
HTTPS

O B.
HTTP

O C.
Telnet

O D.

SSH

Answer

Questions # 16:

What is a requirement for nonoverlapping Wi-Fi channels?

Options:

O A.

different security settings
O B.

discontinuous frequency ranges

Page 11 of 35



O C.

O D.

different transmission speeds

unigue SSIDs

B

Answer

Questions # 17:

A)
>
B)
>

C)

O A.

Option A

R1 as an NTP server must have:

* NTP authentication enabled

* NTP packets sourced from Interface loopback 0

* NTP stratum 2

* NTP packets only permitted to client IP 209.165 200 225

How should R1 be configured?

Options:
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O B.
Option B
O C.
Option C
O D.

Option D

Answer

B

Questions # 18:

Refer to the exhibit.

>

What is a reason for poor performance on the network interface?

Options:

O A.

The interface is receiving excessive broadcast traffic.

O B.

The cable connection between the two devices is faulty.

O C.

The interface is operating at a different speed than the connected device.
O D.

The bandwidth setting of the interface is misconfigured

Answer

A
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Questions # 109:

Refer to the exhibit.

>

Site A was recently connected to site B over a new single-mode fiber path. Users at site A
report Intermittent connectivity Issues with applications hosted at site B. What is the reason
for the problem?

Options:

O A.

Heavy usage is causing high latency.

O B.

An incorrect type of transceiver has been inserted into a device on the link.

O C.

physical network errors are being transmitted between the two sites.

O D.

The wrong cable type was used to make the connection.

Answer

B

Questions # 20:

Refer to the exhibit.

>

Which two commands when used together create port channel 10? (Choose two.)

Options:

O A.

int range g0/0-1
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channel-group 10 mode active

O B.

int range g0/0-1 chanm.l-group 10 mode desirable
O C.

int range g0/0-1

channel-group 10 mode passive

O D.

int range g0/0-1 channel-group 10 mode auto

O E.

int range g0/0-1 channel-group 10 mode on

Answer

A C

Questions # 21:

Which wireless security protocol relies on Perfect Forward Secrecy?

Options:
O A.
WPA3

O B.
WPA

O C.
WEP

O D.

WPA2
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Answer

C

Questions # 22:

Which characteristic differentiates the concept of authentication from authorization and
accounting?

Options:

O A.

user-activity logging

O B.

service limitations

O C.

consumption-based billing

O D.

identity verification

Answer

Questions # 23:

What is a function of an endpoint on a network?

Options:
O A.
forwards traffic between VLANs on a network

O B.
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connects server and client devices to a network

O C.

allows users to record data and transmit to a tile server
O D.

provides wireless services to users in a building

Answer
C
Explanation

An endpoint is a host that acts as the source or destination of data traffic flowing through
a network.

When you are at your PC, editing your CV and uploading it to a file server, you are sitting
at an endpoint.

Questions # 24:

Refer to the exhibit.

>

Packets received by the router from BGP enter via a serial interface at 209 165 201 1 Each
route is present within the routing table Which interface is used to forward traffic with a
destination IP of 10.1.1.197

Options:

O A.

FO/4

O B.

FO/0

O C.

FO/1
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O D.

FO/3

Answer

B

Questions # 25:

A network engineer must implement an IPv6 configuration on the vlan 2000 interface to create
a routable locally-unique unicast address that is blocked from being advertised to the internet.
Which configuration must the engineer apply?

Options:

O A.

interface vlan 2000

ipv6 address ffc0:0000:aaaa::1234:2343/64

O B.

interface vlan 2000

Ipv6 address fc00:0000:aaaa:al5d:1234:2343:8aca/64

O C.

interface vlan 2000

ipv6 address fe80;0000:aaaa::1234:2343/64

O D.

interface vlan 2000

ipv6 address fd00::1234:2343/64

Answer
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Questions # 26:

Which field within the access-request packet is encrypted by RADIUS?

Options:

O A.

authorized services
O B.

authenticator

O C.

username

O D.

password

Answer

Questions # 27:

Refer to the exhibit.

>

Which route must be configured on R1 so that OSPF routing is used when OSPF is up. but the
server is still reachable when OSPF goes down?

Options:

O A.

ip route 10.1.1.10 255.255.255.255 172.16.2.2 100

O B.

ip route 10.1.1.0 255.255.255.0 gi0/1 125
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O C.
ip route 10.1.1.0 255.255.255.0 172.16.2.2 100
O D.

ip route 10.1.1.10 255.255.255.255 gi0/0 125

Answer

D

Questions # 28:

Refer to the exhibit.

>

Which next-hop IP address does Routed use for packets destined to host 10 10.13.1587?

Options:
O A.
10.10.10.5
O B.
10.10.11.2
O C.
10.10.12.2
O D.

10.10.10.9

Answer

A

Questions # 29:
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Refer to the exhibit.

>

Which configuration enables DHCP addressing for hosts connected to interface
FastEthernetO/1 on router R4?

Options:

O A.

interface FastEthernet0/0

ip helper-address 10.0.1.1

i

access-list 100 permit udp host 10.0.1.1 eq bootps host 10.148.2.1
O B.

interface FastEthernot0/1

ip helper-address 10.0.1.1

|

access-list 100 permit tcp host 10.0.1.1 eq 67 host 10.148.2.1
O C.

interface FastEthernetO/0

ip helper-address 10.0.1.1

I

access-list 100 permit host 10.0.1.1 host 10.148.2.1 eq bootps
O D.

interface FastEthernet0/1

ip helper-address 10.0.1.1

|

access-list 100 permit udp host 10.0.1.1 eq bootps host 10.148.2.1
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Answer

B

Questions # 30:

A Cisco engineer must configure a single switch interface to meet these requirements

* accept untagged frames and place them in VLAN 20

* accept tagged frames in VLAN 30 when CDP detects a Cisco IP phone
Which command set must the engineer apply?

A)

>

B)

>

C)

Options:
O A.
Option A
O B.
Option B
O C.
Option C
O D.

Option D
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Answer

C

Questions # 31:

Which value is the unique identifier that an access point uses to establish and maintain
wireless connectivity to wireless network devices?

Options:

O A.

VLANID

O B.

SSID

O C.

RFID

O D.

WLANID

Answer

Questions # 32:

Refer to the exhibit.

>

Users need to connect to the wireless network with IEEE 802. 11r-compatible devices. The
connection must be maintained as users travel between floors or to other areas in the building
What must be the configuration of the connection?

Page 23 of 35



Options:

O A.

Select the WPA Policy option with the CCKM option.

O B.

Disable AES encryption.

O C.

Enable Fast Transition and select the FT 802.1x option.
O D.

Enable Fast Transition and select the FT PSK option.

Answer

D

Questions # 33:

Refer to the exhibit.

>

Which plan must be Implemented to ensure optimal QoS marking practices on this network?

Options:

O A.

As traffic traverses MLS1 remark the traffic, but trust all markings at the access layer.
O B.

Trust the IP phone markings on SW1 and mark traffic entering SW2 at SW2.

O C.

Remark traffic as it traverses R1 and trust all markings at the access layer.

O D.

As traffic enters from the access layer on SW1 and SW2. trust all traffic markings.
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Answer

Questions # 34:

Refer to the exhibit.

>

An engineer is configuring an EtherChannel using LACP between Switches 1 and 2 Which
configuration must be applied so that only Switch 1 sends LACP initiation packets?
Options:

O A.

Switch 1 (config-if)#channel-group 1 mode on

Swrtch2(config-if)#channel-group 1 mode passive

O B.

Switchl(config-if)#channel-group 1 mode passive
Switch2(config-if)#channel-group 1 mode active

O C.

Switch1{config-if)fchannel-group 1 mode active
Switch2(config-if)#channel-group 1 mode passive

O D.

Switchl(config-if)#channel-group 1 mode on

Switch2(config-if)#channel-group 1 mode active

Answer

Questions # 35:
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What is the purpose of the ip address dhcp command?

Options:

O A.

to configure an Interface as a DHCP server
O B.

to configure an interface as a DHCP helper
O C.

to configure an interface as a DHCP relay
O D.

to configure an interface as a DHCP client

Answer

D

Questions # 36:

How does Rapid PVST+ create a fast loop-free network topology?

Options:

O A.

It requires multiple links between core switches

O B.

It generates one spanning-tree instance for each VLAN

O C.

It maps multiple VLANs into the same spanning-tree instance
O D.

It uses multiple active paths between end stations.
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Answer

A

Questions # 37:

Refer to the exhibit.

>

Which network prefix was learned via EIGRP?

Options:

O A.
172.16.0.0/16

O B.
192.168.2.0/24

O C.
207.165.200.0/24
O D.

192.168.1.0/24

Answer

B

Questions # 38:

An engineer must configure R1 for a new user account. The account must meet these
requirements:

* It must be configured in the local database.

* The username is engineer.

* It must use the strongest password configurable. Which command must the engineer
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configure on the router?

Options:

O A.

R1 (config)# username engineer2 algorithm-type scrypt secret test2021

O B.

R1(config)# username engineer2 secret 5 password S1$b1ju$kZbBS1Pyh4QzwXyZ
O C.

R1(config)# username engineer2 privilege 1 password 7 test2021

O D.

R1(config)# username englneer2 secret 4 S1Sb1jJu$kZbBS1Pyh4QzwXyZ

Answer

Questions # 39:

Refer to the exhibit.

>

Which minimum configuration items are needed to enable Secure Shell version 2 access to
R157

A)
>
B)
>

Q)
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Options:
O A.
Option A
O B.
Option B
O C.
Option C
O D.

Option D

Answer

C

Questions # 40:

Which WLC management connection type is vulnerable to man-in-the-middle attacks?

Options:
O A.

SSH

O B.
HTTPS

O C.
Telnet

O D.

console
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Answer

C

Questions # 41:

Refer to the exhibit.

>

An engineer assumes a configuration task from a peer Router A must establish an OSPF
neighbor relationship with neighbor 172 1 1 1 The output displays the status of the adjacency
after 2 hours. What is the next step in the configuration process for the routers to establish an
adjacency?

Options:

O A.

Configure router A to use the same MTU size as router B.

O B.

Set the router B OSPF ID to a nonhost address.

O C.

Configure a point-to-point link between router A and router B.

O D.

Set the router B OSPF ID to the same value as its IP address

Answer

A

Questions # 42:

Drag and drop the descriptions of AAA services from the left onto the corresponding services
on the right.

>
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Options:

Answer

Answer: >

Questions # 43:

Refer to the exhibit.

>

All traffic enters the CPE router from interface Serial0/3 with an IP address of 192 168 50 1
Web traffic from the WAN is destined for a LAN network where servers are load-balanced An IP
packet with a destination address of the HTTP virtual IP of 192 1681 250 must be forwarded
Which routing table entry does the router use?

Options:

O A.

192.168.1.0/24 via 192.168.12.2

O B.

192.168.1.128/25 via 192.168.13.3

O C.

192.168.1.192/26 via 192.168.14.4

O D.

192.168.1.224/27 via 192.168.15.5

Answer

B

Questions # 44:

An engineer is configuring remote access to a router from IP subnet 10.139.58.0/28. The
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domain name, crypto keys, and SSH have been configured. Which configuration enables the
traffic on the destination router?

A)
>
B)
>

Q)

Options:
O A.
Option A
O B.
Option B
O C.
Option C
O D.

Option D

Answer

B

Questions # 45:

Which type of network attack overwhelms the target server by sending multiple packets to a
port until the half-open TCP resources of the target are exhausted?
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Options:
O A.

SYIM flood
O B.
reflection
O C.
teardrop
O D.

amplification

Answer

A

Questions # 46:

Refer to the exhibit.

>

Which two commands must be configured on router R1 to enable the router to accept secure
remote-access connections? (Choose two)

Options:

O A.

transport input telnet

O B.

crypto key generate rsa

O C.

ip ssh pubkey-chain

O D.

login console
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O E.

username cisco password 0 Cisco

Answer

B, E

Questions # 47:

Drag and drop the TCP or UDP details from the left onto their corresponding protocols on the
right.

>

Options:

Answer

Answer: >
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